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1. Introduction 

 

This document represents the Code of Practice and Procedures (hereinafter CPP) of 

S.C. DigiSign S.A. This CPP describes the working practices and procedures used by 

the certification authority DigiSign S.A. (“CA”) in the delivery of certification 

services, that is issuing, revoking and renewing certificates in accordance with the 

legal provisions in force, namely: Law no. 455/2001 regarding the electronic 

signature, Governments Decision No. 1259/2001 regarding the approval of technical 

and methodology Standards for the implementation of Law No. 455 / 2001 regarding 

the electronic signature, with its subsequent alterations and the Directive 1999 / 93 

/EC of the European Parliament and of the European Council and concluded on 

December 13
th

 1999 regarding the settlement of a communitarian frame for the 

electronic signature, with the subsequent alterations and completions. 

 

1.1. Summary 

 

This Code of Practice and Procedures applies to the company DigiSign S.A., in its 

quality of Certification Authority (CA) and of Registration Authority (RA), as well as 

to any other CA‟s or RA‟s subordinated to or developing contractual relationships 

with S.C. DigiSign S.A. 

 

(a) Scope of the CPP of DigiSign S.A.  

 

This CPP represents and explains the working practices and procedures of the 

company DigiSign S.A., containing, among others: 

 

 Obligations of the Certification Authority, of the Registration Authority as 

well as of the users of digital certificates,  especially of qualified certificates; 

 Legal issues on certification services provided by the company DigiSign S.A.; 

 Review of the security and audit practices of DigiSign S.A.; 

 Applied methods for the identity confirmation of applicants for certificates; 

 Operational procedures for certification services, implemented by SC DigiSign 

SA; requests regarding the issuance, approval, revocation and renewal of 

certificates; 

 Operational security procedures for verification records, keeping reports and 

recovery after disaster, used within SC DigiSign SA; 
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 Physical, personnel, Key management and logical security practices of SC 

DigiSign SA; 

 Issued Certificates Revocation List, as well as Revocation List of Certificates 

held by SC DigiSign SA; 

 CPP administration, including methods of improvement. 

 

(b) Information on digital certificates 

 

When setting up the Code of Practice and Procedure, Specialists of the company 

DigiSign SA, started from the premises that the reader has general knowledge about 

digital signature and PKI. Otherwise, DigiSign SA is advising the reader to gather 

information on the usage of public key infrastructure (eng. PKI). General and 

preliminary information are presented by DigiSign SA at: 

 

http://www.digisign.ro/ 

 

 

(c) Fulfilling the Standards in force 

 

Practices mentioned within the present CPP have been designed to fulfill or even to 

exceed the requests of general accepted standards for this field of activity and of other 

standards of this industry, regarding the CA‟s action. 

 

The structure of the present CPP generally corresponds with “Internet X.509 Public 

Key Infrastructure, Certification Policy and Certification Practices Framework”, 
known as RFC 3647. 

 

1.1.1 Summary of the certification policy 

 

SC DigiSign SA offers DigiSign® qualified certificates for any user type, within the 

legal provisions in force. 

 

DigiSign® qualified certificates can be used for digital signature, encrypting and web 

authentication, all together or separate (depending on the service chosen by the 

beneficiary) as proof of identity in any type of electronic transactions. Certificates are 

supplying the users‟ identity safety based on its physical presence in front of a person 

http://www.digisign.ro/


11 

 

confirming his identity, using at least one identification form acknowledged by the 

authorities. 

 

1.2. Applicability 

 

Most users of digital certificates supplied by DigiSign SA are located in Romania 

 

1.2.1 Certification authorities 

 

The term certification authority comprises all entities issuing certificates observing 

their own CPP that can be the same for every PCA or can differ from one PCA to 

another, depending on the scope of the PCA. The term “PCA” refers to a subcategory 

of issuers, referred to as Primary Certification Authorities (PCA), acting as roots. 

Each PCA is a DigiSign® entity. Subordinated to the PCA are the Certification 

Authorities, which are issuing certificates to subscribers – end users or to other CA‟s. 

All DigiSign® PCA‟s are hosted by the own processing center, on the Romanian 

territory, placed on highly secured locations.  

 

1.2.2 Registration Authorities 

 

RA‟s assist a CA with identity confirmation, certificate approval or rejection requests, 

certificate revocation requests and approval or rejection of renewal requests. 

 

All DigiSign® RA‟s assisting DigiSign® PCA‟s for the issuance of subscribers – end 

users certificates, are hosted in own secured locations. 

 

1.2.3 End users 

 

SC DigiSign SA offers DigiSign® qualified certificates for any type of users, under 

the observance of the law in force. 

 

1.2.4 Applicability 

 

This CPP addresses all participants, including DigiSign®, distributors, subscribers 

and other contracting parties. This CPP describes the practices governing the usage of 

qualified DigiSign® certificates. Users of DigiSign® services are allowed to use 

certificates for highly secured applications, as described in this CPP.  
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1.2.4.1 Anticipated applicability  

 

DigiSign® qualified certificates for users allow third parties, participants in the 

electronic communication process to check digital signatures. Subjected to the laws in 

force, a digital signature or a transaction interacting with the DigiSign® qualified 

certificate will be valid regardless of the place of issuance of the DigiSign® qualified 

certificate or the place where the digital signature was created or used and regardless 

of the place where the CA or user are developing their activities.  

 

1.2.4.2 Applicability restrictions 
 

Generally, DigiSign® qualified certificates have general purposes. DigiSign® 

qualified certificates can be used worldwide. The usage of DigiSign® qualified 

certificates is not limited to a certain business environment, such as a pilot program, a 

financial services system or an environment on the virtual market. SC DigiSign SA or 

other participants are not responsible for the supervision or imposing restrictions on 

these environments. 

 

However, certain DigiSign® qualified certificates have limited functions. For 

example, PCA certificates cannot be used for any other functions than PCA specific. 

Moreover, client certificates are subject to clients‟ applications and will not be used as 

server certificates. Also, administrator certificates will be used only for carrying out 

the administrator‟s tasks. 

 

Furthermore, in what regards the DigiSign® qualified certificates that are respecting 

the X.509 v3 standard on certificates and the X.509 v2 standard on certificate 

revocation list – CRL (derived from RFC 3280 – “Internet X.509 Public Key 

Infrastructure, Certificate and Certificate Revocation List (CRL) Profile”) the key 

usage extension is limiting the technical purposes for which a private key 

corresponding to a certificate‟s public key, can be used. Additionally, end user 

certificates cannot be used as CA certificates. This restriction is confirmed by the 

absence of an extension. 

 

Usually, certificates can only be used with the extension used when generating these 

certificates, in accordance with the law in force and, in particular, can be used only at 

the extent allowed by the applicable law. 
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1.3. Contact details 

 

1.3.1 CPP Organization and Administration 

 

Personnel administering this CPP are part of the development group of the DigiSign 

SA practices and procedures. 

Questions regarding the group for the group for the development of practices and 

procedures of the company DigiSign SA, shall be addressed as follows: 

 

 

S.C. DigiSign S.A. 

Aviator Petre Cretu Str., nr. 33, District 1, Bucharest, Romania 

Attn: Development Practices - CPP 

Phone No.: +40-21–2120171, 2120181, 2120151 

Fax No.: +40-21-2120191 

e-mail: cpp@digisign.ro 

 

1.3.2 Contact person 

 

Please refer your questions on this CPP to the following address: 

 

S.C. DigiSign S.A. 

Aviator Petre Cretu Str., nr. 33, District 1, Bucharest, Romania 

Phone No.: +40-21–2120171, 2120181, 2120151 

Fax No.: +40-21-2120191 

e-mail: cpp@digisign.ro 

 

 

 

 

 

 

 

mailto:cpp@digisign.ro
mailto:cpp@digisign.ro


14 

 

2. General Provisions 

 

2.1 Responsibilities 

 

2.1.1 Certification Authority’s – CA responsibilities 

 

SC DigiSign SA is striving to ensure an optimal connection between services offered 

to users and the subscribers of these services, both being contracting parties, whereas 

the liabilities of these parties are clearly and without any equivoque stated in the 

concluded Contract and in accordance with the present PCC. 

A CA that issues certificates by assuming the certification policy disclosed to the final 

consumer, is mainly responsible for: 

 

1. Setting up a document that will clearly state the working methods, applicable 

and applied procedures, company‟s policy, rights and liabilities of the 

contracting parties, aso. – CPP (Code of Practice and Procedure) and its public 

disclosure (on the Internet) upon its approval by the responsible persons of the 

CA; 

2. The CA‟s activity will be carried out in accordance with the provisions of the 

approved CPP; 

3. The implementation of the CPP and of the AC‟s Certification Policies shall be 

based on a viable infrastructure (communications, software and hardware), 

able to ensure at any time a proper development of AC‟s activities in 

accordance with the working policy 24x7, as provided not only by the 

Romanian laws in force regarding the Certification Authorities which are 

issuing qualified certificates, but also by the contemporary realities regarding 

businesses carried out on the Internet; 

4. Ensuring that the requests for certificate issuance are processed (by identifying 

the person based only on the means provided by the provisions of the 

Romanian laws in force) only by a RA having contractual relationships with 

the certificate issuer CA (whom it is subordinated), whereas the CA is 

observing the general frame of the present CPP, closely related to the 

document stating the Certification Policy of the CA; 

5. Ensuring that the RA‟s activity regarding the identification of persons 

registering in view of obtaining a qualified digital certificate, is carried out in 

accordance with the provisions of Law Nr. 677 / 2001 for the protection of 
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persons regarding the processing of personal data and the free circulation of 

these data; 

6. Ensuring that the information included on certificates are valid and real at the 

moment of the certificate‟s approval, as well as guaranteeing, in accordance 

with the provisions of Law 455/2001, the maintenance of documents proving 

the registered person‟s identity  for the issuance of the qualified certificate; 

7. Providing the users with information on their liabilities according to this CPP, 

considering that they are holders and virtual users of qualified digital 

certificates, as well as informing them on the risks evolving from the non-

compliance with these liabilities; 

8. Revocation (or suspension – whatever the case may be) of certificates issued 

to users that infringed (or demurred to infringe) the liabilities, as provided for 

in this CPP, whereas the CA‟s responsibility is to inform the user on the 

measures taken; 

9. Registration services for the issuance and take-over of certificates, services 

provided to the end user shall be exclusively provided by electronic means, 

based on an infrastructure that allows to run these over the Internet  (in 

particular cases over the Intranet), with the CA‟s responsibility to keep a 

record of certificates issued to all subordinated PCA‟s, register that shall be 

dynamic updated in order to reflect the daily update of certificates issued to 

subscribers;    

 

2.1.2 Registration Authority’s – RA responsibilities 

 

The RA is a processing center, ensuring the validation, approval or rejection of 

requests for certificates, by the request for certificate revocation and by approving the 

renewal requests. The CPP provisions are stipulating the responsibilities of the RA of 

DigiSign SA.  

A RA performing registrations shall comply to the provisions of this approved CPP. 

CA‟s will assure that certificates are generated and administered in accordance with 

this CPP and with the AC‟s Certification Policy and that certificate generation, 

administration and withdrawal are performed only by parties understanding and 

observing the associated certification policy. Security requests compulsory for CA‟s 

are similar to those compulsory for RA‟s, since RA‟s are responsible for the gathered 

information. The RA is responsible for: 

 Key and/or certificate distribution to subscribers; 



16 

 

 Forwarding requests to the CA regarding the issuance, suspension, revocation 

or renewal of certificates; 

 Prior check of data supplied by subscribers for these requests  according to 

CPP requests; 

 Ensuring that the PIN and private key distributed to suppliers are not 

intercepted by third parties; 

 Transmitting a contract (“The Parties Agreement”) to be signed, to each user 

that will be a certificate holder 

 

2.1.3 User’s responsibilities 
 

Certification services rendered by S.C. DigiSign S.A. are disclosed on: 

 

http://www.digisign.ro/en/registry 

 

In order to render optimal services, applicants shall deliver complete and precise 

information for certificates and shall express their acceptance for the respective 

service, a prerequisite for obtaining the certificate 

 

Performing the respective service, involves specific responsibilities stipulated in the 

CPP for DigiSign SA subscribers. Services are requesting subscribers to use the 

certificates in accordance with CPP § 1.2.2. As well, in accordance with § 6.1 - § 6.4 

subscribers are requested to protect private keys. In accordance with the provisions 

stipulating the services, if a user discovers or is entitled to consider that his private 

key or the activation data of the private key protection have been compromised, or 

any other certificate information are inaccurate or have been changed, he shall 

promptly: 

 Inform DigiSign S.A. that approved the user‟s request for certificate or a CA 

or a RA, in accordance with the CPP § 4.4.1 and the request for certificate 

revocation, in accordance with the CPP § 3.4; 

Usage of these services provided by DigiSign SA to subscribers, presumes that users 

are canceling the private key usage at the end of the validity period, in accordance 

with the CPP § 6.3.2 

 

 

 

 

http://www.digisign.ro/registru/
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2.1.4 Responsibilities of the contracting parties 

Contracting parties agreement regarding the digital certificates supplying services of 

DigiSign SA can be found at: 

 

http://www.digisign.ro/en/support/support 

 

The agreement provides that, prior to any other agreement the parties shall 

independently evaluate the certificate usage for any given purpose and shall determine 

the certificates‟ proper usage. This confirms that, from the CA‟s and RA‟s point of 

view, DigiSign is not responsible for an improper usage of the certificate. The 

agreement explicitly provides that the parties shall not use certificates beyond the 

limits provided for in the CPP  § 1.2.4.2 

 

The Agreement further confirms that the parties will use a proper software and/or 

hardware in order to perform the verification of the digital signature or any other 

cryptographic operations, as a prerequisite for the certificates‟ safety while 

performing such operations.  Such operations include the identification of a 

certification chain and the verification of digital signatures on all certificates within 

the respective chain. In accordance with these agreements, the contracting parties 

shall not rely upon a certificate unless these verification procedures have been 

successfully concluded. 

 

In accordance with the agreement, the parties are required to check the status of the 

certificate they choose to rely upon, as well as of all certificates within the certificate 

chain. If any of the certificates within the certificate chain has been revoked, the 

parties shall not rely upon the end users‟ certificate or on other revoked certificates 

within the certificate chain. 

 

Finally, the agreement provides that the acceptance of terms is a prerequisite for the 

usage of qualified certificates. When accepting this service, users, contracting parties 

with DigiSign SA, also subscribers, agree to observe the conditions for the contracting 

parties provided for in this section. 

 

The agreement confirms that if al above described verifications have been 

successfully completed, contracting parties are entitled to rely upon the certificate. If 

circumstances indicate the need of an additional assurance, contracting parties shall 

obtain such assurances for a higher security. 

http://www.digisign.ro/semnaturaelectronica
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2.1.5 Responsibilities of S.C. DigiSign S.A. 

 

DigiSign S.A. is responsible for the storage and for posting the digital certificates 

issued by own CA‟s. DigiSign S.A posts issued certificates in its own register. 

 

In case of a certificate revocation, DigiSign S.A. posts a revocation notice on its own 

register. DigiSign S.A. issues Certificate Revocation Lists for its own CA‟s.   

 

 

2.2. Liabilities  

 

2.2.1 Certification Authority – CA’s liability 

 

The liabilities of certification service suppliers are governed by the law in force. Art. 

41 of Law 455/2001 regarding the electronic signature, stipulates that providers of 

certification services, issuing or guaranteeing qualified certificates, are liable for 

prejudice to any person relying on the juridical effects of the respective certificates: a) 

in what regards the accuracy of contained information; b) in what regards the 

assurance that, at the issuance of the certificate, the subscriber identified within its 

content detained generation data of the signature corresponding to signature 

verification data mentioned in the respective certificate; c) in what regards the 

assurance that signature generation data correspond to the signature verification data, 

if both are generated  by the supplier of certification services; d) in what regards the 

certificates‟ suspension or revocation, in case and under the observance of the 

provisions  Art. 24, paragraph (a) and (2); e) in what regards the fulfillment of all 

liabilities provided for by Art. 13-17 and Art. 19-22, except cases when the supplier of 

certification services proves that, in spite of all actions taken, he was not able to 

prevent the prejudice occurrence.  

 

Within a qualified certificate, the certification service supplier may provide 

restrictions for its usage, as well as limitations of the value of operations, provided 

that third parties are aware of the respective restrictions. The certification service 

supplier shall not be held liable for any prejudice due to the infringement of the 

respective restrictions during the usage of a qualified certificate (Art. 42 Law 455 / 

2001 regarding the electronic signature) 
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2.2.1.1 Warranties of the Certification Authority – CA 

 

The supplier of qualified certification services shall provide financial resources in 

order to cover prejudices that might be caused by carrying out activities related to the 

certification of electronic signatures. In this regard, the assurance is achieved either by 

concluding an insurance policy with an insurance company, or by a letter of bank 

guarantee, issued by a specialized financial institution or by any other means provided 

by the decisions of the specialized authority for regulation and monitoring. The 

insured and covered amount   by the letter of guarantee are settled by the Ministry of 

Communication and Information Technology, in its quality of specialized authority 

for regulation and monitoring (Art. 22 Law No. 455/2001 regarding the electronic 

signature) 

 

Services provided by DigiSign S.A., also include a warranty for subscribers, as 

follows: 

 There are no misinterpretations of entities responsible for the  requests for 

certificate or certificate issuers, 

 No errors in certificate information, provided by entities responsible for the 

approval of the requests for certificates, same responsible for the certificate 

issuance, 

 Subscribers certificates are fulfilling all requests of this CPP, 

  Revocation services and the register usage in accordance with this CPP in all 

main aspects 

 

The parties‟ agreements provide the parties with a guarantee based on certificate 

where: 

 All information within or included in such a certificate, except not verified 

information on the user, are precise; 

 In case of certificates within the register of DigiSign SA, the certificate was 

issued by a private person or a company and the user accepted the certificate in 

accordance with CPP § 4.3; 

 When issuing certificates, entities in charge with the approval of certificate 

requests and certificate issuance observed this CPP.  
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2.2.1.2 Force majeure 
 

DigiSign S.A. services and the parties agreements include a Force Majeure provision, 

protecting the parties. 

 

2.2.2 Registration Authority – RA’s liability 

 

Warranties and liability limitations between a RA and CA assisting the certificate 

issuance on one hand and the respective user, on the other hand, are subject of and 

governed by the concluded agreements with the observance of the law in force. 

 

2.2.3 Users’ liability 

 

2.2.3.1 Users’ warranties 

 

DigiSign SA services request the subscribers to ensure that: 

 Each digital signature created by the usage of the private key corresponding to  

the certificates‟ public key is the users digital signature and that the certificate 

has been accepted and is functional (not expired or revoked) when creating the 

digital signature; 

 Unauthorized persons have no access to the user‟s private key; 

 Data supplied by the users within the request for certificate are real; 

 Information supplied by the user and contained in the certificate are genuine 

real; 

 The certificate is exclusively used for signature and authentication, in 

accordance with the CPP; 

 The user is a end user, not a CA and does not use the private key 

corresponding to the certificate‟s public key for applying a digital signature on 

any certificate (or any other certified public key format) or on the Certificate 

Revocation List, in the quality of a CA or in any other quality. 

 

2.2.3.2 Compromising the private key 
 

Certificate holders are responsible to request, as soon as possible, the certificates 

revocation, if: 

 They have lost the electronic signature creation data; 
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 They are entitled to consider that a third party has knowledge of the signature 

creation data; 

 Essential information within the certificate are no longer valid 

 

2.2.4 Liabilities of the contracting parties 

 

By choosing to rely on a certificate‟s information, the parties agree that they have 

sufficient information in order to reach a decision, that they are solely responsible for 

the decision to rely or not to rely on such information and that they will bear any legal 

consequences if not observing the liabilities provided for by the CPP § 2.1.4   

 

2.3. Financial liabilities 

 

2.3.1 Compensation for subscribers 

 

SC DigiSign SA requests compensation from subscribers, in accordance with the legal 

provisions in force, in the event of: 

 Untruthfulness or incorrect data delivered within the request for certificates; 

 Incorrect important information within the request for certificate, if the 

erroneous data or omission occurred due to negligence or with the intention to 

mislead one of the parties;   

 Non protection of the private key or if not undertaking protection measures 

needed for the prevention, compromise, loss, disclosure, modification or 

unauthorized usage of the users‟ private key; 

 The user used a name (including common name, domain name or e-mail 

address), that infringes a third party‟s intellectual property rights. 

 

2.3.2 Administrative lawsuits 

 

DigiSign S.A has enough financial resources to maintain its operations and to fulfill 

its duties and shall bear the risks evolved from the responsibilities assumed towards 

the other contracting party, in accordance with Art 22 Law no. 455/2001 regarding the 

electronic signature. 

 

 

 

 



22 

 

2.4 Interpretation and sanctioning 

 

2.4.1 Applicable law 
 

The CPP provisions abide to the Romanian law in force, which is also governing the 

interpretation of the clauses of this document. 

 

2.4.2 Litigation procedures 

 

In the event of disputes between the contracting parties, these will strive to amicably 

settle the disputes within 60 days (initial period for negotiation) upon receiving the 

other party‟s notification and, in the event of not reaching a mutual settlement, these 

shall address to the competent court of justice.  

 

2.5 Fees 

 

2.5.1 Fees for certificate issuance or renewal 

 

DigiSign S.A. is entitled to charge the end user for the issuance, administration and 

renewal of certificates. 

 

2.5.2 Fees for other services 

 

DigiSign S.A. is entitled to request fees for any other connected services (e.g. 

implementation services, consultancy, training aso) if such services are subject of the 

parties agreement.  

 

 

2.5.3 Reimbursement policy 

 

DigiSign S.A. reimbursement policies (posted at http://www.digisign.ro/en/registry) 

are: 

 

DigiSign SA adheres and supports the rigorous procedures and policies regarding the 

operation and issuance of certificates. However, if a user is not completely satisfied 

with the issued certificate, he can request the revocation of the certificate within thirty 

(30) days from the issuance and the reimbursement of the fee paid to DigiSign SA. 

http://www.digisign.ro/registru/restituire
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Within the initial period of thirty  (30) days, a user can request the revocation of the 

certificate and the reimbursement of the fee paid, if DigiSign SA does not observe the 

warranty or any other responsibility regarding the user or its certificate, as provided 

by the CPP. After the revocation of the certificate, DigiSign SA will immediately 

transfer the full amount on the user‟s credit card account (if the certificate has been 

paid by credit card) or will issue a CEC payment order in favor of the respective user. 

In order to request a reimbursement, please contact our client relations department. 

This reimbursement policy is not an exclusive measure and does not limit other 

measures that might be available for subscribers. 

 

2.6 Posting and recording information 

 

2.6.1 Posting information on CA 

 

DigiSign SA is posting some information on the CA within the register on the web 

site of DisiSign SA at http://www.digisin.ro/en/registry, as hereinafter detailed: 

 

DigiSign SA posts this CPP, the services and contracting parties‟ agreements on the 

web site of DigiSign SA 

 

DigiSignSA posts the subscribers‟ – end users‟ certificates on the own LDAP server 

directory 

 

DigiSignSA posts the information status on certificates 

 

2.6.2 Posting frequency 

 

Updates to this CPP are posted in accordance with the CPP § 8. Updates of the 

services supplied to DigiSign SA are posted if necessary. Certificates are published 

upon issuance. 

 2.6.3 Information access control 

 

Information posted on the web site of DigiSign SA re public information. Read-only 

access to these information is not restricted. DigiSign SA requests the agreement of 

contracting parties or the agreement for the usage of the Certificate Revocation List as 

a condition for being able to access the certificates, the information status regarding 

certificates or certificates revocation lists. SC DigiSign SA implemented logic and 

http://www.digisin.ro/registru
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physical security measures in order to prevent the access of unauthorized persons, that 

might add, delete or modify the register. 

 

2.7 Conformity audit 

 

DigiSign SA shall be entitled to perform revisions or investigations in order to ensure 

the trustworthiness of DigiSign SA, including but not limited to: 

 DigiSign or its authorized representatives will be entitled to perform own 

“Supplementary revisions regarding the administration of risks”, based on 

incomplete or exceptional findings in a conformity audit or as part of the total 

management risk process. 

DigiSign SA or its authorized representatives are entitled to delegate the verification, 

revision or investigation tasks to third parties – the auditing company. Entities 

subjected to verification, revision or investigation will cooperate with DigiSign SA 

and with the personnel carrying out the verification, revision or investigation. 

 

2.7.1 Frequency of the conformity audit 
 

The conformity audit is performed on a yearly basis; expenses are supported by the 

verified entity. 

 

2.7.2 Auditor’s identity / qualification 

 

The audit regarding the conformity with DigiSign SA policies and practices is carried 

out by a public company that: 

 Demonstrates its competence in the IT&C field generally and on PKI 

especially; 

 Is worldwide accredited and recognized as auditing and consultancy company. 

 

The companies performing audits for DigiSign SA are KPMG and TUV 

 

2.7.3 Auditor’s relationship with the audited party 

 

The audit for conformity with the practices and procedures of DigiSign SA, is carried 

out by a public auditing company, independent from DigiSign SA 
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The scope of the audit carried out by DigiSign SA includes the verification of the CA, 

RA environment and the key administration operations. 

 

2.7.4 Accepted actions undertaken as a result to deficiencies 

 

While performing the audit for conformity with the practices and procedures of 

DigiSign SA, exceptions and significant nonconformities regarding the delimitation of 

actions to be carried out, might occur. The delimitation is performed by the 

administration of DigiSign SA with the audtor‟s approval. DigiSign administration is 

responsible for the development and implementation of an active implementation plan 

for preventive and corrective actions. If DigiSign SA considers that such exceptions 

or nonconformities are endangering the security and integrity, a rectification plan will 

be developed within 30 days and will be implemented within an efficient period of 

time. In the event of less severe nonconformities, the administrations of DigiSign SA 

will evaluate them and will determine the preventive and corrective actions.  

 

2.7.5 Communication of results 
 

The results of the audit for conformity with the practices and procedures of DigiSign 

SA   will be forwarded to the administration of DigiSign S.A. 

 

 2.8 Confidentiality 
 

DigiSign SA implemented the confidentiality policy that can be found at: 

http://www.digisign.ro/en/footer/confidentiality_policy 

 

 2.8.1   Types of confidential and private information     
 

Following reports are subject of CPP § 2.8.2 and are private and confidential 

(“Private/confidential information”): 

 Certificate requests reports (subject to CPP § 2.8.2) 

 Transaction reports (complete reports, as well as the transaction auditing  

process) 

 Audit reports of DigiSign SA, created by DigiSign SA or its auditors 

(internal or extrernal) 

 Plans in case of unexpected events for recovery after the disaster 

occurrence; 

http://www.digisign.ro/politica_de_confidentialitate
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 Security measures controlling hardware and software operations of 

DigiSign SA and administration of services for certificates and services for 

subscription. 

 

2.8.2 Disclosing information to authorities 

 

DigiSign SA will disclose confidential information only in accordance with the 

Romanian legal provisions in force. 

 

2.9 Intellectual property rights 

 

2.9.1 Intellectual property rights on information regarding certificates 

and their revocation 

 

DigiSign SA holds all intellectual property rights on all issued qualified certificates. 

Reproduction of certificates can be made only with the exclusive agreement of 

DigiSign SA, enjoying the rights conferred by the copyright for the created products, 

in accordance with Law nr. 8/1996 on copyrights and connective rights, with its 

subsequent alterations and completions. 

 

 2.9.2 Property rights on names 

  

The person requesting a certificate is entitled to keep all the rights on a trademark, 

service or brand name contained in any request for certificate, as well as the user 

name contained in any certificate issued to a solicitor. 

 

 2.9.3 Property rights on keys 

 

The root of cryptographic keys used by DigiSign SA and the one of certificates 

containing it, including all the CA public keys and self-signed certificates, are 

property of DigiSign SA. Finally, without the anterior limitation of the majority, 

secret shares of the Ca‟s key pairs are CA‟s property, whereas the CA detains all 

intellectual property rights in and for these secret shares. 
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3. Identification and authentication 

 

3.1. Identification and authentication 

 

3.1.1 Name types 

 

CA certificates of DigiSign SA contain specific X.501 names (known as ISO/IEC 

9594-2 Standard) in the issuers‟ and subjects‟ fields. Specific names of the CA of 

DigiSign SA, consist in components specified in table 2 below  

 

Symbol Value 

Country (C) =                  “RO” or not used                                                         

Company (O) = DigiSign S.A. 

Organization Unit (OU) = DigiSign S.A. CA‟s certificates may contain multiple 

OU symbols. Such symbols may contain one or 

several of the points listed below: 

 CA‟s name 

 A statement regarding the usage of the 

certificate, from the Contracting Parties‟ 

Agreement and  

 An information on copyright 

County/District (S) = Not used 

Locality (L) = Not used 

Name (CN)= This symbol includes the CA‟s name (if CA‟s name 

not specified in an OU attribute) or if it‟s not used 

Table 2 – “Distinguished Name” attributes in the CA’s certificates 
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Certificates for subscribers – end users contain a specific X.501 name in the main 

name field and components specified in table 3 below  

Symbol Value 

Country (C) =                  “RO” or not used                                                         

Company (O) = The company‟s symbol shall be used as follows: 

 “DigiSign S.A.” for certificates held by users 

that are not affiliated to any organization 

 Users‟ organization name for individual 

certificates held by users affiliated to an 

organization 

Organization Unit (OU) = DigiSign certificates for end users may contain 

multiple OU attributes. These attributes may contain 

one or several of the points listed below: 

 Organization  Unit for the user (for company‟s 

certificates or for users affiliated to an 

organization) 

 A statement regarding the usage of the 

certificate, from the Contracting Parties‟ 

Agreement  

 An information on copyrights 

 “Authenticated by DigiSign S.A.” on 

certificates carrying DigiSign S.A. 

authenticated applications  

 Text describing the certificate‟s type 

County/District (S) = Indicates the users‟ county/district or are not used 

Locality (L) = Indicates the users‟ locality or are not used 
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Name (CN) = This symbol includes: 

 Name (for individual certificates) 

 Company name (for certificates acquired on 

behalf of the company) 

 OCSP Responder Name (for OCSP Responder 

Certificates) 

 Domain name (for server certificates) 

E-Mail Address (E) = User‟s E-mail address 

Table 3 – “Distinguished Name” attributes in end users certificates 

 

The Name (CN) = is a component for “distinguished name” in certificates 

for end users, that needs to be verified and validated by a RA in case of qualified 

certificates. 

 

The importance of the name included in the main specific name of the individual 

certificate, is given by the fact that it represents the general accepted name of the 

private entity. 

 

 3.1.2 Name constraints 
 

DigiSign® qualified certificates, actually end users‟ certificates, shall contain easy 

understandable names, thus allowing the determination of the private entity‟s identity 

– subject of the certificate. Anyhow, end users‟ pseudonyms are allowed. 

 

Certificates of the CA of DigiSign S.A., contain easy understandable names, thus 

allowing the determination of the CA‟s identity as subject of the certificate. 

 

 3.1.3 Unique identifiers 
 

Through the automatic components of the user‟s subscription process, DigiSign S.A. 

ensures that subject names are unique on a CA‟s domain.  
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 3.1.4. Applicable procedure in litigations on name rights   

Certificates solicitors are not entitled to use, within the requests for certificates, names 

infringing the property rights of other persons. However, DigiSign S.A. does not 

verify whether a solicitor is the holder of intellectual property for the name stated on 

the request for certificate and does not arbitrate, mediate or solve disputes regarding 

the property on a domain name, trade- or service mark. In case of litigation, DigiSign 

S.A. has the right to replace, without being held liable by the certificate solicitor, 

reject or suspend any request for certificate.  

 

 3.1.5 Methods for the proof of private key possession 
 

DigiSign SA verifies the possession of the solicitors‟ private key by using a digitally 

signed certificate request, in accordance with the PKCS #10 Standard, or any other 

demonstration, cryptographic similar or any other method approved by DigiSign S.A. 

 

If a key pair is generated by DigiSign S.A on behalf of the user (e.g.: where already 

generated keys are placed on smart cards), this request shall not apply. 

 

 3.1.6 Authentication of the company’s identity 

 

Upon requests for CA certificates, CSR are created for the signature of the key pairs 

by the root key of DigiSign S.A., whereas requests are processed and approved by 

authorized personnel of DigiSign S.A., using a controlled process requesting the 

participation of several trustworthy employees of DigiSign S.A.  

 

 3.1.7 Authentication of private person’s identity 

 

For individual certificates (on behalf of own RA supplying services for the CA), S.C. 

DigiSign confirms that: 

 

 The certificate solicitor is a person identified in the request for certificates; 

 The certificate solicitor is legally keeping the private key corresponding to the 

public key listed on certificates, in accordance with the CPP and the Romanian 

legislation in force; 

 Information contained in the certificate are accurate and have been accurate at 

the time of the certificate‟s approval 
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Moreover, DigiSign SA develops other, more detailed procedures, as described below 

for DigiSign® qualified certificates.  

 

 3.1.8. DigiSign® qualified certificates 

 

The requests for DigiSign® qualified certificates are authenticated based on the 

solicitors‟ physical presence in front of an authorized representative of DigiSign S.A., 

public notary, or any other official persons complying with the jurisdiction of 

DigiSign S.A. The agent, notary or any other official person will check the solicitors‟ 

identity with an identity card acknowledged and issued by an official institution, such 

as ID card, passport or any other identification card, all these being accompanied by a 

notarial declaration confirming the identity of the person requesting qualified 

certificates. 

 

3.2. Replacement and renewal 

 

Prior to the expiration of the legal validity term – one year – of a user‟s certificate, the 

user shall obtain a new certificate in order to maintain the continuity of the certificate 

usage. DigiSign S.A. requests the user to generate a new key pair in order to replace 

the expired on (technically defined “replacement”). 

 

Generally, the “replacement” is described as “certificate renewal”, stressing that the 

old certificate has been renewed with a new one, without evidencing whether a new 

key pair has been generated or not. For DigiSign
TM

 qualified certificates, this title is of 

no importance, since a new key pair is always generated, as part of a renewal process 

of the end users‟ certificate. 

Certificates 

classes and 

types 

Requests for renewal and replacement 

Qualified 

certificates 

The user does not have an option allowing the transmittal of an already 

existing key pair in view of its “replacement”. Thus, the renewal 

process consists in the generation of another key pair corresponding to 

a certificate containing the same data with the expired certificate. 

CA 

certificates 

The renewal of CA certificates, is allowed as long as the entire 

functioning  duration of a CA key pair does not overrun the maximum 

functioning duration specified in the CPP § 6.3.2 DigiSign CA‟s can 
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be replaced according to CPP §4.7 

 

Table 4 – Terms for the renewal and replacement of certificates 

 

 3.2.1 Renewal and replacement of end users’ certificates 

 

If not revoked, subscribers certificates can be replaces in accordance with table 5 

below 

 

Period Request 

 

30 days prior to the 

certificate expiry 

 

Within the specified period, users can authenticate on the 

DigiSign
TM

 portal with the still valid certificate, undergoing 

the renewal. The renewal service will run automatically, 

transparent for the user, renewing the certificate based on 

data gathered from the old certificate. This service will run 

only if the user fulfilled all its obligations towards SC 

DigiSign SA, as provided for by the Parties Agreement  

 

Table 5 – Terms for the renewal and replacement of end users’ certificates 

 

3.2.2 Replacement and renewal of CA’s certificates 

 

The keys belonging to the certification authorities subordinated to DigiSign S.A. can 

be periodically replaced, in accordance with the CPP § 4.7. 

 

Certificates of CA‟s subordinated to DigiSign S.A.  can be renewed by observing the 

parameters specified in the CPP under point § 6.3.2. For example, if a CA certificate 

has been initially issued for a 10 year period, it can be renewed within the validity 

period of the old CA‟s key for a period of 20 years, thus reaching a maximum validity 

period of 30 years. CA‟s certificate renewal is not allowed after its expiry date. 

 

3.3. Replacement after the revocation 

 

Replacement after the revocation is not permitted if: 
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 The revocation was called because the certificate was issued to another person 

than the one indicated as subject of the certificate; 

 The certificate was issued without the authorization of the person indicated as 

subject of the certificate; 

 The entity approving the certificate users‟ request finds out or is entitled to 

believe that some information written in the request for certificate are false. 

 

Subject of the aforementioned paragraph, revoked users certificates can be replaced in 

accordance with table 6 below. 

 

Period of time Requests 

 

Before certificate „s 

expiration 

 

 

After certificate‟s 

expiration 

For the replacement of an individual certificate, upon its 

revocation, DigiSign S.A. is checking if the person requesting 

the renewal of the certificate is actually the initial user, by 

means of using the requests for validation of an original 

request for certificate, in order to replace the certificate upon 

its revocation. Such certificates contain the same subject name 

as the one included on the replaced certificate. 

In such case, same procedures shall be applied as provided for 

a primary request for certificate. 

 

Table 6 - Terms for the certificate renewal after revocation 

 

3.4. Revocation request 

 

Prior to a certificate‟s revocation, DigiSign verifies that the revocation was requested 

by the certificate‟s owner, the entity that approved the request for certificate. Agreed 

procedures for the authentication of users revocation requests, include: 

 Sending the user the verification password and the automatically revocation of 

the certificate, if this fits with the official verification password; 

 Receiving an explanatory message from the user, requesting the revocation 

and containing a digital signature that can be checked. 
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 Communication with the user in order to make sure that the person requesting 

the revocation is the user itself. Under circumstances, this communication can 

be carried out by: phone, fax, e-mail, postal or courier services. 

DigiSign administrators are entitled to request the revocation of end users certificates. 

DigiSign requests for the revocation of a CA‟s certificate are authenticated by 

Adacom S.A., in order to ensure the fact that the revocation was actually requested by 

the CA. 

 

4. Operational requests 

 

4.1. Request for certificate 

4.1.1. Request for certificate filed for end users’ certificates 

 

For DigiSign certificates, all certificate solicitors shall follow the subscription 

process: 

 Filling out a request for certificate and supplying the requested information, 

 Generating or creating the conditions for the generation of a key pair, in 

accordance with § 6.1, 

 The solicitor will send directly its public key, in accordance with § 6.1.3, 

 Proving DigiSign, further to point § 3.1.7, that the solicitor holds the private 

key corresponding to the public key sent by DigiSign, 

 Expressing the agreement for the respective service. 

  

Requests for certificates are sent to DigiSign in view of their processing, approval or 

rejection. The entity processing the certificate request, according to point §4.2 can be 

represented by two entities, as shown in the below table: 

 

Certificate class / category Entity processing the 

requests for certificates 

Entity issuing the 

certificates 

DigiSign qualified 

certificates 

DigiSign S.A. ADACOM S.A. 

CA, Infrastructure ADACOM S.A. ADACOM S.A. 

Table 7 – Entities receiving requests for certificates 
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4.1.2 CA, RA certification requests 

 

  4.1.2.1 CA certificates 

 

For DigiSign CA‟s, requests for certificates are created and approved by authorized 

personnel of Adacom S.A., by carrying out control activities requiring the 

participation of several trustworthy persons. 

 

DigiSign S.A. is holding badges in order to proof its identity and to supply contact 

information during the contracting process. 

 

  4.1.2.2 RA certificates 

 

Adacom S.A. operates administrative tasks that are issuing certificates for RA‟s and 

RA‟s systems, including: 

 DigiSign personnel (DigiSign administrators) processing requests for 

certificates on behalf of DigiSign, within DigiSign 

 Automatic administration servers processing the requests for certificates for 

DigiSign, where an automatic authentication and administration process has 

been set up. 

 

For all these RA‟a, subscribers to the afferent administrative CA, provisions for 

administrator certificates, class 3, specified in the CPP under § 4.1.1, shall apply. 

 

4.2. Certificate issuance 

 

4.2.1 Issuance of certificates for the end user 

 

After a solicitor is sending the request for certificate, DigiSign, (see §4.1.1) tries to 

confirm the information provided in the respective request (other than information on 

users that have not been checked), in accordance with CPP §§3.1.8.1, 3.1.9.  Upon the 

successfully closure of all authentication procedures requested under §3.1, the 

administrator of DigiSign approves the request for certificate. If the authentication 

process will not be successfully completed, DigiSign rejects the request for certificate. 

 

A certificate is processed and issued upon a requests‟ approval or based on a request 

for issuance, filed by the RA. When DigiSign approves a request for certificate and 
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informs Adacom S.A. on the approval, Adacom is processing a certificate and is 

issuing this to the solicitor. Procedures stipulated in this section shall be used as well 

for the issuance of certificates based on a request for certificate replacement 

(renewal). 

 

4.2.2 Issuance of CA, RA and infrastructure certificates 

 

Adacom S.A. authenticates the identity of DigiSign S.A.; upon approval certificates 

needed by DigiSign to fulfill its CA or RA tasks are issued.   

 

4.3. Acceptance of the certificate 

 

Upon the generation of the certificate, DigiSign S.A. informs all subscribers on the 

availability of their certificates and sends them information on the take-over 

procedure. 

After issuance, certificates are available for end users. The certificate can be send to 

the solicitor by following means: 

 

 By mail,  with confirmation (for qualified certificates) 

 Personal (for qualified certificates) 

 By electronic mail (for simple certificates) 

 

Only for simple certificates 

 DigiSign can send to the user a PIN code that will be introduced on the 

subscription web site in order to obtain the certificate. Downloading or 

installing a certificate from a message whereto it is attached, represents the 

certificate acceptance by the user. 

 

4.3.1 Revocation of the certificate 

 

  4.3.1.1 Circumstances for the revocation of end users‟ certificates 

 

A end users‟ certificate is revoked if: 

 DigiSign or a user have strong reasons to consider that the user‟s private key 

has been compromised; 
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 DigiSign S.A. has reasons to consider that the user infringed a financial 

liability, of representation or of guarantee, in accordance with the parties 

agreement; 

 The parties agreement was terminated, 

 DigiSign S.A. has reasons to consider that the certificate was not issued in 

accordance with the procedures requested by the Code of Procedures and 

Practices, the certificate was issued to another person than the one named 

subject of the certificate or the certificate was issued without the authorization 

of the person named subject of the certificate, 

 DigiSign S.A. has reasons to consider that certain information on the request 

for certificate are false, 

 DigiSign S.A. determines that an essential condition for the certificate‟s 

issuance was not fulfilled or was delayed; 

 Information on the certificate, other than those not verified about the users, are 

inaccurate or have been changed; 

 The user requests the revocation of the certificate in accordance with §3.4 

 

DigiSign can as well revoke an administrator certificate, if the administrator‟s 

authority to act as an administrator ceased.  

 

The parties‟ agreement of DigiSign requests end users to immediately inform 

DigiSign if considering that or even if proven that the private keys have been 

compromised. 

  4.3.1.2 Circumstances for the revocation of CA or RA certificates 

 

Adacom S.A. will revoke the CA or RA certificates, if: 

 DigiSign ascertains or has strong reasons to believe that the DigiSign CA‟s or 

RA‟s private hey is compromised; 

 The agreement between DigiSign and Adacom was terminated; 

 DigiSign ascertains or has strong reasons to believe that the certificate was not 

issued in accordance with the procedures  stipulated by the CPP, the certificate 

was issued to another person than the one named subject of the certificate or 

the certificate was issued without the authorization of the person named 

subject of the certificate, 

 DigiSign S.A. determines that an essential condition for the certificate‟s 

issuance was not fulfilled or was delayed, 
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 DigiSign S.A. requests the revocation of the certificate 

 

4.3.2 Requesting the revocation 

 

  4.3.2.1  Following entities can request the revocation of a end 

users‟ 

 

 DigiSign S.A., who approved the users‟ request for certificate, can request the 

revocation of any end users‟ or administrators‟ certificate. 

 Individual subscribers are entitled to request the revocation of own certificates. 

 An authorized representative of DigiSign, who received an administrator 

certificate, is entitled to request the revocation of am administrator certificate.  

 

4.3.2.2 Following entities can request the revocation of a CA, RA or                                                                      

infrastructure certificate: 

 

 Only DigiSign is entitled to request or to initiate the revocation of certificates 

issued to own CA or RA components 

 

4.3.3 Procedure for requesting the revocation 

 

  4.3.3.1 Procedure for requesting the revocation of a end users‟ 

 

A end user requesting the revocation, shall communicate DigiSign S.A. this request. 

DigiSign will forward this request, in order to be processed, to Adacom. The 

communication of such revocation shall be made in accordance with §3.4. 

When filing a revocation request of a end users‟ certificate, DigiSign will request   

Adacom to revoke the certificate.  

 

  4.3.3.2 Procedure for requesting the revocation of a CA or RA 

 

The DigiSign CA or RA requesting the revocation of own CA, respectively RA 

certificate, shall submit the request to Adacom, that will revoke the certificate. 

Adacom is entitled to initiate the revocation of DigiSign CA or RA certificates. 

 

 4.3.4 Grace period for requesting the revocation 
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Revocation requests shall be sent promptly, within a reasonable period of time. 

 

 4.3.5 Circumstances for suspension 

 

DigiSign does not usually offer services for the suspension of end users‟ certificates. 

 

 4.3.6 Frequency for disclosing the certificate revocation list 

 

On behalf of DigiSign, Adacom discloses Certificates Revocation Lists, showing the 

certificate revocation stage for DigiSign and offers situation control services. 

Certificates revocation lists for CA‟s that are issuing certificates for end users are 

disclosed on a daily basis. Certificates revocation lists for CA‟s that are issuing CA 

certificates are disclosed once during a trimester and each time a CA certificate is 

revoked. Expired certificates are withdrawn from the revocation lists within thirty (30) 

days after expiration. 

 

 4.3.7 Requests for checking the certificate revocation list 

 

A method through which the parties, developing a trustworthy relationship, are able to 

verify the certificate‟s stage, is the inspection of the most recent certificate revocation 

list, disclosed by the CA that issued the respective certificate. 

 

For DigiSign S.A., the certificate revocation lists are sent to  

http://crl.adacom.com/DigiSignSASecurityServices/  

or to the DigiSign register. 

 

A table of reference regarding the certificates stage is published in the register in order 

to help the parties developing a trustworthy relationship, to determine the CA‟s 

certificates revocation stage. 

 

4.3.8. On-line revocation / availability for status check 

 

Besides publishing the certificate revocation list, Adacom, on behalf of DigiSign, 

supplies information about the certificate status, by the interrogation of databases in 

Adacom‟s register. 

 

4.3.9 Requests for checking the on-line revocation 

http://crl.adacom.com/DigiSignSASecurityServices/
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If a party does not check the stage of the certificate sought to rely on by consulting the 

most recent certificate revocation list, it shall undertake such verification by using one 

of the methods specified under §4.4.11. 

 

4.3.10 Special requests regarding endangerment of the key 

 

DigiSign strives to inform the parties on the assertion, reasons to consider that or even 

that the private key of the CA‟s of DigiSign has been endangered. 

 

 4.4 Security check procedures 

 

 4.4.1 Types of recorded events 

 

DigiSign SA or Adacom SA on behalf of DigiSign S.A are closely monitoring 

manually or automatically following significant events: 

 Events related to the CA key administration, incuding: 

o Key generation, backup, storage, recovery, archiving and deleting 

o Events related to the cryptographic device for the ongoing 

administration 

 Events related to the administration of CA‟s and user‟s certificate, including: 

o Requests for certificates, renewal, replacement and revocation 

o Successful or unsuccessful request processing 

o Generating and issuance of certificate revocation lists 

 Events related to security, including: 

o Successful or unsuccessful attempts to access the public key 

infrastructure system 

o Actions of the public key infrastructure or of the security system 

carried out by personnel of DigiSign or Adacom 

o Security sensitive records or files, read, written or deleted 

o Alterations of the security profile 

o System fall downs, hardware failure and others 

o Firewall and router activity 

o Entrance/exit in the CA‟s office location, set up for visitors  

 

Accessing the log file has the following elements: 

 Date and hour of accessing 
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 Serial number or range number, for automatic accessions 

 Identity of the entity accessing the log file 

 Accession type  

 

DigiSign RA‟s and administrators are monitoring the information provided in the 

request for certificate, including: 

 Identification document(s) type provided by the certificate solicitor; 

 Unique identification data file, numbers or combination (e.g. number of the 

solicitor‟s drivers license) of identification documents, if possible; 

 Storage location of the application and identification documents copies; 

 Identity of the entity accepting the application; 

 Method used for the validation of identification documents, if existing; 

 Receiving CA‟s name or sending RA‟s name, if possible 

 

4.4.2 Frequency of logging processing 

 

Verification logs are examined at least once a week for the assertion of significant 

security and operational events. Moreover, DigiSign S.A. or Adacom S.A. on behalf 

of DigiSign are reviewing its verification logs for suspect or unusual activities, as an 

answer to generated warnings and based on irregularities and incidents within the 

Adacom‟s CA system.  

 

Processing the verification log includes the review of verification logs and of the 

documentation for all significant events in a verification log summary. The review of 

the verification log also includes checking that the log has not been falsified, a short 

overview of all accessions of the log file and a deeper investigation of any warnings 

or irregularities within the logs. Actions undertaken, based on verification logs, shall 

also be supported by documents. 

 

4.4.3 Period for keeping the verification log  

 

Verification logs are maintained on the site for at least two (2) months after the 

processing and are afterwards archived, according to § 4.6.2. 

 

 4.4.4 Protection of the verification log 
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The files of the electronic and manual verification log are protected against 

unauthorized examination, modification, deletion or any other types of falsification by 

the usage of physical and logical access controls. 

 

 4.4.5 Procedures for saving the verification log 

 

Incremental save of verification logs are created on a daily basis, complete safety 

copies are created on a weekly basis. 

 

 4.4.6 Verification algorithm 

 

Automatic verification data are generated and kept at the application, network and 

operational system level. Verification data, generated manually are kept by the 

personnel of DigiSign S.A. 

 

 4.4.7 Acknowledging the subject producing the event 

 

When an event is monitored by the verification cumulating system, notification of the 

private person, organization or application leading to the event is not compulsory. 

 

 4.4.8 Vulnerability evaluation 

 

Events within the verification process are partially monitored for following up the 

system‟s vulnerabilities. Evaluation of logical securities vulnerabilities (ELSV) are 

accomplished reviewed and revised upon the examination of these monitored events. 

ELSV‟s are based on real-time automatic monitoring data and are carried out on a 

daily, monthly and yearly basis, according to the requests of the guide regarding 

Adacom‟s security.  
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4.4. Archive files 

 

4.5.1 Types of registered events 

 

Besides verification logs specified under § 4.5, DigiSign or Adacom S.A. on behalf of 

DigiSign, are keeping, upon request, the documentation for: 

 

 DigiSign activation, in accordance with the CPP and other responsibilities 

deriving from agreements concluded with subscribers, 

 Essential actions and information for each request for certificate and for the 

issuance, release, usage, revocation, expiry and replacement of all certificates 

issued from the processing center of Adacom S.A. 

 

DigiSign records on certificate related events (or records undertaken by Adacom on 

behalf of DigiSign, if requested), include: 

 User‟s identity indicated on every certificate; 

 Identity of the person requesting the certificate revocation; 

 Other actions represented in the certificate; 

 Certain essential, predictable facts, related to the certificate issuances, 

including but not limited to relevant information for the successfully closure of 

the verification for conformity, in accordance with § 2.7. 

Records can be maintained electronic or as a hard copy, provided that these are 

correspondingly and fully labeled, stored, kept and reproduced. 

 

4.5.2 Period maintaining in the archive 

 

Records related to DigiSign qualified certificates are kept thirty (30) years after the 

date of expiry or after the certificate‟s revocation. 

   

If needed, DigiSign S.A. can implement longer periods, in order to observe the legal 

provisions in force. 

 

 4.5.3 Archive protection 
 

DigiSign S.A. (or Adacom S.A. on behalf of DigiSign, when requested) is protecting 

the archived files, set up in accordance with § 4.6.1, in such manner that only 

authorized persons will be granted access to the archived data. Electronic archived 
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data are protected against unauthorized examination, alteration, deletion or any other 

type of falsification, through the implementation of corresponding physical and 

logical access controls. Environments holding archived data and applications 

requested for data processing are maintained in order to ensure that archived data can 

be accessed within the period indicated under §4.6.2. 

 

 4.5.4 Procedures for saving the archive 

 

DigiSign SA (or Adacom on behalf og DisiSign, when requested) is accomplishing on 

a daily basis electronic archives containing information on issued certificates and 

executes on a weekly basis complete safety backups. In accordance with §4.6.1, hard-

copies of records are kept in a recovery location placed outside the site, in accordance 

with § 4.8. 

 

 4.5.5 Requests for time stamp on the records 
 

Certificates, certificate revocation lists and other data recorded in the revocation 

database are containing information on the date and hour. To be mentioned that, 

unlike the digital notarization service of Adacom, information on hour do not rely on 

a cryptographic algorithm. 

 

 4.6 Changing the key 

 

The usage of DigiSign CA‟s key pairs is withdrawn at the end of the maximal validity 

period, as defined under § 6.3.2. DigiSign CA‟s certificates can be renewed as long as 

the cumulated certified validity period of the CA‟s key pair does not exceed the 

maximum validity period of the CA‟s key pair. If needed, new key pairs will be 

generated for the CA, for instance for the replacement of withdrawn CA‟s keys, in 

order to supplement the existing, active ones and for supporting new services in 

accordance with § 6.1. 

 

Prior to the AC‟s certificate expiry for a superior AC, procedures for the key change 

are initiated, in order to facilitate a smooth entity transition to a superior CA, from the 

old CA key pair to a new CA key pair. The change process of the DigiSign CA‟s key, 

requests the following: 

 A superior CA will issue no longer certificates to subordinated CA‟s, not later 

than 60 days prior to the date (“issuances termination date”) from which the 
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validity period of the key pair issued by the superior CA is equal with the 

certificate‟s validity period, approved for precise certificate types issued by 

CA‟s subordinated in the superior‟s CA hierarchy. 

 Upon the successful validation of the requests for subordinated CA‟s 

certificates (or end users) received after “the completion of the issuance date “, 

certificates will be signed with the new CA key pair. 

 The superior CA continues to issue certificate revocation lists signed with the 

superiors‟ CA private key, until the date of expiry of the latest certificate 

issued with the original key pair. 

 

4.7 Compromising the key 

 

Based on the suspicion or on the certainness regarding a DigiSign CA‟s key 

compromising the response team to the compromising incident (RTCI) initiates the 

answering procedures of Adacom in case of key compromise. This team, including 

security personnel, business cryptographic operations, production services and other 

Adacom or DigiSign management representatives, with the approval of DigiSign‟s 

executive management, evaluate the situation, develop and implement an action plan.  

 

In case of a revocation request for a CA‟s certificate, following procedures shall be 

undertaken: 

 The trustworthy parties are informed on the situation of the revoked certificate, 

through the register of DigiSign S.A.; 

 The CA will generate a new key pair, unless the CA is limited. 

 

4.8 CA Termination 

 

In case that DigiSign CA‟s is ceasing the activity, DigiSign (or Adacom on behalf of 

DigiSign, if requested) are responsible to inform the subscribers and other affected 

entities with regard to the termination of service, with the observance of Art 24 Kaw 

No. 455/2001 regarding the electronic signature. Under such circumstances, DigiSign 

SA is responsible to elaborate an action plan containing the following: 

 Notification of parties affected by the termination, such as subscribers, 

informing them on the CA‟s situation; 

 Administration of costs involved for such a notification; 

 Revocation of the certificate issued by DigiSign for the CA, 
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 Keeping CA‟s archives and files for the period stipulated by Law no. 455 

/2001 regarding the electronic signature; 

 Continuation of support services provided to users and clients, 

 Continuation of revocation services, as well as issuance of certificate 

revocation lists or the maintenance of the online verification services, 

 Revocation of not expired and not revoked certificates of end users and 

subordinated CA‟s, if needed, 

 Payment of compensation (if needed) for subscribers whose  not expired and 

not revoked certificates are revoked due to the termination plan or, 

alternatively, the issuance of replacement certificates by a CA that will take 

over. 

 Registration of the CA‟s private key and hardware cards containing such a 

private key; 

 Provisions requested for taking over the CA‟s services by the newly appointed 

CA. 

 

5. Physical, procedural and personnel security check 

 

DigiSign implemented the DigiSign security policy, supporting the security requests 

presented in this CPP.  

 

5.1. Physical check 

 

5.1.1 Placement and construction 

 

DigiSign CA‟s operations are conducted from the ADACOM location in Kallithea, 

Athens, Greece, satisfying the security requests of Adacom and the requests regarding 

the verification. All DigiSign CA‟s and RA‟s operations are conducted from a 

protected environment in order to stop, prevent and detect any kind of penetration. 

 

Primary locations of Adacom are provided with up to seven security levels, with: 

 RA validation operations developed at level 3; 

 CA functions developed at level 4; 

 Sensitive servers, including the Roaming VeriSign server, located at level 4‟ 

 CA cryptographic online modules, stored at level 5; 

 CA offline cryptographic modules stored at level 7. 
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DigiSign secured locations fulfill the security requests of Adacom‟s guide. 

  

5.1.2 Physical access 

 

DigiSign CA‟s systems are provided with physical security protection levels, request 

for accessing an inferior level being compulsory prior to gaining access to a superior 

one. Moreover, the physical security system includes supplementary levels for the 

security of cryptographic key administration. 

The access to the first level requests the usage of a proximity card – employers badge. 

Physical access to the first level is automatically logged. Second security level ensures 

the access of all persons within the CA‟s area, by using the proximity card. Not 

accompanied persons, including employees that are not granted with free access, are 

not allowed to enter a secured area at this level. Physical access to this level is 

automatically logged. 

The center‟s third level tightens the individual access control. Private persons 

enjoying access at this level shall satisfy the trustworthy employee policy. Physical 

access to this level is also automatically logged. 

Cryptographic keys of the DigiSign CA are kept and protected at Adacom‟s 

headquarters. Adacom CA‟s systems are protected by four physical security levels, 

with request for acces to an inferior level prir to gaining access to a superior one. 

Moreover, the physical security system includes supplementary levels for the 

administration of cryptographic keys. Each levels‟ characteristics and requests are 

described in the table below. 

 

Level Description Access control mechanism 

Level 1 of  

physical 

security 

Level one security 

refers to the primary 

access barrier. 

The access to this level requests the usage 

of a proximity card. Access to this level is 

automatically recorded and monitored. 

Level 2 of 

physical 

security 

Level 2 comprises 

common spaces, 

including reception 

and offices 

Level two requests individual access 

control for all persons entering the CA 

area, facility needing the usage of the 

proximity card. Physical access to level 

two is automatically monitored. 

Level 3 of 

physical 

Level three is the first 

level where CA 

Level three requests individual access  by 

using two authentication factors, 
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security operations are 

developed. CA 

operational activity 

represents any type of 

activity referring to the 

life cycle of processed 

certificates, such as 

authentication, 

verification and 

issuance. 

including the biometric factor. Not 

accompanied personnel, including 

unchecked personnel and guests are not 

granted physical access to this level. 

Access to this level is monitored. 

Level 4 of 

physical 

security 

Level four is the level 

where CA‟s operations 

are carried out. Two 

distinct levels are 

provided for this 

domain: level 4 online 

of the data center and 

level 4 offline of the 

chamber for the key 

ceremony. 

Level four of the data center requests the 

individual access control, whereas the 

chamber for the key ceremony requires 

dual control, each using a double 

authentication factor, including a 

biometric factor. Access approval to level 

four shall fulfill the policies on 

trustworthy employees. Access to this 

level is automatically monitored. 

Key 

administration 

Levels 5-7 

Kevels 5-7 regarding 

the key administration 

are implemented for 

the online and offline 

protection, CSU and 

encrypted materials 

records 

Online CSU‟s, are protected by using 

locked shelves. Offline CSU‟s are 

protected by using safes, closed lockers 

and containers. Access to the CSU‟s and 

to important material is restricted, in 

accordance with Adacom‟s requests 

regarding the separation of tasks. 

Opening and closing lockers or containers 

at these levels are logged for verification. 

Restricted physical access is supporting 

the access control at each level.     
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 5.1.3 Electricity supply and air conditioning 

 

Secured DigiSign and Adacom locations are provided with the fundamental safety 

save functions: 

 Energetic systems for ensuring ongoing and uninterrupted access  to the 

electricity supply 

 Heating/ventilation/air conditioning systems for temperature and relative 

humidity control 

 

5.1.4 Exposure to water 

 

DigiSign undertook special measures for the minimization of the exposure to water of 

DigiSign systems. 

 

 

 5.1.5 Fire prevention and protection 

 

DigiSign S.A. undertook special measures for the prevention and protection of fire or 

any other exposures at flames or smog. The Measures are settled for the observance of 

the regulations regarding firefighting and fire safety. 

 

 5.1.6 Storage environment 
 

All environments with software for production and data, verification, archive or saved 

information, are in DigiSign or Adacom locations or in off-site secured storage 

location, provided with physical and logical access control in order to limit the access 

for authorized personnel only for the protection of these environments against 

accidental losses (due to water, fire or electromagnetic field). 

 

 5.1.7 Placing useless stuff 

 

Prior to their disposal, sensitive materials and documents are shred. Used supports for 

sensitive data collection or transmittal cannot be read anymore, prior to their disposal. 

Cryptographic devices are physically destroyed or minimized, according to the 

producer‟s indications. Other useless stuff is disposed in accordance with DigiSign 

requirements.  
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 5.1.8 Off-site saving 

 

Adacom SA, on behalf of DigiSign SA, carries out all routine saving operations of the 

important data within the system, data about verification logs and other sensitive 

information. 

 

5.2. Procedural controls 

 

5.2.1 Trustworthy functions 

 

Among the trustworthy persons, are all employees, suppliers and consultants having 

access or controlling authentication and encrypting operations that can influence: 

 The validation of information from requests for certificates; 

 Accepting, rejecting or other processing operations of the requests for renewal 

or other subscribing information; 

 Issuance or revocation of certificates, including the personnel having access in 

restricted parts of its register 

 Handling information or users‟ requests 

 

Trustworthy persons are among but not limited to: 

 Customer service personnel, 

 Personnel in charge with activity‟s cryptographic operations; 

 Security personnel; 

 Administration system personnel; 

 Technical department personnel; 

 Managers in charge with the administration of the infrastructure loyalty 

 

DigiSign SA or Adacom SA on behalf of DigiSign when requested, consider the 

above mentioned personnel categories as trustworthy persons. Prerequisite for 

obtaining a trustworthy function, are the requirements presented under § 5.3. 

 

5.2.2 Number of persons needed for each task 

 

DigiSign S.A. maintains a rigorous policy on control procedures, in order to ensure 

the separation of responsibilities. The most sensitive tasks, as well as access and 

management of the CA‟s cryptographic hardware management (cryptographic 
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signature elements or CSU) and associated material, are requesting several 

trustworthy persons.  

 

These internal control procedures are implemented for assuring that at least two 

trustworthy members must have physical or logical access to the device. Access to the 

CA‟s cryptographic hardware is strictly intensified through several trustworthy 

persons along its functioning cycle, from the takeover up to the final logical and/or 

physical destruction. After a module has been activated with operational keys, access 

controls are activated in order to maintain the separate control of physical and logical 

access to the device. Persons having physical access to the modules, do not hold “the 

secret shares” and vice versa. Requests for data activation of the CA‟s private key and 

secret shares are specified under § 6.2.7 

 

Other operations, such as the validation and issuance of class 3 certificates request the 

participation of at least 2 trustworthy persons. 

 

 5.2.3 Identification and authentication for each function 

 

For all personnel striving to become trustworthy person, identity check is performed 

through the physical presence of such a person in front of DigiSign (or Adacom) 

trustworthy persons, from the HR-department or having security functions and a 

verification of ID data is performed (passport or drivers license).  Identity is further 

confirmed through the procedures provided for under §5.3.1. 

 

DigiSign SA or Adacom SA, ensure that the personnel obtained the trustworthy status 

and received the department‟s approval, prior to: 

 Issuance for these persons of access devices and access to requested locations; 

 Issuance of electronic badges for accessing and fulfilling precise functions at 

DigiSign or other IT systems. 

 

5.3. Personnel check 

 

5.3.1. Requests regarding the past, qualifications, experience and acceptance 

 

Personnel striving to become a trustworthy person, shall prove the fulfillment of 

requests related to the past, qualifications and experience needed for a competent and 

satisfactory fulfillment of the respective tasks, as well as proof of any governmental 
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acceptance, for carrying out certification tasks based on governmental agreements (if 

existing). Verification of trustworthy personnel information shall be repeated at least 

in 5 years. 

 

 5.3.2 Procedures for checking personnel information 

 

Prior to start to perform tasks related to a trustworthy person, DigiSign (and Adacom, 

where required), will perform verification on personnel,   including: 

 Confirmation of the prior place of employment; 

 Checking the professional references; 

 Confirmation of the highest or most relevant school followed; 

 Request for the criminal record (local, state record or national record) 

 Request for financial reports 

 Request for the driving license 

 Reports regarding social assistence 

 

If one of the above requests cannot be fulfilled due to limitations provided by the local 

law or due to other circumstances, DigiSign SA (and Adacom) will use a legally 

investigation technique in order to gather similar information including, but not 

limiting to, verification of the past, undertaken by the adequate governmental agency. 

 

Factors for the verification of the past that may lead to the candidates‟ rejection or to 

measures against personnel already accepted among the trustworthy persons generally 

include: 

 Erroneous presentation realized by the candidate or by the trustworthy person; 

 Unfavorable personal references 

 Convictions; 

 Lack of  financial responsibility 

 

Reports containing such information are evaluated by HR and security personnel, 

determining the proper actions to be taken, depending on the type, importance and 

frequency f the character. These can include measures that may lead to the dismissal 

of the candidate to trustworthy functions. 

 

Using information gathered through checking the past for undertaking such actions, is 

subject to the legal provisions in force in Romania. 
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 5.3.3 Qualification requests 

 

DigiSign SA ensures the needed personnel qualification in order to competently and 

satisfactory fulfill the job‟s requests. DigiSign S.A. is periodically reviewing and 

intensifies training programs, when needed 

 

Training programs of DigiSign SA are achieved by taking into consideration 

individual responsibilities, including: 

 Fundamental concepts on the public key infrastructure; 

 Job‟s responsibilities 

 Security and operational policies and procedures  of DigiSign SA; 

 Usage and functioning of existing hard- and software 

 Reporting and treating incident and compromise cases 

 Recovery procedures in the event of a disaster and activity continuity 

 

5.3.4 Training requests and frequency 

 

DigiSign SA supplies training for personnel, to the extent and with a frequency 

needed for maintaining the needed level for the competent and satisfactory fulfillment 

of job responsibilities. Periodically, security trainings are ensured 

 

5.3.5 Sanctions for unauthorized actions 

 

Adequate disciplinary measures will be taken for unauthorized actions or for other 

infringements of DigiSign SA policies and procedures. Disciplinary measures may 

include dismissal and are taken depending on the actions‟ frequency and severity. 

 

 5.3.6 Requests for personnel contracting 

 

Under limited circumstances, independent contractors or consultants can be used for 

trustworthy functions. Any such contractor or consultant will be maintained under the 

same functional and security criteria applied for DigiSign employees in a similar 

position. 

 

Contractors and independent consultants that did not conclude the verification 

procedures specified under § 5.3.2 can access DigiSign secured locations only if 

accompanied and closely supervised by trustworthy persons. 
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 5.3.7 Documentation forwarded to personnel 

 

DigiSign personnel involved in functioning of DigiSign public key infrastructure 

services shall read this CPP and DigiSign security policy. DigiSign S.A. offer to its 

employees the needed training and other needed documentation for a competent and 

satisfactory fulfillment of respective functions 

 

6. Technical security check 

 

6.1. Generating and installation of the key pair 

 

6.1.1 Generating the hey pair 

 

Generation of the CA‟s key pair is performed by several trustworthy persons, selected 

and trained, using reliable systems and processes provided with security and 

cryptographic power requested for the generated keys. Cryptographic modules used 

for the generation of a key are fulfilling the FIPS 140-1 level 3 request. 

All CA‟s key pairs generated within a key generation pre-set ceremony, in accordance 

with Adacom‟s requests regarding the key ceremony, with Adacom‟s guide for users 

of CA‟s key management instruments and verification requests. All activities are 

recorded, dated and signed by all involved persons. These records are kept for 

verification and follow-up by the administration of Adacom. 

  

Generation of the RA‟s key pair is generally achieved by the RA using a FIPS 140-1 

level 1 cryptographic module, provided with a software browser. 

 

Generation of the key pair for the automatic administration server shall be carried out 

by using a FIPS 140-1 level 2 certified cryptographic module. 

 

Generation of the key pair for the end user, is generally achieved by the end user. For 

DigiSign qualified certificates, the user shall use a FIPS 140-1 level 1 certified 

cryptographic module, provided with a software browser for the key generation 

 

 6.1.2 Delivery to the entity of the private key 
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End user‟s key pairs are usually generated by the end user. Thus, the key delivery to 

user will not take place. 

 

In cases when RA‟s or user‟s key pairs are pre-generated by DigiSign (or Adacom. 

When requested) on hardware cards or on smartcards, such devices are supplied to the 

RA or the end user by using a delivery service and a package that shall prove the 

contain integrity. Necessary data for the device activation are communicated to the 

RA or end user by using a process outside the tape. The distribution of such devices is 

followed up by DigiSign (or Adacom) 

 

 6.1.3 Delivery of the public key to the certificate issuer 

 

End users send their public key to DigiSign for electronic certification, by using a 

PKCS#10 request for certificate signature (RCS) or by using another digital package, 

in a session secured by Secure Sockets Layer (SSL). When end users‟ key pairs are 

generated by DigiSign, this request shall not apply. 

 

 

 6.1.4 Delivery of the public key by the Certification Authority to the users 

 

DigiSign SA generally supplies the entire certificate chain (including the CA that 

issues and any other CA within the chain) for the end user. DigiSign CA‟s certificates 

can be downloaded as well from Adacom‟s LDAP directory, at 

directory.Adacom.com 

 

 6.1.5 Key size 

 

DigiSign  CA‟s key pairs are of at least 1024 bites RSA, DigiSign SA id 

recommending end users to generate key pairs of 1024 bites RSA. 

 

6.1.6 Hardware / software key generation 

 

ADACOM SA generates the CA key pairs for DigiSign SA in corresponding 

cryptographic hardware modules, according to § 6.2.1. End users‟ key pairs shall also 

be generated on hardware 

 6.1.7 Scope of key usage 
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For X509 version 3 certificates, Adacom  usually fills in the certificates‟ extension 

“KeyUsage”, in accordance with RFC 2459: Internet X. 509 – certificate public key 

infrastructure and LCR profile, January 1999. The extension “Key Usage” in VeriSign 

X.509  version 3 certificates is complete, in accordance with table 9 below, except: 

 

 CA’s Administration cards 

Criticality FALS FALS 

0 Digital signature - Set 

1 Non-repudiation - - 

2 Key cipher - Set 

3 Data cipher - - 

4 Key Arrangement - - 

5 keyCertSign Set - 

6 CRLSign Set - 

7 Encrypting - - 

8 Decrypting - - 

 

Table 9 – Settings for the KeyUsage extension 

 6.2 Private Key protection 

 

Adacom and DigiSign implemented a combination of physical, logical and 

procedureal controls in order to ensure DigiSign‟s private key security. Physical 

access controls are described under § 5.1.2. Users shall undertake all necessary 

caution measures for preventing the loss, modification or unauthorized private key 

usage. 

  

 6.2.1 Standards for cryptographic modules 

 

For the generation of DigiSign root private key and CA‟s provate key storage, 

Adacom SA, on behalf of DigiSign SA, uses cryptographic hardware modules, 

certified or in accordance with FIPS 140-1 level 3 requests. 

 

  

 

6.2.2 Private key control on several persons  
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ADACOM S.A. on behalf of DigiSign implemented technical and procedural 

mechanisms requesting the participation of several trustworthy persons while the CA 

is carrying out sensitive cryptographic operations. ADACOM SA uses the “secret 

division” held by trustworthy “possessors”.  A number of secret shares (n) is 

requested of the total shares created and distributed for a certain cryptographic 

hardware module (m) in order to activate a CA private key, stored on the module 

 

 6.2.3 Keeping the private key in custody 

 

DigiSign does not leave the RA‟s or end user‟s private key in the custody of third 

parties. 

 

 6.2.4 Saving the private key 

 

DigiSign does not store copies of RA‟s private keys. For saving the end users‟ private 

keys, please see § 6.2.3 

 

 6.2.5 Archiving the private key 

 

When closing the validity period of DigiSign CA‟s key pairs, these key pairs shall be 

archived for at least 5 years. CA‟s private key pairs will be safely stored by 

ADACOM SA. Using cryptographic hardware modules fulfilling the requests of § 

6.2.1. At the end of the arhiving period, archived private keys will be safely disposed, 

according to § 6.2.9 

 

DigiSign does not archive copies of RA‟s and end users‟ private keys. 

 

6.2.6 Private Key entrance in the cryptographic modules 

 

ADACOM SA on behalf of DigiSign, generates CA key pairs on the cryptographic 

hardware module in which the keys will be used. 

 

 6.2.7 Activation method of the private key 

 

All DigiSign SA subscribers shall protect private key activation data agains loss, 

modification, unauthorized revealing or usage 
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  6.2.7.1 Private keys of the end user 

 

This section applies European standards for the protection of activation data of end 

users private keys. Moreover, users shall use devices for the creation of secured 

digital signature, such as smartcards. eToken for the storage of private keys (card and 

password, biometric device and card or biometric device and password). 

  

   6.2.7.1.1 DigiSign qualified certificates 

 

DigiSign standard for the protection of the qualified certificates private key is 

provided for its subscribers, in order to: 

 

 Use smartcard or another cryptographic security hardware device with an 

equivalent power , in order to authenticate the user before the activation of the 

private key; 

 To take measures for the physical protection of the users‟ working station, in 

order to prevent the usage of this station 

The usage of a password together with a smartcard or another cryptographic hardware 

device is recommended, in accordance with § 6.4.1. After deactivation, private keys 

shall be kept only in the encrypted form 

  

 

  6.2.7.2 Administrators’ private keys 

 

   6.2.7.2.1 Administrators 

 

DigiSign standard for the protection of administrators‟ private keys comprises the 

following requests: 

 Usage of a smartcard, biometric access device or password, in accordance with 

CPP § 6.4.1 or a security measure with an equivalent power for the 

authentication of the administrator before the activation of the private key, 

containing, for example, an operational password of the private key, password 

for accessing the Windows system or the screen saver or a network log 

password. 

 

6.2.7.3 Private keys held by Adacom S.A 
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DigiSign CA‟s private keys are activated  by a limited number of shareholders, 

supplying data (token or passphrases), in accordance with § 6.2.2 CPP. For DigiSign 

CA‟s offline, CA‟s private key is activated for a single session (eg: for the 

certification of a subordinated CA); afterwards, this is deactivated and the module will 

be returned to the secured storage. For DigiSign online CA‟s, the private key is 

activated for an unlimited period of time, the module remains in the data production 

center until the CA will be offline (eg: for system maintenance).  

 

 6.2.8. Method for deactivating the private key 

 

DigiSign CA‟s private keys are deactivated by removing them from the card reader. 

RA‟s private keys (used for the authentication of the RA‟s application) are deactivated 

by closing the system‟s working session. DigiSign RA shall de-log the working 

stations when closing the working session.   

 

DigiSign administrators, RA‟s and end users private keys can be  de-activated after 

each operation, by closing the system working session or by removing the smartcard 

from the card reader, depending on the authentication mechanisms used. 

 

 6.2.9 Method for destructing the private key 

 

When requested ADACOM SA on behalf of DigiSign SA, destroys the CA‟s private 

keys making sure that it cannot be further used. ADACOM uses functions of 

minimizing of the cryptographic hard module and other means to ensure the complete 

destruction of the CA‟s private keys. 

 

6.3. Other aspects related to the management of the key pair 

 

6.3.1. Archiving the public key 

 

DigiSign CA and end users certificates are subject to the safety saving and archiving 

process, these being part of the save procedures of Adacom SA 

 

  

6.3.2 Private and public key usage period 
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Validity period of a certificate ends with its expiration or revocation. The validity of a 

key pair coincides with the validity of certificates, but private keys can be further used 

for decrypting and public keys for checking the signatures. Maximum validity periods 

of certificates issued by DigiSign, after entering into force of the CPP, are shown in 

table 10 

 

Certificates issued by: DigiSign qualified 

certificates  

Class 3 AC certificates 

Self-signing root CA  

(1024 bites) 

N/A Up to 10 years 

Public CA to CA (1024 

bites) 

N/A Up to 10 years 

CA to end users Up to 2 years N/A 

Table 10 – Validity of certificates 

 

 

CA issued certificates for end users can have a validity period of 2 – 5 years, if: 

 Respective certificates are individual certificates; 

 Subscribers‟ key pairs are on a token or on a smartcard 

 Subscribers are subject of yearly re-authentication procedures, provided by 

CPP § 3.1.9 

 Subscribers can prove on a yearly basis that they are in the possession of the 

private key corresponding to the certificate‟s public key 

 

6.4. Activation data 

 

6.4.1. Installation and generation of activation data 

 

Activation data (secret shares), used for the protection of smartcards containing 

DigiSign private keys, are generated in accordance with CPP §6.2.2 and with 

Adacom‟s guide regarding the ceremony of cryptographic key pair generation. 

Request and distribution of secret shares is recorded. 
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DigiSign RA, shall select strong protection passwords for private keys. DigiSign basic 

principles regarding the password selection requests that: 

 Passwords shall be generated by the user 

 Passwords shall have at least eight characters 

 Shall have at least an alphabet character and at least a numeric one 

 To have at least a small cap 

 Not to repeat the same character 

 Not to be identically with the operator‟s profile password 

 Not to contain a sub-line of the user‟s profile 

DigiSign recommends administrators, RA‟s and end users to choose password by 

observing the above mentioned/ Also two authentication mechanisms for the private 

key activation are recommended 

 

 6.4.2 Protection of activation data 

 

Adacom SA shareholders shall protect their secret shares and shall sign an obligation 

acknowledgement document. 

 

DigiSign RA shall store the administrators/RA‟s private keys, in an encrypted format, 

using protection passwords and “high security” options for browsers. 

 

DigiSign recommends the storage of administrators, RA‟s and end users‟ key s in an 

encrypted format, whereas the protection of private keys will be realized by hardware 

devices, smartcards and strong passwords.  

 

 

 6.5. Computer security control 

 

ADACOM SA on behalf of DigiSign, carries out all CA functions, by using 

trustworthy systems fulfilling Adacom‟s guide requests regarding security and 

verification.  

 

 6.5.1. Specific conditions regarding the computers’ technical security 

 

ADACOM SA, on behalf of DigiSign makes sure that CA‟s software and data files 

maintenance systems are trustworthy. Moreover, ADACOM SA is limiting the access 
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to production servers for only those persons entitled to access these systems. General 

application users do not have accounts on the production servers. 

 

DigiSign SA (and Adacom, when requested) request the usage of password, with a 

minimum number of characters and a special character and alphanumeric character 

combination. DigiSign requests a periodic change of passwords. 

 

Direct access to database supporting the register of DigiSign (and Adacom), is limited 

to trustworthy persons, which are entitled to have such an access. 

 

 6.5.2. Computer security classification 

 

An equivalent of the software version from Adacom‟s processing center satisfied the 

EAL 4 provisions of ISO/EC 15408-3:1999, Information Technology – Security 

Techniques – Evaluation criteria for IT security – Part 3; Security conditions, based 

on mutual software evaluation criteria, in an independent laboratory of Adacoms‟ 

secured processing center.  

 

6.6 Technical control of the life cycle 

  

 6.6.1 Development system control 

 

Applications are developed and implemented by ADACOM SA on behalf of DigiSign 

SA, according to Adacom Standards of development system and Change 

Management. As well, Adacom supplies DigiSign the software needed for RA‟s 

activities and for certain CA functions. This software is developed in accordance with 

Adacom standards for development systems. 

 

 

 6.6.2 Security management control 

 

ADACOM and DigiSign SA have mechanisms and/or CA‟s system configuration 

control and monitoring policies. ADACOM creates a hash function for the entire 

software. This function is used for the manual verification of the integrity of this 

software type. ADACOM periodically validates the integrity of CA‟s systems. 
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6.7 Network security control 

 

ADACOM SA, on behalf of DigiSign carries out CA functions or by using secured 

networks, in order to prevent unauthorized access and other illegal activities. 

ADACOM S.A. protects the communication of sensitive information, by using the 

encrypting and the digital signature. 

 

 6.8 Cryptographic module control 

 

The cryptographic modules used by DigiSign and Adacom, meet the provisions of 

§6.2.1 CPP. 

 

7. Profile of the certificates and of the Certificate Revocation List (CRL) 

 

7.1. Certificate profile 

 

Chapter § 7.1. CPP defines the profile conditions and contents of DigiSign certificates 

 

DigiSign certificates are observing the recommendations X.509 (1990 (a) ITU-T): 

Informtaion technology – Interconnexions of open systems – directory: authentication 

schedule, June 1997 and (b) RFC 2459: Internet X.509 Public key infrastructure of the 

CRL profile and certificate, January 1999 (“RFC 2459”) (c) Romanian law on 

qualified certificates (d) EU standards regarding qualified certificates 

 

DigiSign  X.509 certificates, contain X.509 version 1 domains and indicates or 

compulsory values, shown in table 11 below: 

 

Domain Value or compulsory value 

Version See §7.1.1 CPP 

Serial number Unique value for DN issuer  

Signature algorithm Indicating the used algorithm used for the certificate 

signature (see §7.1.3 CPP) 

DN Issuer See §7.1.4 CPP 

Valid from Based on the universal time coordinator synchronized with 

the main watch of the Naval Observer of the US, encoded 

according to RFC 2469 
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Valid until Based on the universal time coordinator synchronized with 

the main watch of the Naval Observer of the US, encoded 

according to RFC 2469. Validity period shall be established 

in accordance with § 6.3.2 CPP 

DN subject See §7.1.4 CPP 

Public key subject Encoded according to RFC 2459, by using the algorithms 

specified under See §7.1.3 CPP and expenses specified in 

See §6.1.5 CPP 
Signature Generated and encoded according to RFC 2459 

Table 11 – Main domains of certificate profiles 

 

 7.1.1 Version number 

 

 DigiSign CA‟s and subscribers - end users certificates are  certified X.509 

version 3 

 

7.1.2 Certificates extension 

 

When using X.509 version 3 certificates, DigiSign completes the certificates with the 

extensions provided for under §7.1.2.1 - §7.1.2.8 CPP 

 

7.1.2.1 Key usage 

 

DigiSign qualified certificates can use the extensions “Key Usage”, provided for 

under §6.1.9 CPP. Critical extension domain stage is set FALSE. 

 

 

 

  7.1.2.2 Policies regarding the extension of certificates 

 

DigiSign qualified certificates use the extension “Certificate Policies”. Extension 

domain stage is set FALSE. 
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7.1.2.3 Basic constraints 

 

DigiSign SA completes the CA‟s certificates X.509 version 3 with the extension 

“Basic constraints”, “Subject Type”. End users certificates are completed with the 

extension “Basic Constraints”, “Subject Type” being the final entity 

 

X.509 version 3 certificates issued by the DigiSign‟s CA, will have the domain 

“pathLenConstraint” of the extension “Basic Constraints” set for the maximum 

number of CA certificates, that shall follow this certificate on a certification path. CA 

certificates issued online for the CA and DigiSign that issues end users certificates, 

has the value “0” set in the field “pathLenConstraint”, indicating that only a end user 

can follow the certification path 

 

  7.1.2.4 Usage of extended key 

 

DigiSign‟s CA does not use the extension “Extended Key Usage”. 

 

  7.1.2.5 CRL distribution points 

 

CRL distribution points are shown at: 

http://crl.adacom.com/DigiSignSASecurityServices/LatestCRL.crl 

 

  7.1.2.6 Identifier for the authority’s public key 

 

DigiSign‟s CA does not use this extension. 

 

  7.1.2.7 Subject’s key identifier 

 

DigiSign‟s CA does not use this extension. 

 

 7.1.3 Identifier of an object’s algorithm 

 

DigiSign‟s CA does not use this extension on a regular basis. 

 

 

http://crl.adacom.com/DigiSignSASecurityServices/LatestCRL.crl
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  7.1.4 Name forms 

DigiSign is filling in certificates with the issuer name and the subject‟s characteristic 

name or organization name, what the case may be, according to §3.1.1 CPP 

Moreover, DigiSign includes in the end users certificates a supplementary  domain 

“Organization Unit”, containing a notification, setting the terms of usage for the 

certificates, established by the URL, representing the contract address. Exceptions are 

allowed only if the space, format or interoperability limitations within certificates are 

making the usage of such an Organization Unit impossible, in relation with the 

applications for which the certificates have been issued 

 

 7.2 CRL Profile 

 

DigiSign SA issues CRL according to RFC 2459. DigiSign‟s CRL have the following 

content and main domains, specified in table 12 below: 

 

Domain Value or compulsory values 

Version See §7.2.1 CPP 

Signature 

algorithm 

Algorithm used for the CRL signature. DigiSign‟s CRL are 

signed by using md5RSA (OID:1.2.840.113549.1.1.2), according 

to RFC 2459 Issuer The entity that signed and issued the CRL. The issuer name is 

provided in accordance with §7.1.4 CPP 
Valid from The date of issuance of the CRL  

Next update Date of issuance of the next CRL‟s update. DigiSign CRL‟s are 

update 10 days after other CA‟s of DigiSign commence the 

activity  Revoked 

certificates 

List of revoked certificates, including the serial number of 

revoked certificates and the revocation date. 

 

Table 12 – Main fields of CRL profiles 

 

7.2.1 Version number  

 

DigiSign SA issues LCR X.509 version 1 
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8. Administration of specifications 

 

8.1. Procedures for specification modification 

 

Amendments to this CPP will be made by DigiSign SA. The amendment document 

will contain CPP‟s modifications or updates. These versions will be provided under 

“Updates and completions of the CPP”, located at: 

http://www.digisign.ro/en/registry 

 

 8.1.1 Aspects that can be modified without a prior notice 

 

DigiSign reserves the right to modify the CPP provisions, without any prior notice, 

including clearance of typing errors, URL changes and contact information. DigiSign 

decisions on amendments are exclusively at its discretion/ 

 

 8.1.2 Issues that can be modified with a prior notice 

 

DigiSign SA shall operate CPP modifications in accordance with § 8.1.2 CPP 

 

  8.1.2.1 List of issues 

 

Modificationsas provided for under §8.1.1. CPP, are those considered as such by 

DigiSign 

 

  8.1.2.2 Notification mechanism 

 

The employees working for the development of DigiSign practices, will make CPP 

modification proposals under chapter “Updates and completions of the CPP”, within 

the register of DigiSign SA, located under: 

http://www.digisign.ro/en/registry. DigiSign will request all other participants to 

forward proposals for CPP changes. If considered opportune, DigiSign will implement 

the modifications and will publish them in accordance with the provisions of this 

section 

 

  8.1.2.3 Comment period 

 

http://www.digisign.ro/registru/updates/
http://www.digisign.ro/registru/updates/
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By derogating from the provisions of § 8.1.2.2 CPP, comments to amendments to the 

CPP can be made within 15 (fifteen) days from the date of sending to the DigiSign 

register. DigiSign participants can keep these amendments until the end of this period. 

8.1.2.4 Comments handling mechanism 

 

Personnel working for the development of DigiSign practices will take into 

consideration all comments at the amendment proposals. DigiSign will either (a) 

allow these proposals to enter in force without any amendments, or (b) will modify 

these proposals and republish them as new amendments. DigiSign SA is entitled to 

withdraw these amendments, according with section “Updates and completions to the 

CPP” in DigiSign‟s register. Except proposed or withdrawn, amendments (alterations) 

will be valid at the comments expiration date, as provided for under §8.1.2.3 CPP 

 

 8.2 Disclosure of policies 

 

8.2.1 Non-disclosed documents in the CPP 

 

Security documents, considered confidential by DigiSign, are not disclosed to the 

public. Confidential security documents are identified under § 1.12 (a) table 1 CPP. 

 

 8.2.2 CPP Distribution 

 

This CPP is published in its electronic form in the DigiSign register SA, under 

http://www.digisign.ro/en/registry 

CPP is available in Adobe Acrobat and HTML format. DigiSign can also issue, upon 

requests, Adobe Acrobat pdf or Word versions of the CPP. Requests shall be sent to 

cpp@digisign.ro. CPP is available on hard copy and will be distributed upon request, 

sent to: 

 

DigiSign SA 

15, Badea Cartan Street, District 2, Bucharest   

Attn: CPP   

 

 

 

 

 

http://www.digisign.ro/registru
mailto:cpp@digisign.ro
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Acronyms and Definitions 

 

Acronym Term 

ANSI American Institute for National Standards 

B2B Business to Business 

CA Certification Authority 

CPP Code of Practice and Procedures 

CRL Certification Revocation List 

EAL Insurance Evaluation Level (according to common criteria) 

FIPS Federal information processing standards of the US 

ICC International Chamber of Commerce 

LSVA Logic Security Vulnerability Evaluation 

PIN  Personal Identification Number 

PKCS Public Key Crypting Standrad 

PKI Public Key Infrastructure 

RA Registration Authority 

RFC Request for comments 

SSL Secure Socket Layers 

S/MIM E Security mail Internet extensions with multiple purposes 
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Definitions 

 

Term Definition 

Adacom Guide for the 

Company‟s security 

A document stating the security practices and conditions 

for Adacom‟s client 

Adacom Guide for the key 

ceremony 

Document describing key generation ceremony 

procedures and requests 

Adacom Security policy Highly important document describing Adacom‟s 

security policies 

Administrator A trustworthy person, developing validation activities 

and any other CA or RA tasks 

Administrators certificate Certificate issued for the administrators use, that can be 

used only for performing CA or RA tasks 

Automatic administration Procedure through which requests for certificate issuance 

are automatically approves, of the supplied information 

is checked with the information in the database 

Certificate A message specifying names or identifying the CA, the 

signing entity, contains the signing entity‟s public key , 

the certificates serial number and is digitally signed by 

the CA 

Certificate solicitor A private or legal entity, requesting the CA theissuance 

of a certificate 

Request for certificate A request drafted by the solicitor or by a empowered 

person, addressed to the CA, in view of a(several) 

certificate(s) issuance 

Certificate chain A list of certificates. Containing the certificate of the 

signing entity and CA‟s certificates, ending with the base 

certificate 
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Administration certificate 

of control objectives 

Criteria that an entity shall fulfill in order to successfully 

conclude the conformity audit 

Certification revocation 

list (CRL) 

A periodically (or extraordinary) issued list, digitally 

signed by the CA, identifying the certificates revoked 

before the expiration of their validity period. Usually, the 

list indicates the name of the CRL issuer, date of 

issuance, date of the next CRL issuance, serial number of 

revoked certificates, date and reasons for the revocation. 

Request for certificate 

signature 

Message sending the request for certificate issuance 

Certification Authority 

(CA) 

Entity authorized to issue, administer, revoke and renew 

the certificates 

Code of Practice and 

Procedures (CPP) 

Practices and Procedures applied by DigiSign SA when 

carrying out the approval or rejection activities for 

requests, renewals, administrations and revocation of 

certificates. Herein “CPP” refers to this document 

Verification password Secret password chosen by the solicitor when forwarding 

a subscription request for obtaining certificates. When 

issued the certificate, the solicitor will become signing 

entity and the CA will be entitled to use this password 

for the authentication of the signing entity. 

Conformity audit Periodically verification process, which DigiSign or 

Adacom will undertake in order to determine whether 

these are observing the EU Standards 

Compromise An infringement of the security policy that can lead to an 

unauthorized revealing, a loss of control on sensitive 

information. From  the private key p.o.v, compromise 

means loss, theft, reavealing, modification, unauthorized 

usage   

Confidential/private Information that shall be kept confidential and private 
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information according to § 2.8.1 CPP 

Agreement regarding the 

CRL usage 

Agreement settling terms and conditions for the usage of 

CRL or the information contained herein 

DigiSign Security Policy Document of high importance describing the security 

policies of DigiSign 

Intellectual property rights Rights on one or several of the following: copyrights, 

inventions, manufacturing secrets, trademarks and other 

property rights 

Intermediary Certification 

Authority (Intermediary 

CA) 

Certification Authority whose certificates are located in a 

certificate chain, between the CA‟s base certificate and 

certificates of the CA issuing certificates to the end user 

Key generation Ceremony A procedure through which the key pair of a CA or RA 

is generated, transferred in a cryptographic module, 

saved and/or certified 

Manual authentication Procedure through which request for certificates are 

manually revised and approved, by an administrator, by 

using a web interface 

Unchecked information 

from the signing entity 

Information supplied by a solicitor, contained in the 

certificate that was not confirmed by the CA and for 

which the CA does guarantee only that the respective 

information was provided by the solicitor 

Non-repudiation A communication attribute ensuring the protection 

against a party denying the origin and the fact that it sent 

the request for certificate or its delivery. Origin denial 

comprises the denial that this communication is 

generated by the same source with anterior messages, 

even if identity associated with the sender is unknown 

Note: only a court of justice can finally prevent 

repudiation 

Validity period Period between the certificate issuance data (or an 
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ulterior date, if specified in the certificate) and the date 

of expiry of its validity or an anterior date, in case of 

revocation  

PKCS#10 Crypting standard of the public key #10, developed by 

RSA Security Inc., defining the structure of a certificate 

signature request 

PKCS # 12 Crypting standard of the public key #12 developed by 

RSA Security Inc., defining the security means for the 

transfer of private keys 

Public Key Infrastructure Architecture, organization, techniques, practices and 

procedures supporting the implementation and operation 

of the certificate generation public key‟s cryptographic 

system  

Sole certificate Certificate issued by DigiSign, acting as CA, to private 

or legal entities, individually applying, on the DigiSign 

SA web 

RSA Cryptographic system of the public key, invented by 

Rivest, Shamir and Adelman 

Secret Share A part of the CA‟s private key or a part of activation data 

needed for the operation of the CA‟s private key, Based 

on the Secret Sharing Agreement 

Secret Sharing The split procedure for the operation of the CA‟s private 

key, in order to allow a multi-personnel control on the 

CA‟s private key operations, based on §6.2.2 CPP 

Subject Holder of the private key, corresponding to the public 

key. “Subject” in case of certificates issued to legal 

entities, can refer to  the equipment or device keeping the 

private key. The subject is having a concrete name, 

tightened to the public key within the subject‟s 

certificate 
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Signing entity In case of certificates issued to legal entities, the 

respective person is the certificate‟s subject. A signing 

entity can use and is authorized to use the private key 

corresponding the to the certificate‟s public key   

Subscriber agreement An agreement used by the CA, settling the terms and 

conditions under which a person gained the subscriber 

quality 

Supplemental Risk 

Management Review 

Verification of an entity by Adacom, as a result of 

unsatisfactory findings within the verification report on 

supplemental risk management 

Seller An entity developing selling services on behalf of 

DigiSign 

Trustworthy person An employer, contractor or consultant of an entity, 

responsible for the administration of infrastructure, 

products, services, facilities and/or practices, as defined 

unde§5.2.1 CPP 

Trustworthy function Function that a trustworthy person must have 

Trustworthy system Reasonably secured hardware, software and procedures 

against intrusions and abuse; supplied a reasonably level 

of availability, trust and operation, suited for developing 

functions for which these have been programmed and 

compatible with security policies 

DigiSign Register DigiSign certificate and othe relevant information 

database, accessible online 

DigiSign security policy Document of high importance, describing DigiSign 

security policies 

DigiSign participants Privae or legal entity that van have one of the following 

qualities: DigiSign, seller, subscriber 
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