Configuring the options for verifying the validity of
certificates in public hierachy used for digital signatures in
Acrobat Reader

Acrobat Reader 5.0 and 5.1 versions allow the verification of digital certificates
validity by LDAP. In Acrobat Reader 6.0 version, the verificaiton of certificates’ validity can
only be performed by the distribution units of revoked certificates (CRL).

Digital signature verification can be made with download version for Adobe Reader.
But for digital signature of documents the full version for Adobe Acrobat 6.0 is necessary.

Configuration of digital signatures verifications, in view of using Microsoft store
(based on default acception of root certificates).

From the menu EDIT->PREFERENCES
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Select from the menu the Security option and then select the option “Advanced preferences”:
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Then “Windows Integration”

Digital Signatures Advanced Preferences

Verification | Creation || Windows Integration |

Enable import and use of identities from the Windows Certificate Store

Trust ALL roct Certificates in the Windows Certificate Store for the Following operations:
Validating Signatures
Validating Certified Documents

m If either of these options are selected content from companies that have Certificates installed in
Windows may be treated as trusted content, Care should be taken in enabling this Feature,

[ OK ] [ Cancel

Or (depending on Acrobat version), directly from the “Digital Signatures" menu:

rerera Neweane

[T ppe——— ( —
Cankg - ]
Cow Wagon gumery
Commmrtry
Corvmet Foom 0¥
Carwwt 1o 00

Forms

P Sowen

(e d

Wty age Memld

et

lnratcige Tl all Mad 00 e ol en RFWG WD Cartle aw Tty -

N2meda

Foge Dngher s

Rasdrg et v pwaw

Pevenry 7wy wy e wen O et & opered

Sears®y

e when wef g

:": e the Gnmert pected suttod, (rongt § £ &t srskatn
-

Tosp Oy e oommct-meuf od sect e, e O 0ol swthad £ £ ret svalalie

Trutl Sy (= dageys e D St mlt vttt | e o -

Lty & Ganden

Lpod ey Defalt Metod by srb g ognitiose  Winiva CarPcate Sacse, -
b C gt

[apertvwens ]

T




Important: the selected settings must show “Windows Certificate Security”, respectively
“Enable import and use of identities from the Windows Certificate store”

Digital Signaturs Advanced Preferemnces
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Signalure Properties
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Validity Summary
A¥ The Documert has not been modified since this sionature wes aopled,

A The documert is sigred by the curvent ussr,

A\ Signature dateftime are from the clock on the Sigrer's computer,

Sicnature was orezted using Adobe Acrobat 7.0.
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