Configuring options for server authentication using digital certificates (11S)

From Start\Programs\Administrative Tools select the option Internet Information
Server. Select the web site on which a server certificates is installed and you want to
perform authentication with certificates. Right-click and select the Properties option...
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From the following window select the tab Directory Security and press the button
Edit in that window... from the Secure communications sections.

I
OnSite Properties m

WebSite | Operators | Peformance | ISAPIFiters | Home Directory
Documents Directory Security l HTTPHeaders |  Custom Enors

-~ Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource,

A

i~ IP address and domain name restrictions

@ Grant or deny access to thisresource using

IP addresses or intemet domain names.
Edit... I

i~ Secure communications
Require secure communications and s Certiicat
enable client certificates when this SEeLLelicae |

resource is accessed. : =
View Certificate... I

Edi...

oK I Cancel I Aoply | Help |




Check the boxes “Require secure channel (SSL)”, “Enable client certificate
mapping” and “Enable certificate trust list”.
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~ Client certificates -

T~ lgnore clicnt cortificates
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" Renuire cliert redificates

v Enable client cedificate napping
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In Client certificates you may choose one of the variants. If you choose “Accept
client certificates”, authentication can be made both based on digital certificates and
based on user and password. If you choose ,,Require client certificates”, can only be
made by digital certificates.

In “Enable client certificate mapping” section, press the button Edit. You may
choose in this stage one of the accounts mapping options. It can be “1-to-1" (one digital
certificate is mapped to each account) or “Many-to-1” (one certificate in mapped for
multiple accounts).

Account Mappings Bi
1-to-1 IMany-lo-‘!I

Edit ""one to one" mappings. Each individual certificate is mapped into a specific Windows account. You can choose to
map multiple certificates into the same account, but a separate mapping entry must exist for each.

i~ Subject

| tapping Name | Windows Account | o
O Cip LOCALHOS TING\Administrator Digien Romania 5.2
(o 12w Mapping LOCALHOSTING \Administrator John Doe
RO

~ Issuer
ST
John Doe
RO

Edit Map...

Delete

oK Cancel Apply Help




If you have chosen “1-to-17, press the button Add.., enter user name (of that
account) and attach a valid digital certificate to it. That certificate is to be found as a file
having the extension .cer and contains the public key.
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If you have chosen the mapping “Many-to-1”, a rule is created for authentication
with digital certificates. Press the button Add...

Account Mappings EE
101 Manyto-1 l

‘when z client certificate is presenied. these matching rules will be examined in the order in which they appear beow.
Upon tre first match, the user will be logged into the associaed Windows user accourt.

¥ Enable Wildcard Client Certificate Matching

R.le Description
[el News Bule

Mapped Windows Account
LOCALHOSTING\&dministrator

Move Up I
Move Down I

Edit Rule...

Delete

aK | Cancel | Lpply I Help I

Select a friendly name for this rule and then press the button Next. Under Rules
window, press New in order to create a new mapping rule.
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V' Enable this wildcard rule

Enter a brief description of the wildcard matching rule. This is for your reference only.

Description: |KERNEME

CB Atk 'W] Cancel | Help |

Rules

Specify the certificate fields anc match criteria:

Certifcate Field | SubField [ Match Criteria |

< Bazk | Next » I Cancel l Help

You reach a window “Edit Rule Element” where you can select the criteria on
which you want to make authentication with certificates. The authentication can be made
by issuer or by certain sub-fields from the field Subject. This information is comprised by
each certificate.



Edit Rule Element

Edit the rule element by choosing what major of the certificate is to be matched against. Then choose an appropriate
subfield. Finally, enter a matching string. You can use wildcards for the match.

Valid subfields are short stings indicating a sub-value in a certificate field. Example: "0"' stands for Organization.
New subfield strings may be defined at a later date. Please refer to current documentation for the latest codes.

[V Match Capitalization

Certificate Field: llssuex

Sub Field:

_I A chart of some of the sub-fields already defined is below.
0  Organization - a company or business
0OU  Organization Unit - department

CN  Common Mame - a net address - e.g. "microsoft.com''

Criteria: IDEfault"

| 0K I Cancel I Help

C  Country/Region - & short pre-defined code e.g. "'US"
S State or Province

I L Locality - city

For the field Sub Field you may select one of the variants below, where O is the
company issuing these certificates (here DIGISIGN S.A)), OU represents the
Organization Unit, CN represents a Common Name, E represents the e-mail address. You
may find all the information on certificates in the section Details \ Subject.

Edit Rule Element

Edit the rule element by chcosing what major of the certificate is to be matched against. Then choose an appropriate
subfield. Finally, enter a matching string. You can use wildcards for the match.

Valid subhelds are short stings indicating a sub-value in a certihcate 1eld. Example: U™ stands for Urgamzaticn.
MNew subfield stings may be defined at a later date. Please refer to current documentatior for the latest codes.

V' Match Capitalization

Certficate Field: |Issuer

.:I A chart of sone of the sub-fields already defined is below.
0 Organization - a company of business

Sub Field: EI OU  Drganization Unit - departnent
0 - CN  Comnon Name - a net address - e.g. "microso’t.com"
Criletia. ou _] C  Courtip/Regiorn -8 shol se-defined cude e "US"
CN S Stateor Province
l—l L Locaity - cit
AE G B y - city

After establishing the criteria, press the button OK and you will be prompted to
select one of the options below. Select the option “Accept this certificate for Logon
Authentication” and select the account (accounts) to which this rule is matched.
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Then press the button Finish.



In order to configure the option “Enable certificate trust list” press the button Edit.
Cerlificale Trusl Lisl Wizard

Weolcorme: 1o The Corlilicalo Trosl

List Wizandl

This wizard lelps you creabe o new cerlilicabe Lrust list

or modify an sxisting certificate trust list,

A cortificate trust ist (C 1LY 15 a signed list of root

revkibication snbhaviby (CA) rectiticates Fhat have heen

judyged reputable Ly e adimicisLratur .

To continue, lick Mext.

Canel |

Press the button Next and the window “Certificates in the CTL” will be displayed. In
order to select the certification authority’s certificates press the button Add from Store
(you can import them directly from browser) or Add from File (make the import from the
files with the extension .cer downloaded from the web site).

Cerlifivale Trusl LisL Wizard B3 |

Cerlifivales in Lhe CTL
The certificates listad in the following Eable are currently in the CTL.
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Then press the button Next. Select the certification authority’s certificate (in this case
VERISIGN TRUSTED NETWORK) and then press the button OK.




Select Certificate [ 2]

Select the certificates you want to use

Issued ta l Issued by l Intende... I Frien :_]
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Give a friendly name to this option and press the button Next.
In order to complete this wizard, press the button Finish.

Certificate Trust List Wizard [ %]

Name and Description
The CTL name and description help distinguish it from others CTLs.

Type a friendly name and description for the new CTL,

Friendly name:

Description:

This CTL is ko be used as the list of trusted roots for 115
virtual web sites.

< Back | Mext = I Cancel |

Certificate Trust List Wizard [ X

Completing the Certificate Trust

List Wizard

‘¥ou have successfully completed the Certificate
Trust List wizard,

You selected the Following settings:

Purpose Client Authentication
1.3.6.1,4.1.311.30.1

Identifier {AC97BBFF-8FBF-48FD-9B79-1379219

Validity <MNone>

Friendly Name New IIS CTL
Desctiption This CTL is to be used as the list of trus




