Configurarea optiunilor pentru autentificarea pe server utilizind
certificatele digitale (11S)
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—Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource.
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- IP address and domain name restrictions

Grant or deny access to thisresource using
IP addresses or intemet domain names.
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Account Mappings Bi

1-to-1 I Many-to-1 I

Edit ""one to one" mappings. Each individual certificate is mapped into a specific Windows account. You can choose to
map multiple certificates into the same account, but a separate mapping entry must exist for each.

i~ Subject

| tapping Name | Windows Account | o
O Cip LOCALHOS TING\Administrator Digien Romania 5.2
(o 12w Mapping LOCALHOSTING \Administrator John Doe
RO

~ Issuer
ST
John Doe
RO
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‘when z client certificate is presenied. these matching rules will be examined in the order in which they appear beow.
Upon tre first match, the user will be logged into the associaed Windows user accourt.

¥ Enable Wildcard Client Certificate Matching

R.le Description
[el News Bule

Mapped Windows Account
LOCALHOSTING\&dministrator

Move Up I
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V' Enable this wildcard rule

Enter a brief description of the wildcard matching rule. This is for your reference only.

Description: |KERNEME
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Rules

Specify the certificate fields anc match criteria:

Certifcate Field | SubField [ Match Criteria |
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Edit Rule Element

Edit the rule element by choosing what major of

subfield. Finally, enter a matching string. You can use wildcards for the match.
Valid subfields are short stings indicating a sub-value in a certificate field. Example: "0"' stands for Organization.
New subfield strings may be defined at a later date. Please refer to current documentation for the latest codes.

[V Match Capitalization

the certificate is to be matched against. Then choose ah appropriate

Certificate Field: llssuex

_I A chart of some of the sub-fields already defined is below.

: 0  Organization - a company or business
Sub Field: Sub|ect OU  Drganization Unit - department
CN  Common Name - a net address - e.g. "microsoft.com''
Criteria: IDefault" C  Country/Region - & short pre-defined code &.g, "'US"
S State or Province
L Locality - cit
| 0K I Cancel l Help I e
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reprezinta Organization Unit, CN reprezinta
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Edit Rule Element
Edit the rule element by chcosing what major of the certificate is to be matched against. Then choose an appropriate
subfield. Finally, enter a matching string. You can use wildcards for the match.
Valid subhields are short stings indicating a sub-value in a certihcate 1eld. Example: U™ stands tor Urgamizaticn.
MNew subfield stings may be defined at a later date. Please refer to current documentatior for the latest codes.
[V Match Capitalization
Cettificate Field: II i _'_I A chart of sone of the sub-fields already defined is below.
0 Organization - a company of business
Sub Field: EI OU  Drganization Unit - departnent
0 - CN  Comnon Name - a net address - e.g. "microso’t.com'
Criletia. ou _j C  Cuourhiy/Regiun - & shuil se-defined cude e "US"
CN S Stateor Province
l—l L Locaity - cit
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Cerlificale Trusl Lisl Wizard

Weolcorme: 1o The Corlilicalo Trosl
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This wizard lelps you creabe o new cerlilicabe Lrust list
or modify an sxisting certificate trust list,
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Cerlificates in Lhe CTL
The certificates listad in the following Eable are currently in the CTL.
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Select Certificate

Select the certificates you want to use

Issued ta l Issued by l Intende... I Frien :_]
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YeriSign Trusk Retwork VeriSign ... SecureE...
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Name and Description
The CTL name and description help distinguish it from others CTLs.
Type a friendly name and description for the new CTL,
Friendly name:
Description:
This CTL is ko be used as the list of trusted roots for 115
virtual web sites.
< Back | Mext = I Cancel |
Certificate Trust List Wizard [ X

Completing the Certificate Trust

List Wizard

‘¥ou have successfully completed the Certificate
Trust List wizard,

You selected the Following settings:

Purpose Client Authentication
1.3.6.1,4.1.311.30.1

Identifier {AC97BBFF-8FBF-48FD-9B79-1379219

Validity <MNone>

Friendly Name New IIS CTL
Desctiption This CTL is to be used as the list of trus
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