Instalare si configurare Semnatura Electronica pentru Microsoft Office 2007

1.Semnarea documentului
1.1. Se introduce dispozitivul eToken in portul USB.

1.2. Se alege Office Button >> Prepare >> Add a Digital Signature:

‘ j i Prepare the doc t for distribution
I Properties
~ _Qﬁl View and edit document properties, such
/ / Open as Title, Author, and Keywords.

= Inspect Document

ﬁ,ﬂ =| Convert é‘ ! Check the document for hidden metadata
| - or personal information.

(=] Encrypt Document

H save ﬁﬁ Increase the security of the document by
adding encryption.
S saveAs » T Restrict Permission

|_& Grant people access while restricting their  »
ability to edit. copy, and print.

@ Print *» |5 Add a Digital Signature
| Ensure the integrity of the document by
adding an invisible digital signature.

Prepare » |

@) Press F1 for more help.

-

nd

la Send ¥ make it read-only.

% Run Compatibility Checker
Check for features not supported by earlier

E.EE’ Publish  » versions of Word.
._j\ Close
[_] Word Options | [X Exit Word
1.3. Se alege butonul OK:
Mcrosoft Office Word o wen y — Q

Moosoft Office dgital sgnatures combine the famiiarity of 3 paper signing expenience with e convenience of 2 dgital format. Wi this feature provides
users with the zbifty to verify a couments nisgnty, evidentiary laws may vary by jurisdchion. Moosoft Tius cannot wamant 3 Aotz signature’s legal
enforceanity, The Tirdparty dgtal sonatre ssrvice providers avalable Fom the 0ffics marketlace may offer other keves of digid sgnature assurance,

__| Don't show this message agan
E Sgnanre Senvices from the Office Marietplace.... 3 (
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1.4. In campul Motivul semnarii se va trece scopul intocmirii si semnarii documentului. Butonul Change : In cazul in care exista mai multe semnaturi pe
calculatorul dumneavoastra (utilizatori de semnatura electronica), folositi acest buton in vederea alegerii corecte a semnaturii care se va aplica pe document.
Dupa ce s-a ales certificatul corespunzator se apasa butonul Sign

rSign @J&J

@ See additional information about what you are signing...

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

P igni i t:
|Motivul semnaril|

‘ Signing as:  DIGISIGN TEST
| Issuedby: DIGISIGN PUBLIC =
' Sign ' Cancel

1.5. Introduceti parola dispozitivului si se apasa butonul OK:

e

% Log On: DIGISIGN

Log On to eToken eT()i(e n

Enter eToken password

eToken Name: | DIGISIGN

Password: [ eesssssese ]

§ oK ] Cancel |

1.6. Acest mesaj va instiinteaza ca documentul a fost semnat cu succes si ca orice modificare asupa acestui document va atrage invalidarea semnaturii.
Se apasa butonul OK:

Signature Confirmation @J

Your signature has been successfully saved with this document.
If the document is changed, your signature will become invalid.

[ pon't show this message again




2. Verificarea semnaturii aplicata unui document:

2.1. In documentul semnat, in partea inferioara a ferestre se apasa pe iconita-sigiliu:

| RVEREERGH This document contains signatures. i=> efoken Properties - ...

2.1. In partea dreapta a documentului va aparea o fereastra in care se pot observa semnaturile aplicate documentului. Se apasa pe sageata indicata si se
alege tabul Signature Details:

) Aq 34 Find ~
Bb( | “F% 2. Replace
ithe Change || .
soe Styles = || W Select~

Editing

ﬁ-g Signatures ¥ X

<, Valid signatures:

DIGISIGN TEST 7/31f
B Sign Again...
Signature Details...

Signature Setup..,

Remove Signature




2.2. Se apasa butonul View:

Signature Details LD [

== Valid signature - This signature and the signed content have not been
¥ modified since the signature was applied.

Purpose for signing this document:
‘Motivul semnarii

Signing as: DIGISIGN TEST -' IIQ?E ! !!ll :

Issued by: DIGISIGN PUBLIC

See the additional signing information Close
that was collected. ..

2.3. Cele trei taburi (Genaral, Details si Certification Path ) ofera toate informatiile necesare in vederea verificarii valabilitatii semnaturii, identitatea
persoanei care a semnat documentul, autoritatea ce a emis certificatul, valabilitatea semnaturii, etc.

= T = T =
Certificate @ Certificate @ Certificate @
| General |Details | Certification Path | | Generalf Details fcertification Path | [ General | Details [ Certification Path |
i Certification path
i , pow: (gl 2 pr——
@ Certificate Information 5] Digisign Qualified Root CA
Field Vakie A -{Z] DIGISIGN PUBLIC
This certificate is intended for the following purpose(s): . i) DIGISIGN TEST
; & (=) BSignature algorithm shalRSA == =
* Protects e-mail messages .
» Proves your identity to a remote computer DIGISIGN PUBLIC, Digisign Pu...  |=
» Smart Card Logon Friday, July 31, 2009 9:12:40 ...
I * Document Signing I Saturday, July 31, 2010 9:12:.., I
qabi.lisu@digisian.ro, DIGISIG. .
] ] % ]
*Refer to the certification authority's statement for details. RSA (10_24 Brs) g
Digital Signature, Non-Repudia. ..
= a7 1 S Pt -
Issued to: DIGISIGN TEST mQMTMF Canzhilitise T11SMTMF Canzhilibye Nhisrt T
E = @digisign.ro
Issued by: DIGISIGN PUBLIC N = DIGLAIGN TEST - ‘
' | OU = TEST | ( |
‘l 0 = Digisian S.A. ‘l [ View Certificate | |
| ; | S = Romania | 5
Valid from 7/31/2009 to 7/31/2010 C =RO

? You have a private key that corresponds to this certificate.

Certificate status:
| IThis certificate is OK.

s;Jér §tatement ‘ Edit Properties... Copy to File...

Learn more about certificates Learn more about certificate details Learn more about certification paths
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