V/symantec TUY  TUV TUY TUY IGISIGN

AUSTRIA
AUSTRIA AUSTRIA AUSTRIA HELLAS

EN ISO 27001:2005
No. : 08012018

CERTIFIED member of iNES GROUP @

EN ISO 9001:2008
CERTIFICATE NO. 20 100 141369345|

TOV AUSTRIA CERT GMBH

Registered Partner s e

CERTIFICATE NO. 20 116 141369347
TOV AUSTRIA CERT GMBH

CERTIFIED
EN ISO 14001:2004
CERTIFICATE NO. 20 104 14133634|

TOV AUSTRIA CERT GMBH

www.digisign.ro SEMNATURA ELECTRONICA | CERTIFICATE DE SERVER | MARCARE TEMPORALA
Str. Virgil Madgearu nr. 2-6, Bucuresti, Sector 1, 014135, Tel: 031 620 12 84, Fax: 031 620 12 91, office@digisign.ro

Instructiuni privind configurarea certificatului digital DigiSign in
aplicatia Mozilla Thunderbird

Clientul de email Mozilla Thunderbird permite integrarea unei semnaturi electronice in mesajele digitale
transmise cu acesta. Pentru configurarea unui certificat digital DigiSign Tn vederea semnarii electronice a
mesajelor virtuale trimise prin intermediul aplicatiei Mozilla Thunderbird, accesati aplicatia si urmati pasii
de mai jos:

1. Din fereastra principala a aplicatiei Mozilla Thunderbird, selectati meniul Tools = Options.
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2. Selectati meniul Advanced = Certificates = Security Devices.
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3. Din noua fereastra afisata, respectiv Device Manager, selectati butonul Load.

4. 1In fereastra Load PKCS#11 Device, prin selectarea butonului Browse, se va selecta fisierul
eTPKCS11.dll, care se va gasi in folderul Windows = System32. Apasati butonul OK pentru a
inchide toate ferestrele.
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5. Din fereastra principald a aplicatiei Mozilla Thunderbird, selectati meniul Tools = Account
Settings.

6. In noua fereastrd afisats, respectiv Account Settings, selectati sectiunea Security. In acest
moment puteti selecta certificatul digital pe care doriti s& il utilizati pentru semnarea electronica a
mesajelor digitale, prin butonul Select din cadrul cAmpului Digital Signing. Prin butonul Select din
cadrul campului Encryption puteti selecta certificatul digital pe care doriti sa il utilizati pentru
criptarea mesajelor digitale transmise cu ajutorul aplicatiei Mozilla Thunderbird.

Account Settings
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Disk Space Tosend and receive signed or encrypted messages, you should specify both a

digital signing certificate and an encryption certificate,
4 nume.prenume@digisign.ro
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Default encryption setting when sending messages:
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7. Dupa selectarea certificatului dorit in fiecare caz in parte, apasati butonul OK.

Select Certificate @

(N = TokernAladdineMURE PREMURME's Digisign 5.4 10 [20:05:06:24:50:01:43:E2: DB Co:ER9E: 41:0B: B 45]

Details of selected certificate:

Issued to: CH=MUME
PREMUME, serialMumber=2005062 45MP30 title=FUMNCTIE, OU=DEPARTAMENT, 0 =50 CIETATE, L=TEST,C=RO
Serial Mummber 20005:06:24:50:01:43:E2:DB: C6:ES: 9E: 41:0B:BD: 45
Walid from 1/30/2014 13:04:58 PM to 1/30/2015 13:04:58 PhA
Cettificate Key Usage: Signing,Mon-repudiation Key Encipherment,Data Encipherment
Ermail: nume.prenurme@digisign.ro
Issued byt C=R0O,0=Digizign 4 0U=0igisign Public C& CH=DigiSign Qualified Public C2&
Stored in: eToken

I 014 I Cancel

8. In cazul in care doriti s& utilizati acelasi certificat digital atat pentru semnarea electronicd a
mesajelor digitale transmise, cat si pentru criptarea acestora, selectati butonul YES. In caz contrar,
selectati optiunea NO.

Thunderbird 3w

Wou should also specify a certificate for other people to use when they send you encrepted
messages, Do you want to use the same certifizate to encrypt & decrypt messages sent ta you?

o [ m ]

9. In acest moment, mesajele electronice transmise prin intermediul clientului de email Mozilla
Thunderbird versiunea 17 vor avea inserate semnatura dvs electronica.
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