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1. Dupa instalarea driverului dispozitivului e-Token, in folder-ul System32, se va regasi fisierul eTpkecs11.dll (se va utiliza
ulterior)
_ioix]
File Edit W¥iew Favorites Tools Help ‘ aw
Y = B s >
@Back gd ~ ? ! ) Search | Folders ‘ ' (¥ X n ‘ v
Address | CAWINDOWS|system3z =B
ersic,dll es.dll esenta7, di esent.dll esentprf esentprf -
A O a a & 3 -
esentprf.dil esentut| eTCAPLdI  eTCorelnst.dll eTCoreReq.dll ETOKCSP.DLL
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ETOKCSP.SIG  eToken.dll | ERGISESISW:EE | eTSAPLAI  etverifier.dll eudcedit
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eula eventcls.dl  eventcreate  eventlog.dll  eventquery eventtriggers ;J
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2. Din fereastra principala a clientului de mail Thunderbird se alege tabul Tools>>Options
&’ test@digisign.ro - Mozilla Thunderbird

File Edit View Go Message | Tools Help

AL . P Cs ! Address Book Ctrl+Shift+B
& Get Mail - J \Write Ac e

Activity Manager

! @&  test@digisign.ro

Message Filters...

Skl <« Rurs Filkers on Folder
1%) Inbox Run Filters on Message
# [ Trash
,EL_EI Outbox Rur- Junk Mall ContrelsonFolder

Delete Mail Marked a5 Jurkin Felder

™ test@digisign.ro

# 2 Local Folders Trport ...
Error Console

Account Settings...

3. In fereastra Options se alege tabul Advanced>>Certificates >> Security Devices

M

Composition Security

General | Reading & Display ] Network & Disk Space ] Lpdate  Certificates I

When a server requests my personal certificate:

{" Select one automatically 1% Ask me every time

View Certificates Revocation Lists Validation Security Devices




4. Din fereastra Device Manager se alege butonul Load, apoi din fereasta Load PKCS#11 Device se alege butonul Browse, apoi calea
C:\Windows\System32 si se alege fisierul eTpkcs11.dll. Se apasa butonul Open apoi OK, apoi OK, apoi OK.

Bix]

Security Modules and Devices | Details | value | [ogln I
(=1 NSS Internal PKCS #11 Module
Logiout I
Generic Crypto Services
Software Security Device Ghange Bassword I
=) Builtin Roots Module (oad ;
Builtin Object Token
& Load PKCS#11 Device E I [l 4 Unload |
Enter the information for the module you want to add. Enable FIPS I

Module Mame: I

Module filename: ] [ Browse... l

OK I Cancel |

5. Din fereastra principala a clientului de mail Thunderbird se alege tabul Tools>>Account Settings

&' test@digisign.ro - Mozilla Thunderbird

File Edit Yiew Go Message | Tools Help

A PO T Address Book Ctrl+Shift+B
A2 Getmal + | wite [ ac o
Activity Manager
' & | test@digisign.ro i g
i Message Filkers...
ir:art ERder il Run Filters on Folder.
=5/ Inbox Rur Filters on Message
# 5 Trash
I-:’_'l Outbox Rur Junk Mail Gontrals.on Folder

Delete Mail Marked asdurk in Folder

test@digisign.ro

# = Local Folders Import. ..
Error Console

Account Settings...

Options...

6. In fereastra Account Settings se alege tabul Security (in partea stanga) apoi se alege certificatul dorit la semnare si/sau criptare
apasand butonul/butoanele Select (in partea dreapta)



Account Settings

= test@digisign.ro
Server Settings
Copies & Folders
Composition & Addressing
Junk Settings
Disk Space

Return Receipts
Security I
=) Local Folders

Junk Settings
Disk Space
Qutgoing Server (SMTP)

X

To send and receive signed or encrypted messages, you should specify both a digital

signing certificate and an encryption certificate,

~Digital Signing

Use this certificate to digitally sign messages vou send:

I test@digisign.ro:(eTCAPI) Test Test's Digisian 5.£ | Select...

[ Digitally sian messages (by default)

{ Clear

~Encryption

Use this certificate to encrypt & decrypt messages ssrb-to-yous

I test@digisign.ro:(eTCAPI} Test Test's Digisign 5.£ Select...

| Clear

Default encrvption setting when sending messages:

7. Se apasa OK

Select Certificate

x|

Details of selected certificate:

Certificate: ltest@digisign.ro:(eTCAPI) Test Test's Digisign 5.4, ID [SC:15:E3:FC:00:00:00:00:04:E1] ; Ll

Email: test@digisign.ro

Stored in: test@digisign.rof

Issued to: E=test@digisign.ro, CH=Test Test,OlU=Test,0=Digi5Ign SA,5T=Romania,C=R0
Serial Number: SC:15:E3:FC:00:00:00:00:04:E1
Yalid from 2/25/2010 13:48:23 PM to 2/25/2011 13:48:23 PM
Certificate Key Usage: Signing,Mon-repudiation,Key Encipherment,Data Encipherment

Issued by: CN=DIGISIGN PUBLIC,OU=Digisign Public C&,0=Digisign 5.4.,C=R0O

[ o |

Cancel I

8. Se apasa Yes daca certificatul folosit la semnare este acelasi folosit si la criptare. In caz contrar se alege butonul No

Thunderbird

9 ¥ou should also specify a certificate for other people to use when they send vou encrypted
messages, Do you want ko use the same certificate ba encrypk & decrypk messages senk ko you?

x|

9. Se alege butonul OK




Account Settings g X

= test@digisign.ro Security
Server Settings
Copies & Folders To s_end ant;l receive signed or ent_:rypted.rpessages, you should specify both a digital
s " signing certificate and an encryption certificate,
Composition & Addressing S
Junk Settings [jigital Signing
) Use this certificate to digitally sign messages you send:
Disk Space >
Return Receipts | test@digisign.ro:(eTCAPI) Test Test's Digisian 5.& || Select... ' Clear I
2oy ey [ Digitally sign messages (by default)
= Local Folders
Junk Settings i~ Encryption
Disk Space Use this certificate to encrypt & decrypt messages sent to you:
Outgaing Server (SMTP) I test@digisign.ro:{eTCAPI) Test Test's Digisign 5.£ Select... | Clear |
Default encryption setting when sending messages:
{+ Mever {do not use encryption)
{~ Required {can't send message unless all recipients have certificates)
- Certificates
wiew Certificates | Security Devices
Account Actions X

oK Cancel




