Installingpublic hierarchyissued certificates

To use the digital certificate, please follow the instructions in this manual
Failure to observe these specificatiovilt trigger delays in the successful use of the

certificate
1. Make sure that your system is updated
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Follow the procedures on tiMicrosot site in order to install the latest updates for your
operating system or tHaternet Explorebrowser

2. Installing the software required to use the device and the electronic signature

In order to be able to use the secured device on which the extended electronic
signature is storehualified digital certificaty you need to install the sender

a ut h otmust ¢hgin) as well as the device driver

2.1 Trust chain. Please follow the linkhttp://www.digisign.rodiploads/cert.exe
PressRun


http://digisign.ro/utils/ro/InstalareCertificatDigital.pdf

File Download - Security Warning B ﬂ

Do you want to run or save ll_jis file?

ﬁ MName: cert.exe
Type: Application, 93.4KE

From: www.digisign.ra.

@ While files from the Intemet can be useful, this file type can

potentially harm your computer. If you do not tust the source, do not
run or save this software. What's the risk?

PresdRun

Internet Explorer - Security Warning ‘ ] 5]

The publisher could not be verified. Are you sure you want to run this
software?

Mame: cert.exe
Publisher: Unknown Publisher

Run

should only run software from publishers you trust. How can I decide what

@ This file does not have a valid digital signature that verifies its publisher. You
software to run?




Presdnstall

¥4 WIinRAR self-extracting archive N =101%]

e Press Install button to start extraction.

¢ Use Browse button to select the destination folder
from the folders tree. It can be also entered
manually.

o If the destination folder does not exist, it will be
created automatically before extraction.

Destination folder
C:ADOCUME ~1ATRAINITIALOCALS ~15Temp

Installation progress

l

[I [nstall I] Cancel I

Pressyesor Yes to All, as applicable

Confirm file replace [ x|

The following file already exists
certmars.exe

Would you like to replace the existing file

59,152 bytes
| modified on 9/23/2005 5:56 PM

with this one ?

% 59,152 bytes
| modified on 9/23/2005 7:56 AM

[ .......... T veotom || Horame

Siosetoasss MV cevacsessnses i)

No Mo to All Cancel




Presd\ext

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.,

& certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or to establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mext.

Cancel I




Thick thed A u t o mafield andtheh gredsext>

Certificate Import Wizard




PresgFinish

Certificate Import Wizard i x|

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard.

You have specified the following settings:

Certificate Store Selected  Automatically determined by t
Content PKCS #7 Certificates
File Mame digisign.p7b

PresOK

\l) The import was successful,




2.2Installing Aladdin eToken PRO 32Kdriver and utility software .
Please follow the linkhttp//www.digisign.rouploads/rte_4 00.msi

NOTE: Do not insert the device in the USB slot

PressRun

File Download - Security Warning ] 5’
Do you want to run or save this file?

MName: rte_4_00.msi
Type: Windows Installer Package, 7.47MB
From: www. digisign.ra

Bun J Save

g potentially harm your computer. If you do not trust the source, do not

Q While files from the Intermet can be useful, this file type can
un or save this software. What's the risk?

PressRun

Internet Explorer - Security Warning

- .

The publisher could not be verified. Are you sure you want to run this
software?

Mame: rke_4_00.msi

Publisher: Unknown Publisher

This file does not have a valid digital signature that verifies its publisher. You
should only run software from publishers you trust, How can I decide what

software to run?




PresdNext

i eToken PKI Client 4.00 Setup X o ] 3

9 oy R —

Welcome to the eToken PKI

eToken

PKl...

Client 4.00 Installation Wizard

The Setup Wizard will install eToken PKI Client
4.00 on your computer.

Click Mext to continue or Cancel to exit the Setup
Wizard.




Thick 8 laccepthe license agreemeand then pressext>

{5 eToken PKI Client 4.00 Setup Il =101 %]
. End-User License Agreement
I ETO‘i‘(e n Please read the following license aareement carefully

ALADDIN KNOWLEDGE SYSTEMS LTD.
eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

THE CONTENTS THEREOF AND/OR BEFORE DOWNLOADING

lirnitation, libranes, utilities, diskettes, CD-ROM, eToken™ keys and

(ﬁ‘ i accept the license agreemen&)
1" | do not accept the license agreement

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING

INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE eTOKEN ENTERPRISE PRODUCTS (including without

arcatnnanving technical dacimentation) fhereinafter "Deadnect™ QITRPRT TF'T'\L'

2

OR

the

< Back || Mext > II Cancel I

Pres Finish

{i# eToken PKI Client 4.00 Setup

eToken PKI Client 4.00 has been

successfully installed.

Click the Finish button ta exit this installation.

eToken

PKl...




2.3 Obtaining the device password

BEFORE INSERTING THE DEVICE IN THE COMPUTER, REQUEST THE
ACCESS PASSWORD PIN CODE) from the following email address
acceptare@digisign.rar from telephone numbers

031.620.1286 / 031.620.1288

Both bye-mail andon telephone, you will have to supply the identification data in
your statementSurname and name, Personal Identification Code, company



2.4Using the utility software:
Insert the device in the USB slot

In theWindows Start menu, selechll Programs, eToken, eToken Properties

I ——_ = pigisigner - | —

all Programs

|ifj Start @_] Manual Aladdin eToke PR... @ Lantul de incredere - Win... | ) Manual eToken

The OBS utility software€ontrol Panel will open:

= eToken Properties Bl

eToken
CEessss—— . r g T
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=1oix|

Help X

Optiuni avansate

Redenumeste dispozitiv

| Rename eToken J] o=
\-” eToken | [ = . ==} Rename the eToken
: | Schimabare parola

Change Password |]
= * Change the eToken password

Unlock-eT oken
3 k Unlock the eToken

View eToken Infa

o Yiew the eToken’s information

Aladdin




Rename eToker(the device name changifgaturei customizing. This feature is
optional. PresRename eTokenln thePasswordfield, enter the previouslytdained

password

IMPORTANT: If the password is erroneously entered more than 15 consecutive
times, the device will block It CANNOT be unlocked.

Log On to eToken eTOie n

Enter eToken password
| re—

eToken Name: IeT oken

Password  |Parola (PIN-ul) dispozitivului
Current Language: EN

oK | Cancel |




If the password is correatpntinue by pressin@K.

x

Log On to eToken eTO(i(e n

Enter eToken password
| P —

eToken Name: I eToken

Passwofd' lxxxxxxxxxx

Current Language: EM

[ i 0K ”7 Cancel

In theeToken Nanefield, enter the new/customized name selected by the user

Sename eroken x

Rename eToken eTOi(e n

eToken Name: | Nume si prenume / alias / etd]

You can use this name to identify your eToken

Gk || Cood |

Change Passwordassword change featurg Recommended

NOTE: When changing the password, the utility software prompts the user to
insert a new password corresponding to the fldwing criteria: minimum 6
characters; maximum 24 characters; the password must include at least one
small letter, one capital letter and a figure(alphanumeric).

IMPORTANT: If the password is erroneously entered more than 15 consecutive
times, the devicewill block. It CANNOT be unlocked.

In thefirst field , enter thecurrent password obtained fronDigiSign.

In thesecond fieldenter thenew password

In thethird field , enter thenew passwordfor confirmation



=¥ Change Password: Nume si prenume ; alias ; etc

Current eT oken Password: Parola curenta

Mew eToken Password: Noua parola

Confirm New eT oken Password: Noua parola [ 0%

The best passwords are at least 8 characters long and include upper and lower

case letters, punctuation marks and numbers created in random order.

Current Language: EN

Show Tips >> oK

Cancel




If the new passwak complies with the requirements stated at the beginning of this
paragraph, preSK.

PressOK



