Instructions for obtaining APACHE server certificates
(Secure Server IDs or Global Server I1Ds)

1. Generating the CSR (Certificate Signing Request) file
In order to generate the private key and create the CSR file, you need the openssl exe. |
tis available for download at:
* http://www.openssl.org/source/ (OpenSSL) for *nix or linux systems
* http://www.modssl.org/contrib/ (OpenSSL + ModSSL) for Windows
systems

Please read the documentations on these sites in order to install OpenSSL.

To generate the public/private keys pair (and implicitly the certificate signing
request - CSR) you need to open the /etc/httpd/conf directory. The, enter: make
numecertificat.csr

The script will generate the private key of the certificate, which will be
password-protected.

Warning: Remember this password because you will not be able to use the key
otherwise. This password has to be used if the server, respectively the httpd service are
restarted!

The script will then generate the CSR (certificate signing request) file, which
will be sent to Verisign to be signed and will return under the form of a certificate that
you can use together with the generated private key.

WARNING ! The data requested upon the generation of the CSR must be an
exact match of the ones in the registration.

The exit file is numecertificat.csr where CSR is generated. The following data
will be requested:

- country code: enter abbreviation only (ex: MX for Mexico, RO for Romania);

- full name of the state or province: enter full name, not abbreviation;

- name of the town or locality;

- company’s name: the company must be the holder of the domain entered in the

1% step of the registration process and must hold the right to use it according
to step 2 in the registration process;

- department name: (e.g.: Marketing, Sales, etc.);

- qualified domain name: e.g.: www.story.com — needs to be identical with the

URL https you will use;

The format of the numecertificat.csr will be:

MIIBETCBVAIBADBXMQswCQYDVQQGEwWIJBVTETMBEGALIUECBMKU29tZ
S1TdGFOZTERMB8GALUEChMY SW502XJuZXQgV2lkZ210cyBQdHkgTHRKMR
AwDgYJKoZIhveNAQkgMFwwDQY JKoZIhveNAQEBBQADSWAWSAJBALGNPT
y3avNgbubx+ESmD4LV1LQGfcSh8nehEOIXGwWmCPIrhTP87PaA0XvGpVvRQUj



CGStrlQsd8lcYVVkOaytNUCAWEAAaAAMAOGCSqGSIb3aDQEBBAUAAOEAXC
Msa8eXghG2ZhVyFkRVrl4vhaN39/QJc9BrRh2nOTKgfMcT9h+1XXO0WNRQ9/SIG
V1y3+3abNiJmJBWnJ8Bg==

2. Registration process
To obtain a server certificate please contact us.

3. Installing a server certificate
You will then receive an e-mail message confirming the server certificate approval, a
message including a few links and a code under the following form:

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIByDCCATECAQAWQYgxCzAJBgNVBAYTAIVTMREWDwWYDVQQIEwhWaXJna
W5pYTEQMA4GALIUEBXMHUMOhbmIrZTEMMCQGALUEChMdTmV3IENIbnR1cn
kgVGVjaG5vhG9zIEIuYy4xDzANBgNVBASTBK5DVGIuYzEbMBKkGA1UEAXQSd3d
3Lm5Id2NIbnRIY2guY29tMIGeMAOGCSqGSIh3aDQEBAQUA4AGMADCBIAKBgFHd
Q2up+9Z06F8pVTCIR00jOABFX6mMLACc66JhUV6QGIel37ILciLpgvDwvg+TyiSuThrua+
B2zmgMnprOAkpN2ngle0inHTR29vchjUNiIMSkaxZHN/NQISSKwQbCB9d6 TIBUeRz
GGfULpSF8dhITfcl4krbEEITY/r1l/kCGmnSBAgMBAAGgADANBgkghkiGOWOBAQQ
FAAOBgQAgOn0at4100hHNKEzVgEIu0alw10AL37gxgJIBfInLD+7COh8UKOUFPyrC
2DBwP3kJkzGRFDLJiwshV3yPuGMOaqY cTLB8/DK553TyuLR2FIftr4oxKZ6wT8D8v
38als1D+1owU20ChzA7Ur0YBgrnQdD2PnTv/XpHtAAr+M4oez==MIIByDCCATEC
AQAwQgYgxCzAIBgNVBAYTAIVTMREWDwWY DVQQIEwWhWaXJInaW5pYTEQMA4G
ALUEBXMHUM9hbmOrZTEmMMCQGALIUEChMdTmV3IENIbnR1cnkgVGVjaG5vbG9
zIEluYy4xDzANBgNVBASTBK5DVGIuYzZEbMBKkGALIUEAXQSA3d3Lm5Id2NIbnRIY
2g9uY29tMIGeMAOGCSqgGSIb3aDQEBAQUAA4AGMADCBIAKBgFHAQ2up+9Z06F8p
VfCI9R00j0A8FX6mLAc66JhUv6QGIlel37ILciLpgvDwvg+Tyi5uThrua+B2zmgMnprOAk
pN2ngle0inHTR29vchjUNiMSkaxZHN/NQISSKwQbCB9d6 TIBUeRzGGfULpSF8dhIT
fcl4krbEE9TY/rl/kCGmnSBAgMBAAGgADANBgkghkiGOWOBAQQFAAOBGQAQgON
0at4100hHNKEzVgEIu0alwl10AL37gxgJIBfInLD+7CO0h8UKOUFPyrC2DBwP3kJkzGR
FDLJiwshV3yPuGMOaqY cTLB8/DK553TyuLR2FIftr4oxKZ6wT8D8v38als1D+1lowU
20CbzA7Ur0YBqrnQdD2PnTv/XpHtAAr+M4oez==

----- END NEW CERTIFICATE REQUEST-----

You will copy this text (including the first line “-----BEGIN NEW
CERTIFICATE REQUEST-----“and the last one “-----END NEW CERTIFICATE
REQUEST-----") in a crt file, e.g. numecertificat.crt

The following lines of the httpd.conf (or ssl.conf, depending on the Apache
version) setup file need to include no comments, and the paths have to match:

SSL CertificateFile /etc/httpd/conf/ssl.crt/numecertificat.crt

SSL CertificateKeyFile /etc/httpd/conf/ssl.key/numecertificat.key

Restart the Apache server using “apachectl stop” and then “apachectl start”.

When restarting the httpd server, insert the private key password (generated upon
the creation of the private key and of the csr).


http://www.digisign.ro/en/contact

Warning: Upon each httpd restart, the password is requested.
Warning: You need to carefully set the numecertificat.key file rights as the server
identity security depends on the file’s security level.(chown root:root, chmod 600).



