Instructiuni pentru obtinerea unui certificat de server pentru IIS
(Secure Server ID’s sau Global Server ID’s)

1. Generarea fisierului CSR (Certificate Signing Request)

Deschideti Internet Services Manager din Administrative Tools. Selectati site-ul
dumneavoastra pentru care doriti sa faceti cererea pentru certificate si faceti click dreapta.
Deschideti fereastra de proprietati.
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Pe optiunea Directory Security faceti click pe butonul "Server Certificate" 1n
sectiunea “Secure communications”. Daca nu ati folosit aceasta optiune inainte, butonul
"Edit" nu va fi activ.



Default Web Site Properties




Selectati optiunea "Create a new certificate".

IIS Certificate Wizard

Server Certificate
Therz are three methods for assigning a certificate to a'wWeb site.

Select the method you want to use for this web site:

= Lreate a new certificate.

(™ Assign an existing certificzte

" |mport a certificate from a <ey Manager backup file

Trimiterea cererii (CSR) se va trimite numai online (procesul de inregistrare online) si nu
prin e-mail.

IIS Certificate Wizard

Delayed or Immediate Request

You can prepare a request to be sent later, or you can send one
immediately.

Do sou warit to prepare a certificate request to be sent later, or do you wantto send it
immediately to an online certfication authority?

% Prepare the request now, but send it later

€ Sendithe requestimmedistely ta-ar online certification suthorit



Veti decide care este numele certificatului si veti seta puterea de criptare a cheii private (
in acest caz 1024).

IIS Certificate Wizard ' x|

Name and Security Settings

Your new certificate must have a name and a specific bit length.

Type a:name for the new certificate. The name should be easy for vou to refer to and
remember..

Nane:
XYZ Enterprises Cerfificate

The hit length af the enrspptinn key determines the rertificate’s encipplinn steength
The greater the bit lenath, the stronger the security. However, a greater bit lenath may
decrease performance.

Bitlength:
¥

I~ Server Gated Cryptography [SGC) certificate (for export versions only)
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Acum ati creat perechea de chei publicd/privatd. Cheia privata este stocatd local pe
serverul dumneavoastra, partea publica este trimisa la Adacom 1n forma unui fisier CSR
(Certificate Signing Request).

Veti genera acum fisierul CSR. Aceste informatii vor apdrea in certificatul
dumneavoastra. Figierul CSR este folosit numai pentru solicitarea certificatului. Nu
stergeti nici un caracter din acest figier pentru ca certificatul dumneavoastra nu va mai
putea functiona. Nu utilizati urmatoarele caractere: ! @ #$ % " * ()~ ?2><&/\
Introduceti numele companiei dumneavoastra si numele departamentului in



campurile in care se solicita acest lucru. Campul “Organization” trebuie sd contina
numele oficial si intreg care apare pe documentul de Inregistrare al companiei.

IIS Cerlificale Wizard e

Organization Information
You certihcate must include intormation about your argarization that
diztinguizhcs it from other organizations,

Selecl w lpe you Uiganizaiun's naine gand yow wisaricational unit. This is spically e
leqdA name nf ynur nrganization and the name nf yonr divisinn nr department

Far lurther infarmation, conzalt certification authority’s Web site.

Organization:
|xvz Enterprises |

Mrganizatinnal pnit
E -Lomme Departmant e I

In campul “Common Name”introduceti numele corect al domeniului pe care il
folositi.

TIS ertifiralte Wizard =
Your Site’s I .Jnmmnn HName
t'our wWeb site's common name is its fully qualified domain name.

!

Type the common name for your site. |f the serveris on the Intemet, use a valid DNS
naiie: 1 e sevve s un e inbane pou ey prele o use e conpule''s NelBlos
name

1f the common name changes, you will need to obtain a new certificate.

LCommon name:

|seCure xyscun

Introduceti apoi detalii privind zona geografica cum ar fi tara, statul sau
provincial si orasul sau localitatea.

1S Cerlifin al = Wizacl 3

Geographical Information
The ceartification authority requires the following geographical information.

Country/region:
{US |United States| =]

Slalepunovien i
ICaIifomia ZI

Citp/locality:
|SanJose >

State/province and City/locality must be complete, official names and may not contain
Al nrviatine s



Introduceti apoi informatiile de contact, informatii pe care le veti mai introduce 0
data prin procesul de inregistrare. Trebuie sa contina date corecte.

1IS Certificate Wizard i

Contact Information

This information will allow the certification authority to contact you in case
there are any questions.

Type the contact information for your site. The contact person should be the
administrator requesting the certificate.

Full name:
{John Doe ~|

E-mail address:

|jdoe@xyz.com ~|

Phone number:
|777 888 939 pa|

Alegeti un nume si o locatie pentru acest fisier pe care va trebui sa-1 deschideti in
Notepad. Fisierul va arata aproximativ asa:

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIByDCCATECAQAwgYgxCzAJBgNVBAYTAIVTMREwWDwWYDVQQIEwhWa
XInaW5pYTEQMA4GALIUEBXMHUMOhbmIrZTEmMMCQGALUEChMdTmV3IEN
IbnR1cnkgVGVjaG5vbG9naWVzIEIuYy4xDzANBgNVBAsSTBk5DVGIuYzEbMBK
GA1UEAXQSd3d3Lm5Id2NIbnRIY2guY29tMIGeMAOGCSqGSIh3aDQEBAQUAA
4GMADCBIAKBgFHdQ2up+9Z06F8pVfCIR00j0A8FX6mLdc66JhUv6QGIel37ILc
iLpgvDwvg+Tyi5uThrua+B2zmgMnprOAkpN2ngleOinHTR29vchjUNiMSkaxZHN/
NQISSKwQbCB9d6TIBUeRzGGfULpSF8dhITfcl4krbEEITY/r1/kCGmnSBAgMB
AAGgADANBgkghkiGOWOBAQQFAAOBgQAgON0at4100hHNKEzVgEIuOalw10
AL37gxgJIBfInLD+7COh8UKOUFPyrC2DBwP3kJkzGRFDLJiwshV3yPuGMOaqY
CTLB8/DK553TyuLR2FIftr4doxKZ6wT8D8v38als1D+1owU20ChzA7Ur0YBqgrnQd
D2PnTv/XpHtAAr+M4oez==

----- END NEW CERTIFICATE REQUEST-----

Continutul acestui fisier trebuie copiat si lipit in formularul online. Odata trimis, nu
mai aveti nevoie de acest fisier.

IIS Certificate Wizard e

Certificate Request File Name
You certificate request is saved as a text file with the file name you
specify.

Enter a file name for the cerificate request.

File name:

Browse...




Vi se solicitd apoi sa confirmati datele introduce, apasati butonul Next.
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Compleling the Web Server
Certificate Wizard

You have successfully completed the Web Server
Cartificate wizard. A certificate request was created and
saved to the file

d:hcertreq.txt

send ore-mail this hle to your certiication authonty, who will
send you a respanse file containing your new certificate,
Restart this wizard ta attach the new certificate to your

[or a list of certilication authorities who offer services for
Miciusull products,

click here.

To close this wizard, click Finish.

2. Procesul de inregistrare




Pentru obtinerea unui certificat de server va rugam sa ne contactati.


http://www.digisign.ro/ro/contact

