Instructions for obtaining 11S server certificates
(Secure Server IDs or Global Server IDs)

1. CSR (Certificate Signing Request) file generation

Open Internet Services Manager in Administrative Tools. Select the site for which you
want to submit the certification request and click right.

Open the properties window.
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Under Directory Security click "Server Certificate” in “Secure communications”
tab. If you haven’t used this option before, the "Edit" button will not be active.



Default Web Site Properties




Select "Create a new certificate".

IIS Certificate Wizard

Server Certificate
Therz are three methods for assigning a certificate to a'wWeb site.

Select the method you want to use for this web site:

= Lreate a new certificate.

(™ Assign an existing certificzte

" |mport a certificate from a <ey Manager backup file

The request (CSR) will only be sent online (online registration process), not by e-mail.

IIS Certificate Wizard

Delayed or Inmediate Request

You can prepare a request to be sent later, or you can send one
immediately.

Do you warit to prepare a certificate request to be sent later, or do you wantta send it
immediately to an online certfication authority?

(% Prepare the request now, but send it later

€ Send the requestimmedistely to-aronline ceftification authority



You will set the certificate name and set the private key encryption strength (in this case,
1024).

IIS Certificate Wizard ' x|

Name and Security Settings

Your new certificate must have a name and a specific bit length.

Type a:name for the new certificate. The name should be easy for vou to refer to and
remember..

Nane:
XYZ Enterprises Cerfificate

The hit length af the enrspptinn key determines the rertificate’s encipplinn steength
The greater the bit lenath, the stronger the security. However, a greater bit lenath may
decrease performance.

Bitlength:
¥

I~ Server Gated Cryptography [SGC) certificate (for export versions only)

< Back I Next > I Carcel

You have now created the public/private keys pair. The private key is locally stored on
your server, the public key is sent to Adacom as a CSR (Certificate Signing Request) file.
You will now generate the CSR file. This data will appear on your certificate. The CSR
fie is only used for the certificate request. Do not erase any of the characters in this file as
your certificate will not be operational if you do. Do not use the following characters: ! @
#$S%N*()~?2><&/\

Enter your company’s name and the name of the department in

the relevant fields. The “Organization” field must include the official and full name of the
company, as present on the registration document thereof.

I1S Cerlificale Wizard .

Organization Information
You certihcate must include imtormation about your orgarization that
diztinguizhcz it from other organizations,

Selecl u lype puw viganizaiun's naine dand you vigarizalivngl unit. This s ypically e
legdA name nf pour nrganization And the names nf panr divizinn nr department

For lurther information, conz.lt certification authority's Web zite.

Organization:
|xvz Erterprises ~|

Mrganizatinnal pnit:

E-Lommerce




In the “Common Name” field, enter the correct name of the domain you use.

TIS rertifirale Wizard =
Your Site’s I .Jnmmnn HName
t'our Web site's common name is its fully qualified domain name.

Type the common name for your site. If the serveris on the Internet, use a valid DING
miane. 1 The sever is un b inbanet you ey pelen oouse the conpuler's NetBlOS
name:

1f the common name changes, you will need to obtain a hew certificate.

Common name:

|seLure xy oo

The, enter details on the geographical area, such as the country, state or province and the
town or locality.

TS Cerlifin al = Wizacl

Geographical Information -
The certification authority requires the following geographical information.

Country/region:
{US |United States| =]

Slaledpuvien
|California B3|

City/locality:
|SanJose |

State/province and City/locality must be complete, official names and may not contain
Al nrsialine



The, enter the contact data, which you shall re-enter during the registration process. Make
sure that the entered data are accurate.

1IS Certificate Wizard i

Contact Information

This information will allow the certification authority to contact you in case
there are any questions.

Type the contact information for your site. The contact person should be the
administrator requesting the certificate.

Full name:

{John Doe ~|
E-mail address:

|jdoe@xyz.com ~|

Phone number:
|777 888 939 pa|

Select a name and a location for this file that you will have to open in Notepad. The file
will approximately look like this:

----- BEGIN NEW CERTIFICATE REQUEST-----
MIIByDCCATECAQAwgYgxCzAJBgNVBAYTAIVTMREwWDwWYDVQQIEwhWa
XJInaWspYTEQMA4GALIUEBXMHUM9hbmIrZTEmMCQGALUEChMdTmV3IEN
IbnR1cnkgVGVjaG5vbG9naWVzIEIuYy4xDzANBgNVBAsSTBk5DVGIuYzEbMBK
GALUEAXQSd3d3Lm5Id2NIbnRIY2guY 29tMIGeMAOGCSqGSIh3aDQEBAQUAA
4GMADCBIAKBgFHdQ2up+9Z06F8pVfCIR00j0A8FX6mLdc66JhUv6QGIel37ILc
iLpgvDwvg+Tyi5uThrua+B2zmgMnprOAkpN2ngleOinHTR29vchjUNiMSkaxZHN/
NQISSKwQbCB9d6TIBUeRzGGfULpSF8dhITfcl4krbEEITY/r1/kCGmnSBAgMB
AAGgADANBgkghkiGOWOBAQQFAAOBgQAgON0at4100hHNKEzVgEIuOalw10
AL37gxgJIBfInLD+7COh8UKOUFPyrC2DBwP3kJkzGRFDLJiwshV3yPuGMOaqY
cTLB8/DK553TyuLR2FIftrdoxKZ6wT8D8v38als1D+1owU20ChzA7Ur0YBgrnQd
D2PnTv/XpHtAAr+M4oez==

----- END NEW CERTIFICATE REQUEST-----

The content of the file has to be copied and pasted in the online form. After you send it,
you no longer need this file.

IIS Certificate Wizard e

Certificate Request File Name
You certificate request is saved as a text file with the file name you
specify.

Enter a file name for the cerificate request.

File name:

Browse...




You will then be prompted to onform the entered data. Click Next.
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To end the generation process, click Finish

IIS Certificate Wizard

2. Registration process

Compleling the Web Server
Certificate Wizard

You have successfully completed the Web Server
Cartificate wizard. A certificate request was created and
saved to the file

d:hcertreq.txt

send ore-mail this hle to your certiication authonty, who will
send you a respanse file containing your new certificate,
Restart this wizard ta attach the new certificate to your

[or a list of certilication authorities who offer services for
Miciusull products,

click here.

To close this wizard, click Finish.




In order to obtain a server certificate please contact us.


http://www.digisign.ro/en/contact

