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The Parliament of Romania passes this law. 

 
 
CHAP. 1 – GENERAL PROVISIONS 

 
 
ART. 1 

 
 
This law regulates the generation, storage, access and use of electronic documents archived 

or that are to be archived in electronic archives. 

 
ART. 2 

 
 
The archiving processing of electronic documents is performed in compliance with the 

provisions under the National Archives Law no. 16/1996, as further amended and 

supplemented, as well as with the regulations in force on the storage, access and security of 

public or private information. 

 
CHAP. 2 - DEFINITIONS 

 
 
ART. 3 

 
 
For the purposes of this law, the terms and notions below shall be understood as follows: 

 
 

1. a) electronic archives administrator – natural or legal person accredited by the 

specialized regulatory and monitoring authority to administer the electronic archiving 

system and the documents archived in the electronic archives; 

 
2. b) electronic archives – the electronic archiving system, along with all archived electronic 

documents; 

3. c) electronic archiving services provider – any and all natural or legal persons, 

accredited to provide electronic archiving services; 

4. d) storage medium – any and all media allowing for the writing or reproducing of 



electronic documents; 

5. e) electronic message – electronic document including identification data on the 

sender, receiver, as well as on the sending time, created in order to remotely send 

information using electronic means; 

6. f) document access terms – the access level allowed by the holder of the right to dispose 

of the document; 

7. g) electronic archiving system – electronic IT system dedicated to the collection, 

storage, organization and categorizing of electronic documents in order to store, 

access and edit them; 

8. h) holder of the right to dispose of the document – natural or legal person owner or, as 

the case may be, issuer of the document, entitled to set and change the document access 

terms, according to the laws in force. 

 

CAP. 3 – PROVISION OF ELECTRONIC DOCUMENTS ARCHIVING SERVICES 
 
 
ART. 4 

 
 
Any and all individual or legal persons are entitled to submit electronic documents for 

storage in electronic archives, according to the provisions under this law. 

 
ART. 5 

 
 
The provision of electronic archiving services is not subject to prior authorization and is 

carried out according to the principles of free and loyal competition, in compliance with the 

regulations in force. 

 
ART. 6 

 
 

1. (1) 30 days prior to the commencement of electronic documents archiving 

operations, the parties  intending to supply electronic archiving services are bound to 

inform the specialized regulatory and  monitoring authority on the commencement 

date of such operations. 

2. (2) Once the notification stipulated under paragraph (1) is sent, the electronic archives 

administrator is bound to communicate to the specialized regulatory and monitoring 



authority all information related to the security and preservation procedure employed, 

as well as on any and all information requested by the specialized regulatory and 

monitoring authority. 

3. (3) The electronic archives administrator shall be bound to inform the specialized 

regulatory and monitoring authority, at least 10 days in advance, on any and all 

intentions to change the security and storage procedures, indicating the date and time 

on which the modification is to be implemented. The administrator shall also be 

bound to confirm the respective modification, within 24 hours. 

4. (4) In emergency situations, where the security of archiving services is affected, the 

electronic  archives administrator may modify the security and storage 

procedure, informing the specialized  monitoring and regulatory authority, within 24 

hours, on the changes performed and the grounds of  the decision made. 

5. (5) The electronic archives administrator shall be bound to observe, in the performance 

of its activity, the security and storage procedures declared according to para. (2) - (4). 

 

CAP. 4 – GENERATION OF 

ELECTRONIC ARCHIVES  

ART. 7 

The inclusion of electronic documents in electronic archives is subject to the 

observance of the following requirements: 

 

1. a) the electronic documents shall be signed using the electronic signature of the 

holder of the right to dispose of the document, hereinafter referred to as electronic 

signature; 

2. b) the electronic signature of the holder of the right to dispose of the document shall be 

valid; 
 

3. c) the submission of the encryption and decryption key for all encrypted documents 

subject to the National Archives Laws no. 16/1996, as further amended and supplemented; 

 
4. d) transmission of information stipulated under art. 8 para. (2). 

 
 



ART. 8 
 
 

1. (1) The electronic document compliant with the provisions under art. 7 shall be 

electronically signed by the electronic archives’ administrator, using an electronic 

signature that shall also attest the value of the respective document as an original or 

copy, according to the decision of the right to dispose of the document. The electronic 

document thus identified shall be stored in the location set by the electronic archives’ 

administrator. 

 
2. (2) The electronic archives’ administrator shall attach, for each archived electronic 

document, an electronic sheet, including the following information: 

1. a) the owner of the electronic document; 
 

2. b) the issuer of the electronic document; 
 

3. c) the holder of the right to dispose of the document; 
 

4. d) the history of the electronic document; 
 

5. e) the type of electronic document; 
 

6. f) the classification level of the electronic document; 
 

7. g) the digital format the electronic document is archived in; 
 

8. h) the key words required for the identification of the electronic document; 
 

9. i) physical storage medium localization elements; 
 

10.  j) sole identifier of the electronic document within the electronic archives; 
 

11.  k) document's issue date; 
 

12.  l) archiving date; 

13.  m) document’s maintenance term. 
 

3. (3) If the electronic document was generated through the transfer of information from 

analog to a digital support, the sheet shall include the following additional information: 

1. a) references to the owner of the original and the location of the original; 
 

2. b) transfer method used; 
 

3. c) hardware used; 
 

4. d) software used. 
 
 
 

 

 

 



ART. 9 
 

1. (1) The electronic archives administrator shall be bound to register and maintain the 

records of all electronic documents in the electronic archives, in an electronic 

register. 

2. (2) The electronic archives register shall be accessible for the public only for the 

documents for which the holder of the right to dispose of the document has set the public 

access option. 

 
3. (3) The reference in the archives register to a classified document can be obtained 

depending on the applicant’s access rights. 

 
 
ART. 10 

 
 

1. (1) The electronic archives’ administrator shall hold the financial resources required to 

cover the prejudice that could incur in the performance of the electronic archiving 

operations. The protection method shall be set through a decision of the specialized 

regulatory and supervision authority. 

2. (2) If the electronic archives include or shall include classified documents, the 

electronic archives administrator shall observe the legal conditions on the 

protection of classified information. 

 

ART. 11 
 
 
The sheet accompanying the document shall be archived separately from the document and 

recorded in the electronic archives register. If the sheet refers to a classified document, the 

register reference shall be encrypted. 

 
 

 

 

 

 



CAP. 5 – ELECTRONIC ARCHIVES 

STORAGE 

ART. 12 

1. (1) The electronic archives’ administrator is bound to maintain the source code of all 

software used in the development and use of electronic archives, in electronically 

signed and classified files, as the case may be. 

2.(2) The electronic archives’ administrator is bound to submit with the National Archives a 

copy of the code source of any and all software used in the development and use of the 

electronic archives. 

 
3. (3) If the electronic archives administrator does not the source code, the provisions 

under para. (1) 
 

and (2) shall apply for the exe source code. 
 
 
ART. 13 

 
 

1. (1) The electronic archives administrator shall be bound to provide maintenance and 

software allowing for the conversion of any and all electronic documents, archived in 

the format in which it was generated, into a format allowing for viewing, reproduction 

and storage of the respective document, according to the commonly used technologies. 

2.(2) If a document generated in a format that cannot be identified by the products in the 

algorithms and software library is archived, the electronic archives administrator shall be 

bound to add in the library a description of the format thereof upon archiving, as well as 

the software with which the document was generated and can be viewed. 

 
 
CAP. 6 – ACCESSING 

ELECTRONIC ARCHIVES ART. 14 

 
1. (1) The electronic documents access conditions, as well as the editing thereof shall be 

exclusively set by the holder of the right to dispose of the document, through an act, to 

be signed both by the holder of the right to dispose of the document, and by the 

electronic archives’ administrator. 



2. (2) The electronic document access conditions, set according to paragraph (1), shall be 

included in the document’s electronic sheet, and the act setting these conditions, 

electronically generated or converted into electronic format, shall be attached to the 

archived document. 

3. (3) The electronic archives' administrator is bound to observe the document access 

conditions, set according to para. (1), both upon archiving and upon the granting of 

access to the electronic document in the archives. 

 
4. (4) The liability for setting the access conditions to an electronic document 

exclusively rests with the holder of the right to dispose of the document, and the 

liability for the observance of the electronic document access conditions, both upon 

archiving and upon the granting of the right to access the document, rests with the 

electronic archives administrator. 

ART. 15 
 
 
The electronic archives administrator shall ensure the permanent or upon request access, for 

each electronic document, according to the provisions under art. 14 and the laws in force.  

 
ART. 16 

 
 
The electronic archived administrator has the following obligations: 

 
 

1. a) to maintain the electronic archives; 
 

2. b) to generate backup electronic archives, including all archived electronic 

documents and which is permanently updated off-line; 

3. c) to use a homologated security system, guaranteeing for the integrity, security and, if 

applicable, confidentiality of archived electronic documents; 

4. d) to ensure the viewing of any and all electronic documents in the archives; 
 

5. e) to ensure the destruction of documents the archiving period whereof expired; 
 

6. f) to notify the specialized regulatory and monitoring authority, at least 60 days in 

advance, on the intention to terminate activity, except for force majeure events. In this 

latter case, the electronic archives administrator is bound to transfer the electronic 

archives to another electronic archiving services provider, with the approval of the 



specialized regulatory and supervision authority. 

 

ART. 17 
 
 

1. (1) Electronic archives are stored in datacenters subjected to prior authorization, in 

compliance with the legal norms in force on the assurance of: 

 
1. a) integrity and security of electronic documents; 

 
2.   b) security and integrity of the area occupied by the equipment hosting the 

electronic archives; 
 

3. c) recovery of information pursuant to natural disaster, according to the 

regulations in force. 
 

2. (2) Within 90 days from the enforcement date of this law, the competent 

regulatory and supervising authority shall issue methodology norms on the 

authorization of datacenters. 

 
 
CAP. 7 – OFFENCES AND CONTRAVENTIONS 

 
 
ART. 18 

 
 
Failure to observe the provisions under this law triggers, as the case may be, contraventional, 

civil or criminal liability. 

 

ART. 19 
 
 
The disclosure of the encryption key by the electronic archives administrator represents 

an offence and it is punished with imprisonment, ranging between 1 and 3 years. 

 
ART. 20 

 
 
Unauthorized access to the documents in the electronic archives constitutes offence and is 

punished with imprisonment ranging between 3 months and 3 years. 

 
ART. 21 

 
 
Unauthorized copying of the documents in the electronic archives represents offence and 

is punished with imprisonment ranging between 1 and 12 years. 

 
ART. 22 

 
 
Unauthorized editing of the documents in the electronic archives represents offence and is 



punished with imprisonment ranging between 1 and 15 years. 

 
ART. 23 

 
 
The destruction of the electronic archives represents offence and is punished with 

imprisonment ranging between 6 and 15 years. 
 
 
ART. 24 

 
According to the law, if the electronic administrator’s failure to comply with the provisions 

under art. 6, 8, 9, 11, 15 and 16 does not represent an offence, it shall be regarded as 

contravention. 

 
ART. 25 

 
 
The cases of contravention under art. 24 shall be sanctions with fees ranging between 3,000 

RON and 10,000 RON. 
 
 
ART. 26 

 
 

1. (1) The acknowledgement of the cases of contravention and the application of the 

sanctions stipulated under this chapter rest with the management personnel within the 

specialized regulatory and monitoring authority. 

2. (2) The provisions under the Government Ordinance no. 2/2001 regulating cases of 

contravention, approved as further amended and supplemented through the Law no. 

180/2002, as further amended and supplemented shall apply to the cases of 

contravention stipulated under this chapter. 

 
ART. 27 
 

1. (1) The liability for the application of the provisions under this law and of the related 

regulations rests with the specialized regulatory and monitoring authority, stipulated 

under chapter IV from the Law no. 455/2001 on electronic signatures. 

 
2. (2) Within 3 months from the enforcement date of this law, the specialized regulatory 

and monitoring authority, together with the National Archives, shall draft regulations 

and methodologies for the application of this law, the procedure for the granting, 

suspension, withdrawal of the electronic archives’ administrator accreditation decision, 

as well as of the datacenters' authorizations. 



This law was passed by the Parliament of Romania, in compliance with the provisions under art. 

75 and 76 paragraph (1) from the Romanian Constitution, as republished.  
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