In vederea folosirii certificatului digital va rugam sa urmati instructiunile din acest manual. Nerespectare acestor specificatii va duce la intarzierea folosirii cu
success a certificatului.

1.  Asigurati-va ca sistemul dumneavoastra de operare este updatat la zi
Urmati procedurile de pe site-ul Microsoft in vederea instalarii ultimele update-uri aferente sistemului dumneavoastra de operare sau a browser-ului Internet Explorer.

2. Instalarea softurilor necesare folosirii dispozitivului si a semnaturii electronice.
Pentru a putea folosii dispozitivul securizat pe care se afla stocata semnatura electronica extinsa (certificatul digital calificat), trebuie sa instalati lantul de incredere
aferent autoritati care I-a emis, precum si driverul dipozitivului.
3. Lantincredere.
a.  Varugam sa urmati link-ul : http://www.digisign.ro/uploads/cert.zip

b.  Sealege butonul

File Download - Security Warning ) N 1[

Do you want to run or save this file?

|j Mame: cert.exe
Tvpe: Application, 93.4KE

From: v, digisign.ro

‘whhile files from the Internet can be useful, this file type can
potentially harm your computer. |f pou do not tust the source, do not
Tuh or save this software. What's the risk?

c.  Sealege butonul
x|

The publisher could not be verified. Are you sure you want to run this
software?

Mame: cerk.exe

Publisher: Unknown Publisher

should only run software from publishers you trust, How can T decide what

@ This file does not have a valid digital signature that verifies its publisher. You
software bo run?

d.  Se alege butonul |Inslall

WinRAR self-extracting archive

=10] x|

s Press Install button to start extraction.

e Use Browse button to select the destination folder
from the folders tree. It can be also entered
manually.

o If the destination folder does not exist, it will be
created automatically before extraction.

Diestination folder

Installation progress

[ Imstall I] Cancel |

e.  Dupa caz se alege butonul [Yeg sau [Yes to All
Confirm file replace x|

The fallowing file already exists
certmars. exe

‘would you like ta replace the existing file

53152 bytes
modified on 3/23/2005 5:56 PM

with this one ?
% 59,152 bytes
modified on 9/23/2005 7:56 A

Yes to &l ] Hename
Mo to Al LCancel
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f.  Sealege butonul
Ceruficate Import Wizard =

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revacation lists from yaour diskta a
certificate stare,

A certficate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
conneckions, & certificate store is the system area where
cettificates are kept.

Ta continue, click Mext,

Cancel |

g. IMPORTANT : Asigurati-va ca executabilul a fost instalat cu success.

i i
EN C\Windows\system32\icmd.exe - ta=l] .@_ _‘X_
CertMgr Succeeded
IlCertMgr Succeeded
CertMgr Succeeded

In cazul in care apare mesajul @IYI@REUIEN , trebuie sa rulati din nou lantul de incredere din contul de administrator, dezactivand inainte antivirusul.

h.  Se lasa bifat campul e/Automatically] si apoi se alege butonul [Next>|
e |

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windaws can automatically select a certificate stare, or you can specify a location For

[ & Automatically seleck the certificate store based on the kype of certificate: ]

" Place all cettificates in the Following store

< Back. I Mext = I Cancel

Certificate Import Wizard Tl x|

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Import
wizard.

You have specified the Fallowing settings:

Certificate Store Selected  Automatically determined by t
Conkent PKICS #7 Certificates

File Name digisign.p7b

< i B

< Back. I Finish I Cancel |

j-  Sealege butonul [OK]

Certificate Impor 23l x|

\14) The impart was successful,




4.

Instalare driver si utilitar Aladdin eToken PRO 32K.

a.

Va rugam sa alegeti driverul in functie de sistemul de operare folosit:
i. 32 biti : http://www.digisign.ro/uploads/rte_4_00.zip
ii. 64 biti : http://www.digisign.ro/uploads/rte_4 55_x64.zip
OBS: A nu se introduce dispozitivul in exetensia USB.

Se alege butonul

File Download - Security Warning [ 5[

Do you want to run or save this file?

Mare: rke_4_00.msi
Type: ‘windows Installer Fackage, 7.47ME

Fram: - v, digisign.ro

Run | Save

“w'hile files from the [nternet can be useful, this file type can
poatentially harm pour computer. [f pou da not trust the source, da not
run or save this software. What's the risk?

Se alege butonul
ntermetExpores s e S &

The publisher could not be verified. Are you sure you want to run this
software?

Hame; rts_4_00.msi

Publisher: Unknown Publisher

Run

should only run software from publishers you trust. How can 1 deride what

@ This file does not have  valid digital signature that verifies its publsher, Vou
software to run?

Se alege butonul
I
¢Token

Welcome to the eToken PKI
Client 4.00 Installation Wizard

The Setup Wizard will install eToken PKI Client
4.00 on your computer.
eToken Click Mesxt to continue or Cancel to exit the Setup

P KI Wizard,
Client:

8o |[THes ] | cencel |

Se bifeaza campul e[l accespt the license agreement si apoi se alege butonul

eToken PKI Client 4.00 Setup 3 P[]

End-User License Agreement
y ETO‘i(en Pleass read the following license agresment carefully
ALADDIN KNOWLEDGE SYSTEMS LTD. = |

eTOKEN ENTERPRISE END USER LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT
CAREFULLY BEFORE OPENING THE PACKAGE AND/OR USING
THE CONTENTS THEREOF AND/OR. BEFORE DOWNLOADING OR
INSTALLING THE SOFTWARE PROGRAM. ALL ORDERS FOR AND
USE OF THE ¢TOKEN ENTERFPRISE PRODUCTS (incliding without
liritation, Lbraries, utilities, diskettes, CD-ROM, eToken™ keys and the

torhnical d w (harsinafter "Deadnet QITDDTTRT T
& 1 acceptthe license agreement;
do niof scoept the foense agreement
< Back Newt> | Cancel

Se alege butonul

B
eToken

eToken PKI Client 4.00 has been
successfully installed.

Click the Finish button to exit this installation,

eToken

PKl...

< Back LCange|
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5.  Obtinerea parolei dispozitivului

a. INAINTE DE INTRODUCEREA DISPOZITIVULUI iN CALCULATOR, SOLICITATI PAROLA DE ACCES ( CODUL PIN ) la
urmatoarea adresa de e-mail : acceptare@digisign.ro sau la numere de telefon: 031.620.1286 / 031.620.1288
Atat in e-mail cat si la telefon va trebuie sa furnizati datele de identificare pe care le-ati furnizat in declaratia datd:Nume si prenume, CNP,
institutia.
6. Folosirea utilitarului:

a.  Seintroduce dispozitivul in extensia USB.

b.  Din meniul Start al Windows-ului se alege All Programs, eToken, eToken Properties
— = [isigner ,
n ] 7 NG-FLASH Partition »

Lag Off @ Turn OFF] =

lﬁstart EE] Manual Aladdin eToke PR... | @ Lantul de incredere - Win. .. | I3 Manual eToken |

eToken Propetties

c.  Seva deschide Panoul de comanda al utilitarului OBS :
ol

. ' .
eToken Home Refresh About Help X

Optiuni avansate

Redenumeste dispozitiv

Rename sTcken —
2 Fansms the eTaken

S ok ‘Schimabare parola

Change Password %

Change the T oken password

Urlock eToken
k Unlack the eTaken
Wiew eToken Info

Wiew the eToken’s information

Aladdin

d. Rename eToken (functia de schimbare a numelui dispozitivului — personalizare). Aceasta functie este optionala. Se alege butonul Rename
eToken. In campul Password se va introduce parola obtinuta anterior.
IMPORTANT: In cazul in care parola este introdusa gresit de mai mult de 15 ori consecutiv, dispozitivul se va bloca. NU EXISTA

posibilitatea de deblocare.
x

Log On to eToken eTOi(e n

Enter eToken password

eToken Name: | eloken

Passward  [Parola (PIN-ul) dispozitivului
Current Language: EM

ok, Cancel

Daca parola este cea corecta, continuati prin apasarea butonului @

x

Log On to eToken eTOi(e n

Enter eToken password

eToken Name: | eloken

Pazsword: I xxxxxxxxxx

Current Language: EM

:7 0K ] Cancel 7|

In campul eToken Name se va introduce redenumirea/personalizarea dorita de catre user.
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IMPORTANT:

S.C. DigiSign S.A. elibereaza certificate digitale calificate conform Legii 455/2001(Legea semnaturii electronice). Aceste certifcate calificate pot fi utilizate in mai
multe sisteme (de exemplu: ANAF, CNVM, ONRC, CSSPP, AEGRM, CSA-CEDAM, SEAP), unde S.C.DigiSign S.A.nu este operator si nu are posibilitaatea de a
va acorda consultanta/sprijin pentru utilizarea facilitatilor acestor sisteme care apartin unor institutii ale statului. Pentru a beneficia de accesul in aceste sisteme, precum
si modalitatea de utilizare acertificatului digital calificat obtinut, in cadrul acestora, va rugam sa contactati administratorii respectivelor sisteme.

Link-uri utile:

Srenomeetaken x

Rename eToken eTOi(en

T oken Mame: | Mume si prenume / alias / st

‘Y'ou can use this name to identify your eToken

o || ceneel |

Change Password (functia de schimbare a parolei). Aceasta functie este recomandata.
OBS: la schimbarea parolei, utilitarul va obliga user-ul sa introduca o noua parola care

(alfanumeric).

IMPORTANT: In cazul in care parola este introdusa gresit de mai mult de 15 ori consecutiv, dispozitivul se va bloca. NU EXISTA

posibilitatea de deblocare.

sa corespunda urmatoarelor crietrii : numar
minim de caractere 6; numar maxim de caractere 24; parola trebuie sa contina minim o litera mica, minim o litera mare, minim o cifra

In primul camp se va introduce parola curenta pe care ati obtinut-o de la DigiSign.

In campul al doilea se va introduce noua parola.
In campul al treilea se va introduce noua parola pentru confirmare.

A
Change Password eTok en

Current &T oken Password: Parola curenta

New eToken Password: oua parola

Confirm New eT oken Password: oua parola 0%

The best passwords are at least 8 characters long and include upper and lawer
ca:e letters. punctuation marks and numbers created in random order.

Curent Language: EM

| Shaw Tips »» Ok Cancel

=% Change Password: Nume si prenume / alias / ete 1 x|

Daca noua parola corespunde cerintelor enuntate la incepultu paragrafului, se apasa

=¥ Change Password: Nume si prenume [ alias / ete - x|

A
Change Password eTok en

New eToken Password: Ixxxxxxm

Canfimn Mew T oken Pagsward: EEEEEEEEE 100%

The best passwords are at least § characters long and include upper and lower
case |etters, punctuation marks and numbers created in random order.

Current Language: EM

Show Tips »» Ok ] . Cancel

butonul [OK].

Se apasa butonul [OK].

x

Pazsword changed
successfully

ok

Instalare si configurare Semnatura Electronica pentru Microsoft Office 2007

Instalare si configurare Semnatura Electronica pentru Microsoft Outlook 2007

Instalare si configurare Semnatura Electronica pentru Mozzila Thunderbird 3.0.1

Instructiuni depunere declaratii on-line ANAF
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