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Instructiuni privind configurarea certificatului digital DigiSign n
aplicatia Mozilla Thunderbird

Clientul de email Mozilla Thunderbird permite integrarea unei semnaturi electronice Th mesajele digitale
transmise cu acesta. Pentru configurarea unui certificat digital DigiSign Tn vederea semnarii electronice a
mesajelor virtuale trimise prin intermediul aplicatiei Mozilla Thunderbird, accesati aplicatia si urmati pasii
de mai jos:

1. Din fereastra principala a aplicatiei Mozilla Thunderbird, selectati meniul Tools = Options.

File Edit View Go Message [Too5] Help

& Tnbox Address Book Ctrl+Shift+B
Saved Fil Ctrl+)
B Gethail = P write W e e "
Add-ons
» B/ Local Folders Activity Mansger
4 nume.prenume@digisign.rq Elek SEs 3
& =
U Inbio Join Chat,.
[ Drafts
o Message Filters..

Run Filters an Falder
Run Filters an Message

Run Junk tail Controls on Folder
Delete Mail Marked as Junk in Falder
Import..

Errar Cansale Ctrl +Shift+]
Allew Remote Debugging

Clear Recent Histary..

Accaunt Settings...

2. Selectati meniul Advanced = Certificates = Security Devices.

T =
N 7/ a\ \ 52
€ o B Y &
General Display Composition Chat Security Attachrments Advanced

Gereral | Reading & Display | Network 2 Disk Space | Update |Certificates I

Wéhen a server requests my personal certificate:

(©) Select one automatically @ sk me every time

View Certificates | | Wslidation | [Security Deviees []
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3. Din noua fereastra afisata, respectiv Device Manager, selectati butonul Load.

4. n fereastra Load PKCS#11 Device, prin selectarea butonului Browse, se va selecta fisierul

eTPKCS11.dll, care se va gasi in folderul Windows = System32. Apasati butonul OK pentru a
inchide toate ferestrele.

@ Device Manager EI@
Security Modules and Devices Details Walue Log In
435 Internal PEKCS#11 Module
. . Log Out
Generic Crypto Services

Softuare Security Dewvice
4Builtin Roots Module

L . aad
Buiin Objec(5 [z pCom Daves ==

. . Unload
Enter the information far the module you want to add,

Module Name: | Enable FIPS

Change Password

fModule filename: I
Ok ll Cancel ]

5. Din fereastra principala a aplicatiei Mozilla Thunderbird, selectati meniul Tools = Account
Settings.

6. In noua fereastra afisatd, respectiv Account Settings, selectati sectiunea Security. in acest

moment puteti selecta certificatul digital pe care doriti s& il utilizati pentru semnarea electronica a
mesajelor digitale, prin butonul Select din cadrul cAmpului Digital Signing.

Account Settings @
Junk Settings
Disk Space T_o _send_anf:i recei\.-'_e_signed ar encrypted_messag_e_s, wou should specify both a
. digital signing certificate and an encreption certificate,
4 nume.prenume@digisign.ro .
Server Settings [L)l‘g‘ttar:'&gn:fg te to digitally si d
Copies & Folders se this certificate to digitally sign messages you send:

Composition & Addressing eToken:Aladdin:NUME PREMUME's DigiSigr I Select... I Llear

Junk Settings [T Digitally sign messages {by default)

Disk Space
Return Receipts Encryption
| [ Security ] || Usethis certificate to encrypt & decrypt messages sent to vou:

Dutgaing Server (SMTR) eToken:laddin:NUME PRENUME's DigiSigr \‘

Default encryption setting when sending rmessages:

@ Mever (do not use encryption)
() Required {can't send message unless all recipients have certificates)

Certificates

Wiew Certificates ] ’ Security Devices
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Prin butonul Select din cadrul campului Encryption puteti selecta certificatul digital pe care dorifi
sa il utilizati pentru criptarea mesajelor digitale transmise cu ajutorul aplicatiei Mozilla Thunderbird,
insa pentru a trimite e-mailuri criptate aveti nevoie de un certificate digital pentru criptare.

7. Dupa selectarea certificatului dorit in fiecare caz in parte, apasati butonul OK.

Select Certificate @

(-1 il LCH e Token:Sladdin:MURME PREMUME's iZign 810 [20:05:06:24:50:01: 42 E2: DB 19E:41:0B:BD:45]

Details of selected certificate:

Issued tor CH=MUME
PREMUME, serialMumber=2005062 45MP 30 title=FUMNCTIE, OU=DEPARTANMENT, O =50 CIETATE, L=TEST,C=RO
Serial Mummber: 20:05:06:24:50:01:43:E2:DB: C6:E8: 9E: 41:0B:BD: 45
Walid frorn 1/30/2014 13:04:58 PM to 1/30/2015 13:04:58 Ph
Certificate Key Usage: Signing,Mon-repudiation,Key Encipherment,Data Encipherment
Ernail: nurme.prenurme@digisign.ro
Lssued byt C=RO,0=Digisign 5.8, 0U=0igisign Public C&, CH=Digisign Qualified Public C&
Stored int eToken

I Ok I Cancel

8. Intrucat pentru a semna si cripta e-mailuri veti folosi certificate digitale diferite, selectati optiunea
NO.

Thunderbird [53e]

You should also specify a certificate for other people to use when they send wou encrypted
messages, Do you want to use the same certifizate to encrypt & decrypt messages sent to you?

o ) [w

9. Pentru ca e-mailurile sa fie semnate digital in mod implicit, selectati cadsuta Digistally sign
messages (by default) .
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1 GetMessages |~ # Write v G Chat /R Address Book ‘ © Tag v W QuickFilter Search <Ctrl +Kx

&4 nume prenume@digisign Account Settings =

:, Inbox

- Server Settings .
& Local Folders X To send and receive signed or encrypted messages, you should specify both a
0 Trash Copies & Folders digital signing certificate and an encryption certificate

Composition & Addressing

Junk Settings Digital Signing
Use this certificate to digitally sign messages you send:

L Dutbox

Disk Space
Return Receipts | NUME PRENUME [20:05:06:24;50:01:61:09:1B:AT Select. Clear
Security — Digitally sign messages {by default)

~ & Local Folders

Junk Settings
Encryption

Disk Space Use this certificate to encrypt & decrypt messages sent to you:

4 Outgoing Server (SMTP)

Select. Clear

Default encryption setting when sending messages:
Newver {do not use encryption)

Required (can't send message unless all recipients have certificates)

Certificates  panage Certificates Security Devices

Account Actions ~

Altfel, la crearea unui e-mail nou, la meniul Security selectati Digitally Sign This Message

B nume.prenume@diaisian fo LE Options x| ® B - = X

0 Get Messages |~ # Write |~ O chat B Address Book ‘ © Tag v W Quick Filter Search <Cirl+K> Q

~ . nume.prenume®@digisign.ro
Thunderbird Mail - nume.prenume@digisign.ro

&, Inbox |
& Trash Write: (no subject) - Thunderbird - ] >
~ B Local Foldars File Edit View [nsert Format Options Tools Help
) Trash
— [Iras A send | Mg Spelling v | Security |v| [B) Save | v 0 Attach |~
(™, Outbox —_—
Encrypt This Message o
From: - NUMIZH bigitally Sian This Message  ebo> (2 e h
X ¥ To View Security [nfo
Subject:
Paragraph ~  Variable Width ~ H
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Tn acest moment, mesajele electronice transmise prin intermediul clientului de email Mozilla
Thunderbird vor avea inserate semnatura dvs. electronica.

10. Pentru ca un e-mail semnat electronic sa fie validat de clientul de e-mail, in cazul de fatd Mozilla
Thunderbird, trebuie importate certificatele de Root si cele Intermediare ale CA-ului prin care s-a
emis certificatul digital cu care a fost semnat e-mailul dupa cum urmeaza:

a. se descarca local certificatele de root si intermediar de pe site
https://digisign.ro/utile/download/ - Lantul de incredere

Despre noi Contact Formular inregistrare

A I GISIGN Home Produse si servicii Promotii

Certification Authority

TUING 7 Uuig  #  Duwinuay S TUTHIAUIUL LCU UG DTN T TIGLU UHILT Ul INUTHITH D JUPUIL £

Instructiuni de instalare a certificatului digital si tutoriale video 4]

Lantul de incredere: semnatura digitala (-]

Cand primiti mesaje semnate digital | puteti verifica certificatul digital al semnatarului pentru a afla daca acesta este sau nu falsificat. Acest lucru are la baza lantul de incredere, care

reprezinta o secventa ordonata de certificate si care formeaza un lant de certificare, in care un certificat digital asigura autenticitatea certificatului anterior.

La cel mai inalt nivel al ierarhiei se afla o autoritate de certificare credibila fara a avea un certificat digital emis de alta autoritate. Cheia publica a autoritatii de certificare de la cel mai

inalt nivel trebuie sa fie recunoscuta in mod independent (publicata pe scara larga).

&Descarca lantul de incredsre
— & ertificat ROOT DigiSign SHA-1
L Certificat Intermediar DigiSign SHA-1
&Certificat ROOT DigiSign SHA-2
&Ceriificat Intermediar DigiSign SHA-2
&Certificat Intermediar DigiSign SHA-2 Conform regulament 910/2014
&Certificat Autoritate Marcare Temporala

b. 1n meniu la Options ->Advanced ->Certificates ->Manage Certificates ->Authorities ->
Import se importa toate certificatele de root si intermediare descarcate anterior:
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Certificate Manager

Servers Authaorities

Your Certificates People

You have certificates on file that identify these certificate authorities

Certificate Name | Sec @) SelectFile containing CA certificatets) to import
v AC Camerfirma S.A. « © 4 > ThisPC > Downloads > cert > cert v O | Search cert
Chambers of Commerce Root - 2008 Builti -
Organise ~  New folder =
Global Chambersign Root - 2008 Builti N ~
Name Date modified Type
~ AC Camerfirma SA CIF A82743287 v Quick access
# DigiSignDEMOCAsha2.crt 03/11/2016 0919 Security Cert
" gl I Desktop -
Camerfirma Chambers of Commerc... Builti B councads + # DigiSignDEMOCAW.crt 19/09/2018 10:49 Security Cert
ownloads
camerfirma Global Chambersign Root Builti w» DigiSignEnterpriseCA.crt 12/07/2017 11:52 Security Cert
Pocuments # DigiSignQualifiedCACI ass3201 7.crt 18405/2017 17:03 Security Cert
¥ ACCY =] Pictures * #l DigiSignQualifiedPublicCA.crt 0971272011 11:22 Security Cert
ACCVRAIZ1 Builtil cert # DigiSignQualifiedPublicCAsha2.crt 0940272015 10:31 Security Cert
S, Howto # DigiSignQualifiedRootCAv2.cer 09/12/2011 11:22 Security Cert
§ : iMG6168D-R2 # DigiSignRootCertificationAuthoritysha2.c..  08/02/2015 10:25 Security Cert
View... Edit Trust... Import...
Open Codecs
> & OneDrive
> = This PC v <
File name ~| | certificate Files (%
Certificate Manager x
Your Certificates People sServers Authorities

You have certificates on file that identify these certificate authorities

Certil Downloading Certificate >
~ AC{ You hawve been asked to trust a new Certificate Authority (CA),

Do ywou want to trust “DigiSign Qualified CA Class 3 2017 for the following purposes?
——G-—-) Trust this CA to identify websites.

V‘A&“ﬁ‘ Trust this CA to identify email users.

C Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if availablel.

C
~ ACC Exarmine CA certificate
A oK | | Cancel
Wiew .. Edit Trust... Im port... Export... Delete or Distrust...

oK
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