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|.Digisigner ONE application description

Digisigner ONE is the only software in Romania that incorporates and manages main
operations using qualified digital certificates.

DigiSigner One, used with a Digisign qualified certificate or encryption certificate,
brings an undeniable security to documents and files, by integrating digital signatures and
timestamping; verifying digitally signed documents, encrypting and decrypting files.

Digitally signing files

Somvr\)/gtictj)le op\?'ralting Systems: By using a digital certificate, stored on a secure
v W::dgx: 7'5 @ cryptographic device, compatible with the PKCS#11
v Windows 8, 8.1 standard, or stored in a PKCS#12 archive, the Digisigner
v" Windows 10 ONE allows users to digitally sign any file or document in
V' Windows 11 an easy way. You can sign PDF files and also documents in
Used Cryptographic standards: p7s/p7m format.
v’ PKCS#7
\‘: CAdES Applying timestamp
v E’:g;ill Digisigner ONE uses the Digisign time stamping authority
v PKCSH12 server, guaranteeing that the document was signed at a
v Microsoft CryptoAPI certain moment of time.
v X.509v3
Integrated security algorithms: Verifying the digitally signed files
v’ AES The Digisigner One users have the opportunity to check
v' DES the certificate validity by verifying the digital signature
\‘: igisl associate to the file and displaying the verification results
v SHA-256 in a user friendly interface.
v’ RSA 2048 bit
Offered benefits: Encryp.)tl.n.g and decrypting files o
v The main operations for The Digisigne ONE users have the possibility to encrypt
managing and using a files for one or more beneficiaries in order to protect the
digital certificate issued by confidentiality of the file against any unauthorized access.
Digisign  are integrated Only the beneficiaries selected by the user can decrypt
;n;;ﬁcati;ngle software the file that was encrypted with the help of the integrated
v The application has a cryptographic algorithms provided by the aplication.
modern and intuitive
interface wich is very easy Useful features
to use. All customers are informed regarding news and
v Digisigner ONE allows you promotions offered by Digisign, they are displayed

to view PDF files before
signing it.
v' Users manual is integrated

directly within the application. Our technical support
department is available 24/7 and it is just a click away, you

in the Digisigner ONE have to access the "Ajutor DigiSign" button integrated in
application. the application and send us a message, our support team
¥ News and promotions will contact you shortly.

offered by Digisign are
displayed directly within
the application.
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Il.  Installing the Digisign qualified digital certificate and the Digisigner One

application

1. Download the install kit from one of the following addresses:

a) DigiSigner ONE — 64 biti
b) DigiSigner ONE — 32 biti

2. Open the downloaded file from your computer, select the installation language then

press OK

installation:

Select the language to use during the

[English

(

][ Cancel ]

3. Press the Next button, then press Next again.

Select Destination Location

Where should DigiSignerOne be installed? Aesien
4 mambeor of INES GROUP &
L Setup will install DigiSignerOne into the following folder.

Welcome to the DigiSignerOne Setup Wizard To conticies chckNext: 1 you walkd the o sckect 2 dfieteut inidsy, ik Browse:

| [ sronse...
This will install DigiSignerOne version 1.3 on your computer.
Itis recommended that you dose all other applications before continuing.
Click Next to continue, or Cancel to exit Setup.

At least 68,1 MB of free disk space is required.

<ot o> ] [ cont

3. Press the Next button, then press Install.

Select Start Menu Folder |
Where should Setup place the program's shortcuts? Asmiey

TOV 55558

AUSTRIA 506000000 AUSTRIA

Ready to Install
Setup is now ready to begin installing DigiSignerOne on your computer., aacsen
Settprvell create the porans 5 the folowing Start ; G:ddns:‘:llge znmh;ue with the installation, or dick Back if you want to review or
Z . i Destination location:
To continue, dlick Next. If you would like to select a different folder, dlick Browse. C:\Program Files\DigiSignerOne
|| momse... Start Menu folder:
DigiSi
<Back | Next> | | cancel <Back | sl | | cancel
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4. In the next step you will have to select the needed component for using the DigiSign
qualified digital certificate issued on your cryptographic eToken.

i3 Setup - DigiSignerOne - o IES

LGISIGN

Completing the DigiSignerOne Setup Wizard

Setup has finished installing DigiSignerOne on your computer. The application
may be launched by selecting the installed icons.

Click Finish to exit Setup.

Install eToken driver

Install DigiSign Trust Chain

Install program for previewing pdf - GhostScript GPL
Run DigiSigner One

Finish ‘

v" Options Install eToken driver and Install DigiSign Trust Chain will be selected only if
you did not use a usb eToken device and digital certificate issued by Digisign on your
computer.

v' Option Install program for previewing pdf - GhostScript GPL will install the
GhostScript application wich will allow Digisigner ONE to display PDF documents
within the application.

¥v" Option Run DigiSigner One will open the Digisigner One application after pressing the
Finish button.

lll. Installing the eToken usb device and the Digisign trust chain

Warning! You need to follow this steps if you checked the options Install eToken driver and
Install DigiSign Trust Chain specified in the previous step.

If you did not checked these options please proceed to the next step IV. How to use the
Digisigner ONE application.

Make sure that your operating system is up to date, that you don't have installed an
antivirus/firewall that might block the eToken driver installation.

Update your operating system using Windows Update or follow the instructions on the
Microsoft website in order to install the latest updates correctly.

IMPORTANT! Make sure that:
e you have administrator privileges on the operating system you wish to install the
digital certificate
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e time, date, and time zone on your computer are correct
e the eToken usb device isn't plugged in the computer during the installation.

1. Installing DigiSign eToken PKI Client driver

Compatibility: - Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10 and
Windows 11;
- Windows Server 2003, Windows Server 2008, Windows Server 2012.

If the Install eToken driver was checked, the installation will start and you will have to press
the Run button.

" Open File - Security Warning
Do you want to run this file?

) Name: ..whloads\DigiSign eToken PKI Client x32.msi
& Publisher. Diaisian 5.4,

Type: Windows Installer Package

From: C\Usersitest\Downloads\DigiSign_eToken_PKL_...

I Run l[ Cancel J

Always ask before opening this file

potentially harm your computer. Only run software from publishers

@ While files from the Interet can be useful, this file type can
- you trust. What's the risk?

In the new open window, in order to start the installation press the Next button then select,
the desired language and press Next again.

“g-'gaf\eql\let:ﬁut‘hent‘lcatmn Cl‘lentg‘etup [E]EI ﬂ SafelNet Authentication Client [E”E]M
Welcome to the SafeNet itgvties [ aipuss Q
SafeNet Authentication Client Bet o beafos broes: (Sytentee
Authentication Installation Wizard
Client

The Setup wizard will install S afeNet Authentication Client

on your computer. Select the SafeNet Authentication Client interface language:

It is strongly recommended that you close all Windows English =
LI A programs before running the Setup wizard,

Click Next to continue.

I Nex> | [ cCancel | <Back | Nesw> | [ Cancel
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Check the field I accept the license agreement, press Next and in the following window
make sure to check Standard and proceed by clicking the Next button.

) SafeNet Authentication Client Setup o | @ |[=] 'g‘§‘a’f£Net§.uﬂ1en{i'ca't'ion’C'Iigrr@getup E=n(Nc! @
License Agreement Installation Type
Please read the following license agreement carefully. @“feNet‘ Select the installation type. @afeNet
SAFENET SOFTWARE LICENSE TERMS = @ d
SafeNet Authentication Client L4 & Standard installation
=g Includes new implementation and user interface for all eToken and
= % iKey tokens.

Legal notice:

SafeNet software is not sold; rather, copies of SafeNet software are (") BSec-compatible
=8 Legacy BSec-compatible installation
Includes new implementation and user interface for all eToken and

licensed all the way through the distribution channel to the end user, =8
UNLESS YOU HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFENET THAT %g iKey tokens. Also supports legacy iey implementation and user
interface.

CONTROLS &ND ALTERS YOUR USE OR DISTRIBUTION OF THE SAFENET
SOFTWARE, THE TERMS AND CONDITIONS OF THE APPLICABLE LICENSE
AGREEMENTS BELOW APPLY TO YOU. Please read the agreements

@ | accept the license agreement
() | do not accept the license agreement

<Back J Next> I[ Cancel

<Back § Next> | [ Cancel

Press Next, then Finish in order to complete the driver installation process.

J) SafeNet Authentication Client Setup (=] ® 8 3 ssfeNetauthentication Client Setup =le=
Destination Folder = = <
Select a folder in which the application will be installed. @feNet S f N t safeNEt AUthentlcatlon c“ent
aleiNe T has been successfully
Authentication installed.
C I e nt Click Finish to exit Setup.

Setup will install the files for SafeNet Authentication Client in the following folder.

To installin a different folder, click Browse, and select another folder.

Destination Folder
C:\Program Files\S afeNet\duthentication',

Crves

<Back N Nest> f [ Cancel

2. Installing the Digisign Trust Chain.
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If the option Install DigiSign Trust Chain was checked, the installation of the Digising trust
chain will start, you need to press the Install button to proceed further in the installation
process.

a Lant de incredere Digisign S.A. = n

- Acest utilitar importa certificatele autoritatilor DigiSign S.A

Destination folder
C:\Windows\system32 v Browse...

Installation progress

Install Cancel

IMPORTANT! Make sure that the Digisign Trust Chain is installing correctly.

In the next window the message ,,CertMgr Succeeded” will appear when the Trust Chain is
successfully installed.

N CAWindows\system32\cmd.exe = =

» Succeeded
» Succeeded
» Succeeded
» Succeeded
» Succeeded

If you recieve the message CertMgr Failed , you have to manually download the Trust Chain
from the following address https://digisign.ro/uploads/cert.zip , right click on cert.exe file
and select "Run As Administrator".

Plug into your computer the cryptographic USB SafeNet eToken device.

3. Verifying the Digisign Trust Chain and the SafeNet Driver installation.
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a) From the Start menu choose All Programs-> SafeNet-> SafeNet Authentication Client->

SafeNet Authentication Tools.

e mgen

SafeNet

| SafeNet Authentication Client
)] SafeNet Authentication Client Tools

';g,;’ SafeNet Authentication Client

b) In the next window press the Advanced View button (picture

Control Panel

Devices and Printers

Default Programs

Help and Support

2 SafeNet Authentication Client Tools

’ €Token

AIGISIGN = »
member of iNES GROUP @ ® i ?2 #

HHHH  Change Token Password

View Token Information

Disconnect SafeNet eToken Virtual

Rename Token

Unlock Token

Delete Token Content

www.safenet-inc.com

¢) On the left side menu double click on the User Certificates field, then double click on your

certificates name.

5 E

. Certificate Data
(=t SafeMet Authentication Client Tools

E- &% Tokens Serial number
i = W MyToken Issued to
=Nl i Issued by

{\c}‘; Client Settings Intended purposes
Friendly name
State

1IGISIGN

member of iNES GROUP @) @ ;; i ?

=

200506 2450 014e 719 d2 49 a3 50 35dd 44
Mume Prenume

DigiSign DEMO CA

09 July 2015

08 July 2016

Client Authentication,Secure Email, Document Signing
<Mone =

Valid

d) The next window will display details about your digital certificate, in order to verify if the
certificate is correctly installed select the Certificate Path tab.
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A Certificate R Certificate
General | Details | Certification Path General | Details | Certification Path
Certification path
~f Certificate Information 5] Digisign Qualified Root CA v2
|5 DigiSign DEMO CA
This certificate is intended for the following purpose(s): @

* Proves your identity to a remote computer
# Protects e-mail messages
= Document Signing

*Refer to the certification authority's statement for details.

Issued to: Mume Prenume

Issued by: DigiSign DEMO CA

View Certificate
valid from 03/07/2015 to 08/07/2016
Certificate status:
e Neate S1aT
lThis certificate is OK. I
Install Certificate... | | Issuer Statement
o

IMPORTANT! If the displayed message in the Certificate status field is The issuer of this
certificate could not be found, please proceed by installing Digisign's Trust Chain(page 7,
step 2 of the present document)

IV.  How to use Digisigner One application

Connect the cryptographic eToken device which contains the digital certificate issued by
Digisign and start the Digisigner One software from the desktop shortcut or by opening
Start @ All Programs = DigiSign = DigiSigner ONE

DigiSigner ONE picture

When you open Digisigner One the category menu will appear.
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p
/,ﬁ g CISISISNER

Noutati Semnare fisiere Operatii criptare Utilitare

PDF MULTI

Semnare PDF

Reinnoire certificat M

Criptare fisier

Ajutor DigisSign

Copyright DigiSign SA

Home screen of DigiSigner ONE application

1. Signing files in p7m and p7s format
a. To digitally sign a document you need to use the following options:
Main file: Select the file you want to sign
Signed file: Select the file's name and the location of the file
= Signing certificate: Select the digital certificate issued by Digisign;
File extension: Select the signed file extension:
> P7S: a. Attached signature — it will save the signed file and also the applied
signature;
b. Detached signature — it will save only the applied signature;
» P7M: it will save the applied signature and also the original file.

»  Standard: PKCS#7 or CADES;
The extended/advanced digital signature created using the CADES standard allows
the signature validity to be available even when the digital certificate has expired.

= Signature: Select the type of signature you wish to apply on the document - signature,
co-signing or counter-signature;

= Algoritm: Select the SHA-1 or SHA-256 cryptographic algorithm you want to use;

= Aplica marca temporala: By choosing this option beside the digital signature you wish
to include, there will also be a time stamp wich certifies that the document has been
signed at a certain time and date;

=  Extrage continut: If the selected document contains a digital signature then the
Extrage Continut button becomes activ;

=  Semneaza fisier: Press this button when you want to sign a file that you previously

selected
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After selecting the Semneaza fisier button you will recieve the following message Fisierul a
fost semnat.

Succes “—

0 Fisierul a fost semnat.

If the file you want to sign already exists in the folder, the program will ask if you want to
overwrite the existing document.

Atentie n_

Fisierul destinatie: C:\Users\Marius\Desktop\3\2-semnat.pdf.p7m exista
£ %% deja. Suprascriu?

b. The structure of a digital signature in a document

If the document already contains a digital signature it will be displayed as in the example
below:

Structura semnaturilor in fisier:

‘ B Untitled-semnat.jpg.p7s - Tip semnatura: P7Classic - Document validat |
TOKEN REINNOIREUNU - Semnatura valida - Certificat valid

Informatii semnatura selectata

In order to view the signatures information you need to select a signature then press the
Informatii semnaturd selectata button, you will see the signatures status and also on what
time and date has the document been signed.

- Informatii semnatura - o I

Valoare proprietate
DOI MARIUS

Da
17.06.2015 12:04:04 UTC ~02.

alida
909D63288322D2CD4 758026,

Inchide.

c. Extract content
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If you want to apply a co-signature or counter sign a signed document, you have the
possibility to verify that document by pressing the Extrage continut button which will save

the document on your computer.

il

\ |

@ Semnare fisiere P7I\/| Si P7S

Fisier sursa:

C:\Users\Marius\Desktop\New folder (2)\3.pdf.p7s

Fisier semnat:

C:\Users\Marius\Desktop\New folder (2)\3-semnat.pdf.p7m

Certificat cu care se semneaza:

TEST REINNOIRE, valabil pana la: 16 iunie 2016

Numar certificat selectat: 20 05 06 24 50 01 4E 01 6B 61 56 B7 77 2D

Autoritate: DigiSign CA
Format fisier

PTM

Standard

PKCS#7

Semnatura atasata

Da

Semnatura

Semnatura

[[] Aplica marca temporala DigiSign

[[]Semneaza toate fisierele din folder-ul selectat

Structura semnaturilor in fisier:

Alege..

Alege..

Reincarca

Algoritm

SHA-1

'@ 3.pdf,p7s - Tip semnatura: CaDES-C - Document validat

DOI MARIUS - Semnatura valida - Certificat valid

EXTRAGE CONTINUT

SEMNEAZA FISIER

Informatii semnatura selectata

Semneaza toate fisierele din folder-ul selectat: This option allows you to sign all
documents from a folder, but in order to do that you need to have a certificate license.
If you wish to purchase a license please contact us at helpdesk@digisign.ro or at the
telephone number 031.620.12.88
If you already purchased a certificate license, in order to sign every document in a folder in a

p7m and p7s format please select the Semneaza toate fisierele din folder-ul selectat option
then it's necessary to select a destination folder if you want to save the signed files.

Browse For Folder | x |

Selecteaza directorul destinatie

A Marius
& /M This PC
P 4 Libraries
! Gil Network
» &8 Control Panel
o Recycle Bin
2
3
3125

Make New Folder
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After selecting the destination folder press Semneazd fisier to start the signing process.
When the signing process is completed the following message will be displayed : "Directorul
a fost semnat".

a Progres semnare multipla ~ — O
Fisier Rezul...
C:\Users\Marius\DesktopNew folder (4)\1 - Copy (2).pdf p7s Semnat Succes n
C:\Users\Marius\Desktop\New folder (4)\1 - Copy-se123mnat pdf p7s Semnat ST
C:\Users\Marius\Desktop\New folder (4)\1 - Copy-semnat pdf p7s Semnat
C:\Users\Marius\Desktop\New folder (4)\1 - Copy pdf p7s Semnat
C:\Users\Marius\Desktop\New folder (4)\1.pdf p7s Semnat o Directorul a fost semnat.
C:\Users\Marius\Desktop\New folder (4)\2 - Copy (2).pdf p7s Semnat

2. Digitally signing a PDF file

Fisier sursa: Select the file you want to sign;

Fisier semnat: Select the name and destination folder before saving the file ;
Certificat cu care se semneaza: Select the digital signature you want to apply on the
document;

Semnatar: It will display the certificate name, also the displayed name can be changed
(to modify this field you have to select Semndturd vizibild);

Locatie: For your location to appear in the digital certificates structure please select
Semnadturd vizibild;

Motivul semnaturii: You can write or select a "signing reason" (Motivul Semnarii).
This field/option can be found in the PDF's signature structure only if the signature
type is visible (Semnatura Vizibila);

Tipul semnaturii: Select the digital signature tipe:

» Semnaturd invizibild - The signature is not visible but it appears in the PDF
structure;
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_//:3 g e
f‘ Semnare PDF
o
o\
Fisir PDF surse .|
C:\Users\Marius\Desktop\3\1.pd] ( Aege. ) v
- wan Symantec.
o AAGISIGN mante
Fisier PDF semnat:
C:\Users\Marius\Desktop\3\1-semnat.pdf ( Alege.. ) 1000 L
DacLARAT +1512281427453%
Certificat cu care se semneaza: TesT poRTAL Nr. 43, Soctor 3, nia, udelsector 3. svind BICI
2006 22.05.2018, o 2

DOI MARIUS, valabil pana la: 26 mai 2016 v | ( Reincarca

Numar certificat selectat: 20 05 06 24 50 01 4D 94 96 CE F7 E9 BD 21

Autoritate: DigiSign CA

Semnatar:

Doi Marius

Locatie:

Bucuresti

Motivul semnarii:

tata emiteli certificatului pe 20-12.2014, specificat i formularsi am lust ks cunastin feptul &
S.C. DIGISIGN SA. 2 dovezil de achitare

Eu sunt autorul documentului

Tipul semnaturii: Font semnatura (optional):
Semnatura invizibila

Pagina semnaturii: Pozitia semnaturii: Marimea semnaturii: Semping oun

[# Aplica marca temporala DigiSign

Semneaza PADES

[Jsemneaza toate fisierele PDF din folder-ul selectat

SEMNEAZA FISIER

%5 Signed and allsignatures are valid.

[L] | signatures il o S s L =]

% B~ Validate All @
=% Rev. 1: Signed by DigiSign SA

@ Signature is valid:

Document has not been modified since this signature

Signature is VALID, signed by TOKEN REINNOIREUNU <test@digisign.ro>.

Signing Time: 2015/05/19 13:04:20 +03'00"
Reason: Eu sunt autorul documentului

Location: Bucuresti
Signed by the current user Vaikbiy Summaiy
:;::’::’:;T::::" i kb The Document has not been modified since this signature was applied.
Signature Details
Last Checked: 2015.05.19 13:05:01 +03'00'
Field: Signature1 (invisible signature)

Click to view this version

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The document is signed by the current user.

The signature includes an embedded timestamp. Timestamp time:
2015/05/19 13:04:37 +03'00"

ignature as of the sec
2015/05/19 13:04:37 +0300'

Signer Info
The path from the signer's an issuer's
built.
Revocation checking is not performed for Certificates that you have directly
trusted.

Show Signer's Certificate...

Advanced Properties. Validate Signature Close

» Semnatura vizibila - The signature is visible on the document and can be configured by
using the following options:

v" Font semnatura (optional) — Select the font for the digital signature;

v’ Pagina semnaturii — Select the page wich will contain the signature, you can
choose to display it on the first page(Prima Pagina), the last page(Ultima Pagina)
or all pages(Toate paginile). In order to digitally sign every page(Toate
paginile) you need to purchase a certificate license, please contact us at
helpdesk@digisign.ro or at our telephone number 031.620.12.88)

v’ Pozitia semné&turii — Stdnga sus(upper left corner), Dreapta sus(upper right
corner), Stdnga jos(down left corner) sau Dreapta jos(down right corner);
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v' Méarimea semnaturii — Micd(small), Medie(medium) sau Mare(wide).

F
ﬁ@ Semnare PDF

=
o\

Fisier PDF sursa:

C:\Users\Marius\Desktop\3\1.pdf Alege..

Fisier PDF semnat:

C:\Users\Marius\Desktop\3\1-semnat.pdf Alege..

Certificat cu care se semneaza:

DOI MARIUS, valabil pana la: 26 mai 2016 S Reincarca

Numar certificat selectat: 20 05 06 24 50 01 4D 94 98 CE F7 E9 BD 21

Autoritate: DigiSign CA

Semnatar:

Doi Marius « e . o

Locatie:

Bucuresti o 5ok e s

Motivul semnarii:
e certificaulu pe 20-12-2014, specificat in formuler 5 am st

Eu sunt autorul documentului

Tipul semnaturii: Font semnatura (optional):

Semnatura vizibila || Times-ttalic

Pagina semnaturii: Pozitia semnaturii: Marimea semnaturii: et o
Toate Paginile ~ || stanga sus ~ || Medie

[ Aplica marca temporala DigiSign

Semneaza PADES

[Jsemneaza toate fisierele PDF din folder-ul selectat

\ SEMNEAZA FISIER |

Unlike the Semnatura invizibila option, the Semnatura vizibila option offers you the
possibility to place the signature in any location you desire just drag the signature
anywhere on the document.

= Aplicd marca temporala: Check this option if you wish to include a time stamp
attesting that the document was signed at a certain time and date.

= Semneaza PADES: Check this option if you wish to include the PADES standard to the
signature;
The extended/advanced digital signature created using the PADES standard allows
the signature validity to be available even when the digital certificate has expired.

= Semneaza fisier: Press this button in order to sign the chosen document.
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After selecting the Semneaza fisier button the message Fisierul a fost semnat will appear,
you must choose one of the following options: Vizualizeazad fisier semnat (view signed
document), Semneazad alt fisier (sign another file) and Revenire (return).

= Succes E3

Fisierul a fost semnat.

l Vizualizeaza fisierul semnat ‘ Semneaza alt fisier Revenire

Y

Vizualizeaza fisierul semnat — By selecting this button the signed PDF will open;

> Semneaza alt fisier — By selecting this button you can sign a different document
using the configuration you already selected;

> Revenire — By selecting this button the previous configuration will reset..

If the file you want to sign already exists in the folder, the program will ask if you want to
overwrite the existing document.

Atentie | x |

Fisierul destinatie: "C:\Users\Marius\Desktop\declaratie-semnat.pdf"
77! \ exista deja. Suprascriu?

oK A Cancel

Inside the PDF the digital signature will be displayed in the following manner:

L) Saped wnd ol Ugpanares we v,

e m = crtdea inds
Sigratares L » ) o2e 4 4
o Srm (omgnthle
| 2 Vabdate AN -
< 1 T ent > Declar ca am luat 1o cunogtingad ¢l am inteles ca incalcarea
v by Wnie $ s
S Sgrature = vakd certificatulul calificat
Document hat not Been moddund Lnce ths Sgrature wit appi
Segned by the cument wser Declar ca sunt de acord cu data emiterii certificatulul pe 2«

The sgratise ischudes as embedded trnestamg
Sgnatere o LTV erables

reinnoirea va fi procesatd in functie de starea documentelo

pentru serviciul furnizet
= Sgnature Detads
Last Chacked 20150415 1X1247 + 2700
i Declar prin prezenta ¢ solicit eliberarea unud certificat call
Feld Sonature! on page |
In interes propriu

Qck 10 view Thit vercn

Semnatura

DigiSign SA

Eu sunt autorul documentului
19/05/2015 13:12:28 UTC+02
Locatie: Bucuresti

=  Semneaza toate fisierele din folder-ul selectat: You need a certificate license.
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If you already purchased a certificate license, in order to sign every PDF document in a
folder please select the Semneazad toate fisierele din folder-ul selectat option then it's
necessary to select a destination folder for saving the signed files.

Selecteaza directorul destinatie

b A Marius A
i /M This PC

b 4 Libraries

> €l Network

» &8 Control Panel

Recycle Bin

=

After selecting the destination folder press Semneazd fisier to begin the signing process.
When the signing process is completed the following message will appear Au fost semnate 13
fisiere (13 is the example in the following picture).

Fisier Rezul...

C:\Users\Marius\Desktop\3\1 - Copy (2) pdf Semnat
C:\Users\Marius\Desktop“3\1 - Copy-se 123mnat pdf Semnat
C:\Users\Marius\Desktop\3\1 - Copy-semnat pdf Semnat

C:\Users\Marius\Desktop“3\1 - Copy pdf Semnat

C:\Users\Marius\Desktop\3\1.pdf Semnat

C:\Users\Marius\Desktop\3\2 - Copy (2) pdf Semnat Au fost semnate 13 fisiere.
C:\Users\Marius\Desktop\3\2 - Copy .pdf Semnat

C:\Users\Marius\Desktop\3\2 pdf Semnat

C:\Users\Marius\Desktop\3\3 - Copy (2) pdf Semnat

C:\Users\Marius\Desktop\3\3 - Copy-semnat pdf  Semnat
C:\Users\Marius\Desktop\3\3 - Copy pdf Semnat

C:\Users\Marius\Desktop\3\3-semnat pdf Semnat

C:\Users\Marius\Desktop\3\3 pdf Semnat

] Inchide ‘ ‘ Opreste ‘

3. Verifying a digitally signed document
To verify a signed document (a signed file in p7m/p7s format) you need to access
Verificare fisiere from the main menu and press Alege button.
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®) DIGISIGN

F 1 EEE
f‘g—) Verificare fisiere
TTo-e
Fisier sursa: Informatii semnatura selectata
o T 3 = 5 t.pdf.pTs Nume proprietate Valoare proprietate
S— Nume DOI MARIUS
Structura semnaturilor in fisier: Email test@digisign.ro
Stare certificat Valid
B) 2-semnat-semnat-semnat.pdf.p7s - Tip semnatura: CaDES-C - Document validat Numar serial 2005062450014D9498CEFTEIB
TEST REINNOIRE - Semnatura valida - Certificat valid Algoritm certificat  1.2.840.113549.1.1.1
DOI MARIUS - Semnatura valida - Certificat valid Valabil de la 27 mai 2015
DOI MARIUS - Semnatura valida - Certificat valid Vahbiigenals | 26 mal 2010
Autoritate emitenta DigiSign CA
| Stare semnatura Valida
‘| Marcatemporala  Da
Momentul semnarii  18.06.2015 11:26:30 UTC +02:00:00
Starea marcii Valida
Hash Timestamp ~ 97149991948C2DCASBFA1AE232F80476A1
\ EXTRAGE CONTINUT \
< >

After selecting the signed document, the digital signatures applied to the document will be
displayed on the left side and on the right side if you select a signature it will show the

signature details.

F =l el
f@ Verificare fisiere
o e
o S Informatii semnatura selectata
= R = = P = Nume proprietate  Valoare proprietate
Nume DOI MARIUS
Structura semnaturilor in fisier: Emait test@digisign.ro
Stare certificat Valid
B 2 t tpdfpTs - Tip CaDES-C - Document validat Numar serial 2005062450014D9498CEFTES
TEST REINNOIRE - Semnatura valida - Certificat valid Algoritm certificat  1.2.840.113549.1.1.1
DOI MARIUS - Semnatura valida - Certificat valid Valabil de la 27 mai 2015
DOI MARIUS - Semnatura valida - Certificat valid Vaiahilpanaa 26 mareals
Autoritate emitenta DigiSign CA
|| stare semnatura  Valida
i Marcatemporala  Da
Momentul semnarii 18.06.2015 11:26:30 UTC ~02:00:00
Starea marcii Valida
HashTimestamp  97149991948C2DC4SBFA1AE232FB0476A1
EXTRAGE CONTINUT
< >

If you want to extract the original file press the Extrage continut button and select the

destination folder.

After selecting the Extrage continut button the following message will appear: Fisierul sursd

a fost salvat.
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®) DIGISIGN

0 Fisierul sursa a fost salvat.

If the file you want to extract already exists in the destination folder the program will ask if
you want to overwrite that document.

Fisierul destinatie: "C:\Users\Marius\Desktop\declaratie-semnat.pdf"

exista deja. Suprascriu?

Cancel

& ]|

Note:
o [f the message Stare certificat necunoscuta is shown it means that you don't have the

certification authority chain of trust installed
e If the message Certificat invalid is shown it means that the signing certificate is

expired, revoked or suspended.

2] [ [=] [¢]

Al

~ (©) Verificare fisiere

—\.

Fisier sursa: Informatii semnatura selectata

[en e T = R ;7'“ = ey Nume proprietate Valoare proprietate

L Nume TEST REINNOIRE

Structura semnaturilor in fisier: Email test@digisign.ro
Stare certificat Necunoscuta

B 2-semnat.pdf.p7m - Tip semnatura: PKCS#7 - Document validat Numar serial 2005062450014E016B6156B7772

TEST REINNOIRE - wvalida - Stare certificat n Algoritm certificat  1.2.840.113549.1.1.1
Valabil de la 17 iunie 2015
Valabil pana la 16 iunie 2016
Autoritate emitenta DigiSign CA
Stare semnatura Valida
Marca temporala Nu
Momentul semnarii  18.06.2015 11:23:43 UTC +02:00:00
4| Starea marcii Inexistenta
EXTRAGE CONTINUT

4. Encrypting a file
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=
fé Criptare fisiere

X
\.
© e

Fisier sursa: !

C\Users\Marius\Desktop\3\1 - Copy (2}.pdf { Alege.. )

Fisier destinatie:

C:\Users\Marius\Desktop\3\1 - Copy (2).pdf.p7e ( Alege. )

Algoritm criptare

AES-256

Certificatele disponibile pentru criptare Certificatele pentru care se cripteaza

DOI MARIUS - 20 05 06 24 50 01 4D 94 98 CE F7 ES BD

[ Cripteaza tot directorul

L Criptare fisier ‘ \ Criptare fisier si stergere ‘ ‘ Criptare si email

= Fisier sursa: Select the file you want to encrypt;
= Fisier semnat: Select where you want to save the encrypted file and its name;
= Algoritm criptare: Select the encryption algorithm;

Algoritm criptare

AES-256

DES
3DES

AES-128
AES-192
AES-256

[ |

= Certificatele disponibile pentru criptare: It will display the certificate available in the
Personal certificate store;

= (Certificatele pentru care se cripteaza: Select the desired certificate/certificates then
pres the arrow;

Certificatele disponibile pentru criptare Certificatele pentru care se cripteaza

ION DIGISIGNERONE - 20 05 06 24 50 014D 52 31 EC 90 A8 55 CF 5139

TOKEN REINNOIREUNU - 20 05 06 24 50 01 4D 4D 3C 95 55 E1 75 ED 72 55

= Cripteaza tot directorul: This option will allow you to encrypt all the documents in a
folder, you need a certificate license. In order to encrypt all the documents in a folder
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you need to purchase a certificate license, please contact us at helpdesk@digisign.ro
or at our telephone number 031.620.12.88

= Criptare fisier: After you selected the document, the algorithm and the certificate
press this button in order tot encrypt the file ;

= Criptare fisier si stergere: Select the document, algorithm and certificate then press
this button in order to encrypt the document. After presing this button your original
document will be deleted.;

= Criptare si email: After selecting the document, algorithm and certificate press this
button to encrypt the document and send it via email.

After selecting the Criptare fisier, Criptare fisier si stergere and Criptare si email buttons the
following message will appear Operatie incheiatd.

Succes n
0 Operatie incheiata.

If the file you want to encrypt already exists in the destination folder the program will ask if
you want to overwrite that document.

Atentie n

Fisierul destinatie: "C:\Users\Marius\Desktop\3\1.pdf.p7e" exista deja.
~ %% Suprascriu?

I oK Cancel
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5. Decrypting a file

//:g @ = EE
% Decriptare Fisiere

Fisier sursa:

( Alege.. )

Fisier destinatie:
( Aege.. )

Certificat cu care se decripteaza

DOI MARIUS - 20 05 06 24 50 01 4D 94 98 CE F7 ES Emis de: Autoritate: DigiSign CA, valabil pana la: 26 mai 2016

Decriptare fisier

= Fisier sursa: Select the file you want to decrypt;

= Fisier semnat: Select where you want to save the decrypted file and its name;

= Certificat cu care se decripteaza: Select the certificate that was used to decrypt files
= Decriptare fisier: Select Decriptare fisier in order to decrypt the file.

After selecting the Decriptare fisier button the following message will appear Fisierul
a fost decriptat.

Fisierul a fost decriptat.

If the file you want to decrypt already exists in the destination folder the program will ask if
you want to overwrite that document.

Fisierul destinatie: "C:\Users\Marius\Desktop\3\1.pdf.p7e" exista deja.
Suprascriu?

6. Proxy settings
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The proxy settings can be configured by pressing the settings button.

| OpspEgE

Proxy settings offers you three ways of authentication:

- Fard autentificare — it does not require authentication
- Basic - By user and password
- Digest - By user and password

Also you can select the proxy tipe: by Web Tunneling or SOCKS.

A Setari

[#] Foloseste proxy

Adresa proxy test.google.ro Port 44444
Metoda autentificare Basic he
Nume utilizator proxy Test

Parola utilizator proxy e

Tip proxy Web tunneling =

* Pentru aplicarea acestor setari este necesara repornirea aplicatiei

Renunta .. l { .. Salveaza .. l
V. Errors and Warnings
a) The ,Semneaza toate fisierele” option
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Optiunea "Semneaza toate fisierele” nu este inclusa in pachetul standard. Pentru
activare va rugam sa ne contactati.

Solution:

v You need to purchase a certificate license.
v If you already have a license and the message still appears please delete all
the files from C:\Users\NumeUser\AppData\Roaming\Digisigner

b) A aparut o eroare: Error code is 100353

@ A aparut o eroare: Eroare: Connection lost (error code is 100353)

Solution:
v Check if the time, date and time zone are properly set up.

c) Error decrypting a file

@ Certificatul selectat nu poate sa decripteze acest fisier.

Solution:

v" The selected certificate for decrypting a file does not correspond with the
certificate for wich was encrypted.

VI.  Uninstalling Digisigner One

If you want to uninstall the Digisigner ONE application go to Control Panel-> Programs
and Features, select Digisigner One, choose Uninstall then press Yes
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DigiSignerOne Uninstall =

[/ & "} Are you sure you want to completely remove DigiSignerOne and all of
&Y' its components?

Select Yes to All

Remove Shared File? B3

The system indicates that the following shared file is no longer in use by any
programs. Would you like for Uninstall to remove this shared file?

If any programs are still using this file and it is removed, those programs may
not function properly. If you are unsure, choose Mo. Leaving the file on your
system will not cause any harm.

File name: DigiSignLogCommon. dil
Location: C:\Program Files\DigiSignerOne
[ ‘es ] [ Yes ko All ] [ No ] [ No ko All ]

In order to complete the uninstall process press the OK button.

DigiSignerOne Uninstall (=23

(0] DigiSignerOne was successfully removed from your computer,

VII.  Updates

Nr. Crt. Version Date
1 1.0 09.07.2015
2 1.1 22.02.2016
3 1.2 13.10.2016
4 1.3 15.05.2018
5 1.4 15.10.2024
6 1.4.1 22.12.2024
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