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Manual pentru Instalarea Certificatului Digital Calificat
DigiSign

Versiunea 4.0

in vederea folosirii corespunzétoare a certificatului digital calificat emis de DigiSign, v& rugdm s3 urmati
instructiunile din acest manual.

Nerespectarea acestor specificatii sau utilizarea altor optiuni din aplicatie decat cele indicate in manual pot

duce la intarzierea folosirii cu succes a certificatului digital sau la pierderea acestuia.

in continuare, v3 este prezentat un exemplu de instalare a certificatului pe sistemul de operare Windows
10. Imaginile pot fi diferite in cazul altor versiuni de Windows, insa pasii sunt aceiasi.

1. Asigurati-va ca sistemul dumneavoastra de operare este actualizat la zi

Folositi functia Windows Update sau urmati procedurile de pe site-ul Microsoft in vederea instalarii
ultimelor update-uri aferente sistemului dumneavoastra de operare.

Asigurati-va ca:

o aveti drept de administrator pe sistemul pe care doriti sa instalati certificatul digital
o ceasul, data si fusul orar de pe calculator sunt corect setate
. dispozitivul eToken NU este conectat in extensia USB a calculatorului pe durata

procesului de instalare al aplicatiilor!

2. Instalarea aplicatiilor necesare utilizarii dispozitivului eToken si a
certificatului digital calificat.

Pentru a putea folosi dispozitivul securizat SafeNet €Token pe care se afla certificatul digital calificat (utilizat
pentru crearea semnaturii electronice calificate), trebuie sa instalati lantul de incredere DigiSign,
precum si driverul SafeNet Authentication Client al dispozitivului dvs. eToken.

a)  Instalarea lantului de incredere DigiSign

> Accesati http://www.digisign.ro/uploads/cert.zip si salvati lantul de incredere in calculatorul dvs.
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> Deschideti arhiva cert.zip pe care ati descarcat-o si dezarhivati-o (click-dreapta -> Extract Here
sau dublu-click -> Extract To). In acest moment, ati extras executabilul cert.exe.

» Click-dreapta pe executabilul cert.exe si Run as Administrator.

b) Instalarea driver-ului eToken PKI Client

Open
! Run as administrator

Deschide cu DigiSigner

Troubleshoot compatibility

Share with

Add to archive...

Add to "cert.rar"

Compress and email...
Compress to "cert.rar” and email
Extract files...

Extract Here

Scan with Microsoft Security Essentials...

Compatibilitate: - Windows Vista, Windows 7, 8, 10, 11, Windows Server 2003, 2008, 2012, 2016, 2019.

Va rugam sa alegeti driverul in functie de versiunea sistemului de operare folosit:
v' 32 biti : http://www.digisign.ro/uploads/DigiSign eToken PKI Client x32.msi
v' 64 biti : http://www.digisign.ro/uploads/DigiSign eToken PKI Client x64.msi

IMPORTANT: Inainte de a instala driver-ul, asigurati-va ci dispozitivul eToken NU este conectat
in portul USB al calculatorului dvs.

> Deschideti fisierul descarcat;
> In fereastra deschisd, apésati butonul Next pentru a incepe procesul instaldrii, selectati limba dorits

si Next.
ﬁ SafeMet Authentication Client 10.8 R2 Setup X
Welcome to the SafeNet Authentication
THALES Client 10.8 R2 Installation Wizard

" The Setup wizard will install SafeNet Authentication

Client 10.8 R2 on your computer. To continue, click
Next.

It is strongly recommended that you close all
‘Windows programs before running the Setup wizard

< Back

Cancel

45 SafelNet Authentication Client 10,8 R2 Setup x

Interface Language

Instalishield

THALES

Select the interlace language

Select the SafeMet Authentication Client 10.8 R2 interface language:

English ~

< Back

Cancel
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> Bifati campul eI accept the license agreement, apasati butonul Next, iar in urmatoarea fereastra
slectati iar butonul Next.

ﬁ SafeMet Authentication Client 10.8 R2 Setup x ﬁ SafeMet Authentication Client 10.8 R2 Setup X
License Agreement Destination Folder
Please read the following license agreement carsfully. THALES Click Mext to install to this folder, or click Change to THALES
install to a different folder.
= D Install SafeMet Authentication Client 10.8 R2 to:
THALES SOFTWARE LICENSE TERMS C:\Program Files\SafeMNet\Authentication\ Change...

SafeNet Authentication Client
Legal notice:

Thales software is not sold; rather, copies of Thales software are licensed
all the way through the distribution channel to the end user. UNLESS YOU
HAVE ANOTHER AGREEMENT DIRECTLY WITH THALES THAT CONTROLS AND
IALTERS YOUR USE OR DISTRIBUTION OF THE THALES SOFTWARE. THE s
®)] accept the license agreement;

(1 do not accept the license agreement

InstaliShield Installshield

< Back Cancel < Back Cancel

> Apasati butoanele Next, Install si apoi Finish.

-ﬁ SafeMet Authentication Client 10.8 R2 Setup > ﬁ SafeMet Authentication Client 10.8 R2 Setup X
Setup Type
Select the installation type. THALES The wizard is ready to begin installation. THALES
(@ Typical Click Install to begin the installation.
@ Installs the cryptographic interfaces (PKCS#11 and If you want to review or change any of your installation settings. click Back.
Microsoft Crypto Providers) for supported devices Click Cancel to exit the wizard.

O Minidriver Profile
Installs the cryptographic interfaces (PKCS#11 and
Microsoft Minidriver) for supported devices

O Custom

Use this option to choose which middleware features
you want installed. Recommended for advanced users.

InstallShield Instalishield

< Back Cancel <Back |[ ®inctall Cancel

ﬂ SafeNet Authentication Client 10.8 R2 Setup X

SafeNet Authentication Client
10.8 R2 has been successfully
| installed.

THALES

‘ ‘ Click Finish to exit Setup.

< Back Cancel

3. Verificarea instalarii corespunzatoare a aplicatiilor
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a) Verificarea instaldrii corespunzdtoare a lantului de incredere DigiSign

Alegeti una dintre variantele de mai jos pentru a verifica instalarea cu succes a lantului de incredere
DigiSign. Daca observati ca certificatele de mai jos nu se regasesc in aplicatiile de pe calculatorul utilizat,
va trebui s3 repetati procesul de instalare al lantului de incredere prezentat la punctul 2. a) (pag.1) al
acestui document.

1. Folosind browserul Microsoft Edge

o Deschideti browserul Microsoft Edge. Din meniul Settings selectati — Privacy, Search, and services
— Security — Manage Certificates — Intermediate Certification Authorities.

In lista respectivé ar trebui s3 apara certificatul DigiSign Qualified CA Class 3 2017, dacd instalarea lantului
de incredere a fost facuta corespunzator.

o Deschideti browserul Microsoft Edge. Din meniul Settings selectati — Privacy, Search, and services
— Security — Manage Certificates —Trusted Root Certification Authorities

In lista respectiva ar trebui sa apara certificatul DigiSign Root Certification Authority, daca instalarea lantului
de incredere a fost facuta corespunzator.

2. Folosind utilitarul Certificate Manager

Din meniul Start al Windows-ului alegeti optiunea Run. Tastati certmgr.msc si apasati butonul OK.

. Selectati Certificates—Current User — Trusted Root Certification Authorities — Certificates. In lista
din dreapta ar trebui sa apara certificatul DigiSign Root Certification Authority, daca instalarea lantului de
incredere a fost facuta corespunzator.

. Certificates—Current User — Intermediate Certification Authorities — Certificates. In lista din
dreapta ar trebui sa apara certificatul DigiSign Qualified CA Class 3 2017, dacd instalarea lantului de
incredere a fost facuta corespunzator.

certrngr - [Certificates - Current User\Trusted Root Certification Authorities\Certificat..  — O X certmgr - [Certificates - Current U [« uthorities\Certificat.. — O X
File Action View Help File Action View Help
e aFEl 4 e XE= Hm ez a@ 4 XEEEF
()l Certificates - Current User 1ssued To - Issued By - i Certificates - Current User A wed To - Issued By ~
1 :E““'”;L PRI 0 Root Cenifiction Authoriy _DigiSign Root Certfietion Aut) 1 Personal = Digisign Qualified CA Class 3 2017 DigiSign Root Certification A
va ’“'sée”_”‘t ertification A 155t Root CA X3 DST Root CA X3 ~ [ Trusted Root Certifiestion || (¢ ¢ e rmare CA E-Guvernare Root CA
E;tar:”;:;::t [55]D-TRUST Root Class 3 CA 2 2009 D-TRUST Root Class 3 CA 2 200 Eft[m'f“;t“t [)E-Guvemare Clasa 1 Extended E-Guvernare CA
] | Enterprise Trust
9 Intermediate Certification Au [5lE-Guvernare CA E-Guvernare Root CA « [ Intermediate Certfication (5] GeoTrust EV RSA CA 2018 DigiCert High Assurance EV
| Active Directory User Object || - £ Guverare Root CA E-Guverare Root CA Certficate Revocation | || 8 0e0Trust RSA CA 201 DigiCert Global Root CA
Trusted Publishers lEntrust Root Certification Authority  Entrust Root Certification Auth = Certificates [4]GlobalSign GlobalSign
| Untrusted Certificates LlEntrust Root Certification Authority - ... Entrust Root Certification Auth Active Directory User Otje. | Ll GlobalSign Organization Validation CA ~.. GlobalSign Root CA
| Third-Party Root Certificatior|| =&l Entrust.net Certification Authority (20.. Entrust.net Certification Authol | Trusted Publishers IGlobalSign PersonalSign 2 CA - SHA256 ... GlobalSign
| Trusted People [l Equifax Secure Certificate Authority Equifax Secure Certificate Auth | Untrusted Certificates 5] GlobalSign RSA OV S5L CA 2018 GlobalSign
| Client Authentication Issuers || 5] ESET SSL Fitter CA ESET SSL Filter CA | Third-Party Roat Certifical (=] GlobeSSL DV Certification Authority 2 USERTrust RSA Certification /
| Other Peaple 5l GeoTrust Global CA GeoTrust Global CA | Trusted People [5]Go Daddy Secure Certificate Authority - .. Go Daddy Root Certificate A
| Local NenRemevable Certific _g]GEuTrust Primary Certification Author... GeoTrust Primary Certification s | Client Authentication lssu AQJ\G(T\ Certification Authority IGCTI Root Certification Autt
| Certificate Enrollment Reque | L] Global Chambersign Root - 2008 Global Chambersign Root - 200 | Other People II6CTI Class 1 Extended Certification Aut... 1GCTI Certification Authority
| shellSafe OCSP Ll Globalsign GlobalSign 1 Local NonRemovable Cen || (1IGCTI Root Certification Authority IGCTI Root Certification Auth
-| Smart Card Trusted Roots 5] GlobalSign GlobalSign . | Centificate Enrollment Rec || (551 Let's Encrypt Authority X3 DST Roat CA X3
i - - s - - rhallSafa NCSD v 1. . o e -~ v
< PR > < > < >
Trusted Root Certification Authorities store contains 84 certificates. [« wuthorities store contains 259 certificates.
. . u . y . . . .
b) Verificarea instalarii corespunzatoare a driver-ului pentru dispozitivul eToken
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v" Din meniul Start, cautati SafeNet Authentication Tools.

Al Apps Documents Web More v

Best match

SafeNet Authentication Client
Tools

App

Q

el

Search the web

App

L safenet Authentication Client Tools -
See web results

>

Run as administrator
Open file location
~ Pin to Start

~ Pin to taskbar

[i]  Uninstall

L safenet Authentication Client Tools

SafeNet Authentication Client Tools

v Daca utilitarul a fost instalat cu succes, vi se va afisa fereastra din imaginea urmadtoare:

&) SafeNet Authentication Client Tools

SafeNet Authentication Client

x

THALES

2012?28

Rename Token

Change Token Password

Unlock Token

No tokens are connected

Delete Token Content

View Token Info

in acest moment, lantul de incredere DigiSign si driverul sunt corect instalate !
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4. Utilizarea corespunzatoare a driver-ului pentru dispozitivul eToken

> Introduceti dispozitivul eToken in extensia USB a calculatorului.
> Din meniul Start, cautati SafeNet Authentication Tools.

> Pe ecran se va afisa Panoul de comanda al dispozitivului eToken:

(S) SafeNet Authentication Client Taols - x

THALES

SafeNet Authentication Client 201928

* My Token / Rename Token
Fdkdkedk Change Token Password
n- Unlock Token
® Delete Token Content
p View Token Info
a) Rename Token (functia de redenumire a dispozitivului eToken)

Aceasta functie este optionald si permite utilizatorului sa schimbe numele dispozitivului (pentru
personalizare). Numele initial al dispozitivului dvs este My Token.

b) Change Password (functia de schimbare a parolei dispozitivului eToken)
Aceasta functie este recomandata si permite utilizatorului sa schimbe parola dispozitivului.

Daca optati pentru schimbarea parolei initiale, va rugam sa luati in consideratie faptul ca
driver-ul nu pastreaza un istoric al parolelor. Prin urmare, odata schimbata parola initiala,
noua parola devine responsabilitatea dvs.

IMPORTANT (!):
° In cazul in care parola este introdusd gresit de mai mult de 15 ori consecutiv,
dispozitivul se va bloca.

5. Activarea/dezactivarea modulului eToken in browser-ul Mozilla Firefox
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Activarea modulului eToken in browser-ul Mozilla Firefox este strict optionala si recomandata doar in
cazul in care doriti sa va logati pe anumite portale cu acest browser sau sa completati formularul de
reinnoire online a certificatului digital calificat care poate fi accesat la adresa www.digisign.ro.

i i y : e Q|
1. Activarea modulului eToken i o s
General ~ Tabs  Content Applications Privacy Security ~ Sync | Advanced
> Deschideti browser-ul Mozilla Firefox, accesati: Genera [ Network Update Encyption|
Options — Advanced — Encryption — Security Protocols
DeV'CeS [¥] Use SSL3.0 [V] Use TLS 1.0

Certificates

When a server requests my personal certificate:

> In noua fereastr deschisd, apésati butonul Load,
selectati din calculatorul dvs prin butonul Browse
fisierul e7TPKCS11.dll (gasit in directorul Windows | View Cetictes | | Bevocaton sts | | yoidtion | | securiyDevices |
— system32).

") Select one automatically @ Ask me every time

> Apadsati butonul OK, iar modulul eToken se va
activa in browser.

o] (o) [ ]

IMPORTANT:

Daca aveti introdus in calculator dispozitivul dvs eToken si deschideti browser-ul Mozilla
Firefox, iar acesta va afiseaza o fereastra de tipul celei de mai jos, va trebui sa introduceti
parola dispozitivului dvs eToken.

r hl
Password Required ﬂ

9 Please enter the master password for th

Acest camp
reprezinta
numele
dispozitivului
dvs e-Token.

| ok || cancel |

2. Dezactivarea modulului eToken

» Deconectati dispozitivul dvs eToken din calculator
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» Deschideti browser-ul Mozilla Firefox, accesati meniul:
Options — Advanced — Encryption — Security Devices

> In noua fereastra deschisd, selectati cAmpul: - numele dispozitivul dvs eToken
sau
- "New PKCS+#11 Module"

> Apadsati butonul Unload si apasati butonul OK.

(@ Device Manager =@ =
Security Modules and Devices Details Value Logln
4NSS Internal PKCS #11 Module Module New PKCS#11 Module =
Generic Crypto Services Path C:\Windows\System3... Log Out
Software Security Device Chsige Baswind
4New PKCS#11 Module
e
AKSifdh1
Rainbow Te . S =
Unnamed Sh Q Are you sure you want to delete this security module?
Unnamed SI§/
Unnamed Sl [ OK ] { Cancel ]
Unnamed S}l

Unnamed Slof
4Builtin Roots Module
Builtin Object Token

in acest moment, modulul eToken din browser-ul Mozilla Firefox este dezactivat.

DigiSign S.A. elibereaza certificate digitale calificate in conformitate cu Regulamentul eIDAS 910/2014.
Aceste certifcate calificate pot fi utilizate Tn mai multe sisteme (de exemplu: ANAF, CNVM, ONRC, CSSPP,
AEGRM, CSA-CEDAM, SEAP), unde DigiSign S.A. nu este operator si nu are posibilitatea de a va acorda
consultanta/sprijin pentru utilizarea facilitatilor acestor sisteme care apartin unor institutii ale statului.
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Pentru a beneficia de accesul in aceste sisteme, precum si modalitatea de utilizare a certificatului digital
calificat obtinut in cadrul acestora, va rugam sa contactati administratorii respectivelor sisteme.

Link-uri utile:

Instalare si configurare Semnatura Electronicad pentru Microsoft Office 2016
Instalare si configurare Semnatura Electronicad pentru Microsoft Outlook 2016
Instalare si configurare Semndtura Electronicd pentru Mozzila Thunderbird
Instructiuni completare fisier de confirmare

Instructiuni depunere declaratii online ANAF

Download Adobe Acrobat Reader

VV YV VYV

Tutoriale video:

> Instalarea certificatului digital - tutorial video

> Reinnoirea certificatului digital la ANAF - tutorial video

Actualizari:

Nr. Crt. Versiunea in vigoare Data

1 3.0 16.10.2014
2 3.1 21.07.2017
3 3.2 07.04.2021
4 4.0 26.07.2022
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https://www.digisign.ro/uploads/Instalare-si-configurare-Semnatura-Electronica-pentru-Microsoft-Outlook-2016.pdf
https://www.digisign.ro/uploads/Instalare-si-configurare-Semnatura-Electronica-pentru-Microsoft-Office-2016.pdf
https://www.digisign.ro/uploads/Instructiuni%20privind%20configurarea%20certificatului%20digital%20DigiSign%20in%20aplicatia%20Mozilla%20Thunderbird.pdf
https://www.digisign.ro/utile/instructiuni#collapseAnaf
https://www.digisign.ro/utile/instructiuni#collapseAnaf
https://www.digisign.ro/utile/download#collapseTwelve
https://www.youtube.com/watch?v=UEEiFT9cFYs
https://www.youtube.com/watch?v=0iX2hSdVZU8&t=26s

